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1. OnucaHume ycTpoucrsa

1.1.

1.2.

1.3.

BseaeHue

KommyTaTtopbl cepun STEZ48xx, ABAAIOTCA NPOMbIWAEHHbIMK Ethernet-kommyTaTopamu,
NCNONB3YIOWMMN  TeXHONOrM  ynpasneHua  IEC61850 MMS, uto  obecneumBaet
yHUbMUMpPOBaHHOE  MogenupoBaHWe U ynpasBneHve. Kommytatopbl,  cneumnanbHO
pa3paboTaHHble ANA UHTENNEeKTyaslbHbIX NOACTAaHLUMIA U NOAXOoAAWME ANA CYPOBbLIX YCNOBUN.
Kpome TOro, KommyTtaTopbl COOTBETCTBYIOT CTaHAapTam saeKTposHepreTukn IEC61850-3 u
IEEE1613.

KommyTaTopbl nogaeprknBaeT MOAKAOYEHWE ONTUYECKUX moaynen SFP ¢ dyHKuuen
uMdpoBOI ANArHOCTUKM, KOTOPbIN MCMNOAb3YEeTCA ANA KOHTPOAA TemnepaTypbl, HanpsrKeHuA
NMUTaHWA, TOKA CMELLEHMA Nas3epa, Nepesaym M Npuema onTUYecKoi MowHocTU. Ccblnasacb Ha
TaKME M3MEPEHHble napameTpbl, 610K ynpaBAeHUas MOXKeT BbICTpO OOHapy»KMBaTb OWMUOKY,
BO3HMKAtOWME B ONTUYECKMX KaHanax, YTo MOMOraeT ynpocTUTb TeEXHUYECKoe 06CnyKnBaHUE U
NoOBbICUTb HaZAEXHOCTb CUCTEMBI.

Mopaenu cepumn

B nopTtdonmo cepun STEZ48xx BXOAAT CaeaytoLIMe KOMMYTaTopbI:

e STEZ4824-4G (aptukyn 70000003) — kommyTaTop L2 ypOBHS, C NoaaepKKoi 24 meaHbIX
RJ45 nopTos 10/100/1000 M6wuT/c 1 4 SFP nopta 100/1000 M6uT/C, pesepBunpoBaHHble
NCTOYHUKM NuTaHma 85-264VAC / 77-300VDC;

e STEZ4800-16SFP-4G (apTukyn 70000001) - kKommyTaTop L2 ypoBHA, C nogaep»Kkon 16
SFP noptos 100 M6ut/c 1 4 SFP nopta 100/1000 M6uT/c, pe3epBupoBaHHbIe UCTOUHUKN
nuTaHua 85-264VAC / 77-300VDC;

e STEZ4800-16GSFP (apTnkyn 70000002) — KommyTaTop L2 ypoBHA, c noaaepkoi 16 SFP
noptos 1000 M6uT/c, pesepBrpoBaHHble NCTOYHMKM NUTaHUA 85-264VAC / 77-300VDC.

dyHKUMK NporpammHoro obecneueHus

KommyTtatopbl cepum STEZA8XxX noAaaepKMBAKOT MHOMECTBO MNPOrpammHbIX YHKUWUNA,
YA0BNETBOPAOLWMX Pa3IMyHble TpeboBaHMA KANEHTOB.

e [lpoTokonbl pesepsuposaHma: RSTP/STP, MSTP, ST-Ring, STRP;

e [IpoTokonbl mapwpytmnsaummn: OSPFv2, RIP, ctaTuyeckaa mapLpytusauma

o [logaep»KKa MynbTUKacT npoTokonoBs: IGMP Snooping, GMRP u static multicast

e VLAN, PVLAN, QoS n ARP

e YnpaBneHue WNPUHOM KaHana: port trunk, port rate limiting

e [IpoToKoAbl CMHXpOHM3aumn BpemeHun: SNTP, NTP, PTPv2

e besonacHoctb: ACL, port isolate, npusBaska MAC-agpecoB, ynpaBieHue
nonb3oBatenamm, IEEE802.1x, TACACS+, RADIUS, SSH, SSL
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e VYnpasieHue ycTponcTeom: o6HOoBAEHME nporpammHoro obecriedeHuns yepes FTP/TFTP,
3arpysKa / BbIrpyska KoHourypaumoHHoro ¢danna vepes FTP/TFTP, 3anucb M 3arpyska
KYpHana;

e [lnarHOCTMKa: 3epKanmpoBaHue noptos, LLDP, onpeaeneHne coctoaHna coeauHeHua,
obHapyKeHue netenb, 3awmta CRC;

e  OyHKUuMKM yBegomneHua: port alarm, power alarm, ring alarm, koHbAunkT IP/MAC
aapecos, temperature alarm v port traffic alarm, alarm CPU / RAM, alarm CRC;

e YnpasneHue yctpoiicteom: CLI, Telnet (SSH), Web, SNMPv1/v2/v3.

2. YnpasneHune KOMMYTaTOpPOM

YnpasneHre KOMMYTaToOPOM BO3MOXKHO NOCPeACTBOM:
e KoHconbHOro nopTta
e Telnet/SSH
e Web 6paysepa

2.1.Tun npocmoTpa

Mocne nogkntoueHns 8 Command Line Interface (CLI) yepes KoHcObHbIN NopT uan Telnet
(SSH), BO3MOXHO NOAYUYNTb Pa3ANYHbIN AOCTYN, MEPEKAOUYEHNE MEXKAY HUMU MOMKHO MOJYYUTb
C MOMOLLbIO CIeAYOLWMNX KOMAHA,
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CT=

Tabnauya 1. Tunsl npocmompa

JocTynHbI

KomaHapbl Ans cmeHbl

OTobpaxkeHue Tun DYHKLMOHAN YPOBHA NpUBMAErniA

SWITCH> OCHOBHOM peXxum MpocmoTp HeaaBHO Beeaute  «enable»,
MCMOJIb30BaHHbIX 4yTObbI BOMTH B
KOMaHA. NPUBUNErMPOBAHHbIN

peXuM.

MpocmoTp Bepcum MO.
MpocmoTp
nHdopmauum ob otTeeTe
Ha onepaumto ping.

SWITCH# MpuBMAErMpoBaHHbIA | 3arpysnTb/BbIrpy3unTb Bsegute "configure

peXnm dain KoHoUrypaumu; terminal" nnu
BOCCTAHOBUTb "config" ona Bxopa s
KOHUrypaumio no pexum
YMOYaHUIO; KOHOUrypaumm us
NPUBUNETMPOBAHHOTO

npocmoTp I
MHbOopMaLUK o§ oTBETE BeeauTe "exit" ans
R IePeuMIo ping; BO3BpaTa B OCHOBHOW
nepesanycTutb peXum.
KOMMYyTaTop;
COXPaHUTb TEKYLLYIO
KOHbUrypaumio;
NMoKa3aTb TEKYLLYHO
KOHbUrypaumio;
0B6HOBUTH
nporpammHoe
obecneyeHue;
nT.4.

SWITCH(config)# | Pexxum KoHdurypuposaHue Beeaute "exit" ann

KOHOUrypaumm bYyHKUMA KOMMyTaTOpa. | Bo3BpaTa B

NPMBUAETMPOBAHHbI
pexunm.

Koraa KommyTtatop KoHOUrypupyeTtca yepes MHTepdeinc KOMaHAHON CTPOKKU, TO MOMKHO
MCMNoNb30BaTb ANA MOAYYEeHUA CnpaBKM No KomaHge "?". B cnpaBoyHoi nHPOpmMauum ectb

pa3Hble ¢dopmaTbl onmMcaHMA napameTpoB. Hanpumep, <1, 255> o3HayaeT AnanasoH uucen;
<H.H.H.H> o3Hauaet IP-agpec; <H:H:H:H:H:H> o3HauaeT MAC-agpec; cnoso<1,31> o3Hauvaer
AmnanasoH cTpoKk. Kpome Toro, ¢ nomouwpio ™ U J MOXHO AenaTb NPOKPYTKY HedaBHO
MCNONb30BaBLUMXCA KOMAHA,.

10
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2.2.YnpaBneHne KOMMYTAaTOPOM Yepe3 KOHCO/bHbIM NopT

[ocTyn K KOMMYTaTOPYy MOXKHO MONYYUTb YEPE3 ero KOHCO/IbHbIV NOPT U TMNepTepMUHaAN
OC Windows nau gpyroro nporpammHoro obecneyeHus, NoAOEPKUBAIOLLErO NOAKAIOYEHME
yepe3 Mnoc/iefoBaTeNbHbIM NOPT. B KayectBe npumepa npuBesLeH NpPUMeP MNOAKAKOYEHMA C
NOMOLLBIO NpMAOKeHUA PUTTY

RJ45 Connector

MoaxntoumTe 9-NMHOBbLIN KOHCObHbIN NOPT Ha PC B KOHCO/IbHbIM Kabesib Ha KOMMYTaTope
C NOMOLLLbIO KOHCOIbHOTO Kabena DB9-RJ45.

e 3anyctute npuaoxeHne PuTTY wuam aHanornyHoe npuaoXKeHue Jaa 3smMynauum

TEPMUHANa;

% PuTTY Configuration

Bm Basic options for your PuTTY séséign
Logaing Specify the destination you want to connect to
(=)~ Terminal o
Serial line Speed
- Keyboard
Bl (COM1 | [115200
- Features Connection type:
& Window (OSSH @ Seidl (O Other. | Telnet
- Appearance
- Behaviour Load, save or delete a stored session
- Translation Saved Sessions
[#- Selection |
- Colours )
=~ Connection Default Settings Load
- Data :
- Proxy Save
+- 55H
o ) Delete
- Serial
- Telnet
- Rlogin
- SUPDUP Cloge window on exit:
() Mways () MNever () Only on clean exit
Aoout Cance

Puc. 1. 3anyck Hyper Terminal

e BeeauTte UmA 4NA HOBOrO COegMHEHUA

Load, zave or delete a stored session

Saved Seszionz

Drefault Settinis Load

Save

Delete

Puc. 2. Co30aHuUe Ho8020 COeOUHEHUS

11
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MepeianTe B KaTeroputio Serial u 3agaliTe napameTpbl NOPTa;

f"—{ PuTTY Configuration

Category:
E]- Session Cptions controlling local seral lines |
g _I_E"" L.oglgirlg Select a sedal line
—|- Termina
- Keyboard Serial line to connect to COM1
- Bell
. Features Corfigure the serial line

= Windaw Speed (baud) 115200
i i
- Behaviour Data bits

- Translation Stop bits

[+ Selection .

- Colours Parity MNone A
[=1- Connection Flow contral None F
- Data :

- Praxy
- 55H

- Telnet

- Blogin

- SUPDUP

A

Abous Cancel

Puc. 3. Beibop nopma 074 coeduHeHUA

HacTpoitka ceoncte COM nopta: 115200 gns 6uT B cekyHay, 8 ana 6uT gaHHbix, None
ONA YeTHOCTU, 1 AnA cTonoBbIX 6UTOB M NoNe 414 YyNpaBAeHUsA NOTOKOM.

Ceoncrea: COM 1 Port 1 (COM1)

O6wwe Fort Settings  Opafeep Ceepetma  Coberman

Baud Rate: -
Databis: [8 |
Parity: [None |
Stop bits: |1 |
=

Flow control: INane

Omena

Puc. 4. Belbop napamempos nopma

12
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e [losiBUTCA OKHO BXOAa B cucTemy. BBeguTte nmaA nosib3oBaTens U Naposib (Naposib Takol
e, Kak u ana Web 6paysepa), 3atem Haxxkmute enter.

& COMT - PuTTY

swITCH:|

Puc. 5. CLI

e Beeaute KomaHay “enable”, nonb3oBatenb nNo ymondaHuwo “admin” u naponb “STEZ”
ONA 0OCTyNa B MPUBUAETUPOBAHHBIN PEXUM.

4| MODULE_WATC

| MODTULE WATCH

Puc. 6. [pususie2upo8aHHLIl pexcum

13
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2.3.YnpaBneHne Kommytatopom yepes Telnet

Monb3oBaTen MOryT UCNONb30BaTb Telnet 419 HAaCTPOMKM KOMMYTAaTOPOB.
e BbibpaTb telnet, BBectn *IP agpec KommyTtaTopa*, ganee <Open>. Mo ymonyaHuio
agpec: 192.168.0.1.

% PUTTY Configuration

Category:

=I- Seszion Basic: options for pour PuT T seszion

. L.oglging Specify the destination pou want to conrect to
=) Termina
| Host Mame [or IP address] Paort
- Kepboard
. Bel [192.168.0. |[23
- Features | Connection type:
=1 indaw (O55H (O Serial @ Other | Teknet v
- ADpEATANCE |
- Behaviour | Load, save or delete a stored session
Translétlon Saved Sessions
- Selection
o Colaurs
=1+ Connection Default Settings Load
- Data
- Proxy Save
+- 55H
- Serial Dl
- Telnet —_—
- Rlogin
- SUPDUP Cloze window on exit:
Drdlwaps () Mewer (®) Orily on clean exit
About Cancel

Puc. 7. Jocmyn uepes Telnet

e [loABMTCA OKHO BXOAa B cucTemy. Beeaute muma nosnb3osartensa u naposnb (“admin” /
"STEZ” no ymon4aHuUto), 3aTeM HaxKmuTe enter.

# 192.168.0.1 - PuTIY

Puc. 8. Telnet uHmepagelic

14
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2.4.YnpaBneHne Kommytatopom yepes Web

e 3anyctute web-6paysep

e Habepure http:// IP agpec kKommyTaTopa. Haxkmute <Enter>

e [loABMTCA OKHO BXOAa

e BBeguTe UMA NONb30BATENA U NaPOAb. MMa Nosb3oBaTenn U Naposb No YMOAYaHUIO —
“admin” / “STEZ”

e Haxmute Enter mnam KHonky <OK>, 3atem MoABMTCA T[NaBHbIM MHTepdeic Beb-
ynpasneHun

e [lpyv NoABAEHMM 3aNPOCa Ha CMEHY NAPOAA HAXMUTE KHONKY <OK>;

e YcnewHo BoWAnTe Ha BEG-CTPaHMLY YNpaBAeHMA KOMMYTaTOPOM, AE€PEBO HAaBUraLMM Mo
KOHOUrypaLmm HaxoauTca cesa.

PekomeHdyemcs ucnons3osame 6payszep IE8.0 unu selwe, Ymoboel cOenams uHmepgelic
seb-ynpaesneHus 6onee yoobHbIM.

3. OcHoBHaa UHPoOpMaLUA O KOMMYyTaTOpe

OcHoBHas MHpOpPMauUMa 0 KommyTaTope BKAtovyaeT MAC-agpec, BEpCUio annapaTHOro
obecneyeHuns, Bepcuto nporpammHoro obecnevenus, sepcuto BootROM, Tmun yctpolictea, aaty
Komnunsaummn n spems pabotbl. Haxkmute [Device Information] = [Switch Basic Information] B
AepeBe HaBuraumm, YTobbl 0TO6Pa3NTb OCHOBHYHO MHGOPMALMIO O KOMMYTATOPE, Kak MOKa3aHo
Ha pwuc. 9.

About Help Exit -~

P STEZ4824 ~~Switch Basic Information m

"!Device Information
"..Device Basic Configuration
"!Device Advanced Configuration
= B switch Maintenance

Switch Basic Information
STEZ4824
00-1E-CD-5B-DB-73
STEZ4824_R4005
Jul 25 2023 09:38:42
SWITCH
0000819C

Copyright @ STEZ 2023 All rights reserved =

Puc. 9. bazosas uHgpopmayus o KoMmymamope
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4. O6cnyxuBaHMe KOMMyTaTOpPa

B AepeBe HaBMraLMu Bbl MOXKeTe HaxKkaTb [Save current running-config], 4Tobbl coxpaHUTb
TeKylyto KoHourypaumio, nan [Reboot With The Default Configuration], utobbl nepeiitn Ha
CTpaHuLy, NMoKasaHHyo Ha puc. 10. 3atem Bbl MOXKeTe HaxaTb <Apply>, uTobbl BOCCTAaHOBUTL
KOHUIrypauuto no YMoIYaHULO.

(] Authentication Login Configuration e “ Save Current Running-config
~“aauthentication Login Configuration
| = MBpus config
ik i | Avly |
|  Bcsp configuration

£ # switch Malntenanca

falauth Twice Configuration

Salreboot

“alExit Current Web Configuration

“WleTe Software Update

~MalrFTP Software Update

falsoftware version Select

flsave current Running-cenflg |
Yalreboot With The Default Configuration

Al fights fesenved.

About Help Exit

# suthentication Login Configuration */|' L Rebaot With The Default Canfiguration [ Help |
“Malauthentication Login Configuration
| @ B0NS config
| =8csD Configuration
5 Gyiiteh Maintenance
~S@auth Twice Configuration
“sReboot
%sEwt current wWab Configuration
“WFTP Software Update
~“WTFTP Software Update
~"WSoftware Version Select I

Apply

~Mmsave Current Running-config
“=Reboot With The Default Configuration

T1EZ 20123 AR ripits resenved.

Puc. 10. [Mepe3azpy3Ka c KOHpuaypayueli no ymoa4aHuro

16
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4.1.Mepe3arpy3ka

Y1obbl Nepesarpy3nTb yCTPOMCTBO, HaxkmuTe [Switch maintenance] - [Reboot] B aepese
HaBurayuu, YTobbl BOWTU B MHTepdeNc nepesarpysku, Kak nokasaHo Ha puc. 11.

ST " = sTEZ4324 Web Management System About Help Exit

I%I B suthentication Login Configuration = Save Current Running-config m
falauthentication Login Configuratian
4 BONS Config
5-Bcsp Configuration
= Switch Maintenance

Apply

Wauth Twice Configuration
“aReboot

%SExit Current Web Configuration

;MaFTP Software Update

aTFTP Software Update

Yasoftware version Salect l

i MSave Current Running-config

" “SReboot With The Default Configuration

Puc. 11. Nepe3azpy3Ka

Mepen nepesarpyskon NoATBEPAMTE COXPAHEHWE TeKywel KoHdurypaumu. Ecam Bbl
BbibepeTe «Yes», KOMMYTaToOp 3anyCTUT TEKYLLYO KOHGUTypauuio nocae nepesarpysku. Ecam bl
BbibepeTe «NO», KOMMYTaTOpP MCMNONb3yeT NpeablayLiylo COXpaHEeHHY KoHourypauumio. Ecam
KOHdUrypaums He 6blia coxpaHeHa, KOMMYTAaTOP BOCCTAHOBUT KOHOMIypaLMIO N0 YMOAYAHUIO
noc/ie nepesarpysKu.

4.2.06HOoBNeHMe nporpammHoro obceneueHus (firmware)

PerynapHble 06HOBAEHWA NPOrpaMMHOro obecrneyeHns MOryT MOMOYb YMEHbLUUTbL
Ko/anyecTBo owMbOK npu pabote KommyTtaTopa. KommyTaTopam cepumn TpebyeTca 06HOBUTH
TONIbKO 0AMH daiin Bepcun nporpamMmHoro obecnedyeHusa. OH COAEPMKUT He TONbKO BEpPCUIO
CUCTEMHOrO nporpammHoro obecneyeHus, HO W BEPCUIO MPOrPaMMHOro obecneyeHus
BootROM. [1ns 06HOBAEHUA BEpCUM NporpaMmHoro obecnedyeHmsa TpebyeTca NOMOLLb cepBepa
FTP / TFTP.

4.2.1. O6HoBneHue MO uepes FTP

YctaHosBuTe FTP-cepBep. Huke B KayecTBe npumepa MUCNOAb3yeTca MporpammHoe
obecneueHune FileZilla_Server 1.8.1 ans o3HakomneHus c KoHodurypaumen FTP-cepsepa U
06HOBNEHWEM NPOrPaMMHOro obecrneyeHus.

HaxkmuTte [Server] = [Configure]. OTKpoeTca AnanoroBoe OKHO A/1a HAaCTPOMKMK cepBepa.
Haxxkmute <Add> ana cosgaHua Hosoro FTP nonb3oBaTend, Kak NoKa3aHo Ha pwuc. 12. Co3paiiTe
MMSs NONb30BaTeNA U Naponb, 4AA NpumMmepa, Uma nosabsosatens "admin" n naponb "STEZ".
Haxxkmute <Apply>.
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fz Settings for server 127

Rights management / Users

- Server listeners Available users General Filters ~ Limits
& Protocols seftings <system users User is enabled
Authentication:
I Require a password to log in I ~

| Leave empty to keep existing password password: STEZ

Member of groups:
Mount points
Virtual path Native path Mount options
Chupdate Access mode: 4
Read + Write w

Apply permissions to subdirectories
| Writable directory structure
[ Create native directory if it does not exist

Add Remove You can use placeholders in native paths,

Description:

Add Remove

Duplicate Rename

Cancel | Apply |

Puc. 12. Co30aHue Hosozo FTP nosnv3osamers

Beeante nyTb XpaHeHus dalina o6HOBAEHMA, KaK MOKasaHo Ha puc. 13. Hakmute
<Apply>.

Mount points;
Virtual path Native path Mount options
C:\update Access mode:
Read + Write )

[“] Apply permissions to subdirectories
‘Writable directory structure
[ Create native directory if it does not exist

Add Remove You can use placeholders in native paths.

Description:

| Cancel | Apply |

Puc. 13. [Tyms K ¢paliny

Haxkmute [Switch maintenance] = [FTP software update] B HaBuraumMoHHOM aepese Ans
nokasa OoKHa obHoesieHus MO yepe3 FTP, Kak nokasaHo Ha puc. 14. Beegute IP-agpec FTP
cepsepa, umsa FTP nonb3oBatens, naposb u nma ¢aiina Ha cepsepe. Haxkmute <Update>.
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FTP software update

[192.168.0.74 |
|admin |
|osapp_2.bin |
[binary v|
[No v
[YES v|

Puc. 14. ObHosneHue 10 yepes FTP

e Transmission type
3HaveHus: binary / ascii
Mo ymonyaHuto: binary
dyHKUMA: BbIGOP CTaHAapTa nepegayn ¢annos.
OnwucaHue: ascii o3HayaeT ucnonb3oBaHue ctaHgapTta ASCIl ana nepepaun dainna;
binary o3Ha4aeT ncnosb3oBaHMe ABOMYHOIO CTaHAAPTA ANA nepegayn daina.

e ForceUpdate
3HaueHua: YES/NO
Mo ymonuanuio: NO
PyHKUMA: BbIbepUTE MeTog 06paboTKKM, ecin Bepcusa NPorpaMmmMHoOro obecneyeHma He
COOTBETCTBYET annapaTHOMy obecneyeHMo KOMMyTaTopa.
OnucaHue: NO o3Ha4yaeT OTMeHy OOHOBJIEHWA MPOrpamMmMHOro obecrieyeHus, ecnu
nporpammHoe 1 annapaTHoe obecneyeHne He coBnagatoT. YES o3HavaeT npogonkeHne
obHOBNEHUA NporpammHoro obecneyeHuns, farke ecM NPOrpaMMHOE M annapaTHoe
obecneyeHune He coBnagatoT. O4HAKO 3TO MOXKET NPUBECTU K CUCTEMHOM aHOMAIN UK
Aaxe cHoto 3arpysKu.

e Is Cover Current file
MapameTpbl KOHOUTYpPaLUK: He Nepe3anuncbiBaTb TEKYLLYIO Bepcuto / nepesanucbiBaTb
TEKYLLY BEPCULO
KoHourypauma no ymon4aHuIo: nepesanncaTb TEKYLLYHO BEPCUIO
DYHKLMA: 3aMEHATb /1M TEKYLLYIO BEPCUIO NPOrpammHoro obecneyeHns obHoBASEMON
Bepcuein nporpammHoro obecneveHua. Ecav 37O He nNpeaycMOTPEHO, Bepcus
nporpammHoro obecnevyeHnss He 6yaetr obHoBneHa, M BO GAsW-namatM byaer
COXpaHeHa TO/IbKO BepcmA NporpammHoro obecneyeHus, noanexaw,ana o6HOBAEHUIO.

Umsa ¢alina 0onrcHo umems cy@p@uKc, uHaye obHosneHue He byodem 8bIMoAHEHO;

®alin sepcuu npoepaMmHo2o obecreyeHus A87a5emca HemeKkcmossim ¢halinom, u 014
nepeda4u ¢alina cnedyem ucnosnb3o08ame 080UYHbIG cmaHdapm;

Ans obecneyeHus HopmanbHoli pabomsl Kommymamopa esibepume No Mandatory 0ns
napamempa 06A3amenbHO20 COCMOAHUA, MO ecmb ommeHume o06HosneHue
npoepammHo20 obecrieyeHus, ecau 8epcus NPo2PaMMHO20 obecrieyeHus He
coomeemcmeayem gepcuu annapam-do20 obecnevyeHus.

Ybeautecb B HOpManbHoOM cBA3M mexay FTP-cepBepom 1 KOMMYTaTOpPOM, KaK MOKa3aHo
Ha puc. 15.
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Elzass,
0 Login successful.
Type set to I
ECORT command successful.
0 Starting data transfar.
BRI IR IR R R IR I R T PRI T IR IR I IR IR IR SIS AN II AN I IR IISIIIISIIIINIIIRIIT IR 3T Reow ozl 7200842
bytes

228 Opex

Cloze ftp client.

Puc. 15. Bzaumooelicmesue mexdy Kommymamopom u FTP cepsepom

JoXanTecb OKOHYaHMA 0OHOBAEHMA, KaK NMOKa3aHo Ha puc. 16.

It's uploading pleass waitting. ...

Puc. 16. lMpoyecc obHosneHusA

Koraa obHoBMeHMe ByaeT 3aBepLlleHo, nepesarpysmTe YyCTPOMCTBO U OTKPOMUTE CTPAHULY
OCHOBHOM WHdOpMaUMM O KOMMyTaTope, 4TOObl MPOBEPUTb, YCMEWHO /M  BbINOJHEHO
06HOB/NIEHWE N aKTUBHA /M HOBas Bepcus.

B npoyecce 06Ho8eHUSA NNPoepammHO20 obecriedeHus npozpammHoe obecrieyeHue FTP-
A cepsepa 001#HO NpPoooaHams pabomamse;

lMocne ycnewHo2o 06HosneHuUA 10 Heobxodumo nepesazpy3ums ycmpolicmeo, Ymobeol

Hoeas gepcus 10 ecmynuna e cuny.
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4.2.2. O6HoBneHue NO yepes TFTP

YctaHosuTe TFTP-cepsep. Ha puc. 17 B Kauectse npumepa UCNOAb3yeTcA NporpammHoe
obecneueHue TFTPD ans o3HakomneHua ¢ KoHdurypaumei cepsepa TFTP.

“1i- Ttpd32 by Ph. Jounin O
Curent Directory |E:\update =] Browse |
Server interfaces |192.1BB.1U.?3 Intel(F] Ethermnet Ej Shaw Diir |
Tftp Server | Thtp Client I DHCP sewerl Syslog sewerl Log wiewer
peer | file | start time | progress bytesl
£ >
About | Settings | Help

Puc. 17. lMpoyecc obHosneHusA

B "Current Directory" Bbibepute nytb A0 o6HoBAseMoro ¢aiia Ha cepsepe. Beegute IP
agpec cepsepa B "Server interface".

Haxkmute [Switch maintenance] - [TFTP software update] B HaBurauMoHHOM AepeBe,
OTKpoeTcs okHO obHoBneHMA MO yepes TFTP, Kak nokasaHo Ha puc. 18. BeeguTte IP agpec TFTP
cepBepa 1 umsa daina Ha cepeepe. Haxkmute <Update> n oxkmuaaite OKOHYaHUA 06HOBAEHMUA.

ST " = sTE74821 Wob Management System About Help Exit

P srEzaszs . TFTP software update [ Heip |
7 B pavica tnformatien
& Boevica Basic Config

TFTP software update
[# B Device Advanced C

= -Etffit:h Maintenance ’W
é..:.‘:\uth Twice Confis |hin;w il =
i HReboot
et Current Wab [N v
FMaETP software Ups [YES vl
- "ETFTP Softwars U|
E""dSof’tware Version
E“'4Sa\'e Current Rut
“Renoot With The [ omwabn ey ]

EZ 2023 All rights resarved

Puc. 18. ObHoeneHue 0 yepe3 TFTP

e Transmission type
3HaveHms: binary/ascii
Mo ymonyaHuto: binary
dyHKUMA: BbIBOP cTaHAapTa nepeaayn ¢annos.
OnucaHue: ascii 03HauvaeT mcnonb3oBaHWe cTaHgapta ASCIl ana nepepgaun daiina;
binary o3HavaeT ncnonb3oBaHMe ABOMYHOIO CTaHAAPTa ANs nepegaun daina.
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e ForceUpdate
3HaueHua: YES/NO
Mo ymonyanuto: NO
dyHKUMA: BbIbepUTe meTog 06paboTKK, ecnn Bepcusa NPorpaMmmMmHoOro obecrneyeHmn He
COOTBETCTBYET annapaTHOMy obecneyeHnto KOMmyTaTopa.
OnucaHme: NO o3HauyaeT OTMeHy OOHOBAEHUs MporpaMmHoro obecnedyeHus, ecau
nNporpamMmmHoOe 1 annapaTHoe obecnevyeHne He coBnaaatoT. YES o3HayaeT npoaoKkeHme
0B6HOBNEHWNS NPOrPaMMHOro obecrneyeHusi, Aa*ke ecan NPorpaMmMHOE M annapaTHoe
obecneyeHue He coBnaaatoT. OAHAKO 3TO MOMKET NPUBECTU K CUCTEMHOM aHOMANUU AN
Aarke cboto 3arpysKu.

Umsa ¢palina donxcHo umems cypghukc, uHaye obHosneHuUe He bydem 8biMoMHEHO;

®alin sepcuu npoepammHo20 obecrieyeHUs A879emcsa HemeKcmosbiM ¢aliaom, u 008
nepedayu ¢alina cnedyem ucnonb308ame 080UYHbIU cmaHOapm;

[na obecneyeHus HopmanbHol pabomsl Kommymamopa esibepume No Mandatory 014
napamempa 06A3amesnbHO20 COCMOAHUA, MO ecmb omMeHUme o06HosaeHue
npozpammHo2o obecriedyeHUs, ecsau  8epcus MNpo2pammHo20 obecnevyeHua He
coomeemcmeayem gepcuu annapam-doz2o obecrie4eHus.

Yb6eantecb B HOpmasibHOM cBA3M mexay TFTP-cepBepom 1 KOMMYTaTOPOM, KaK NMoKa3aHo
Ha puc. 19.

-

Gy Tftpdé4 by Ph. Jounin =|E=] X
Currant Directory |Ef\updat9 ﬂ Browse

Senerinterfaces |192.188.ID.?3 Raaligk PCla GBE Farily Iﬂ Shaw Dir

Thp Server |T1tp Clien1| DHCP ser\aer| Swslog server Logviewer|

peer file starti.. | progr. bes tatal | fime...
15216810.76:434.. dlpdate-RO.. 140726 1% 283440 14270700 i

& \Update RO00L.mfi to 192.168.10... [&J]

File zize - 14270700
253440 Bytes sent 126720 Byles/sec

About | Seflings | Help

Puc. 19. lNpouecc o6HosneHus 10 uepes TFTP

Joxantecb OKOHYaHKUA obHoBNEHUS.

Downloading file, please waiting.......

Puc. 20. Mpoyecc obHosneHus M0 yepes TFTP

Koraa obHoBneHMe byaeT 3aBepLieHo, NepesarpysnTe yCTPOWCTBO M OTKPOWTE CTPAHULY
OCHOBHOI MHOOPMAUMM O KOMMYyTaTope, 4TOObI MNPOBEPUTb, YCMEWHO /M BbINOJHEHO
06HOBJ/IEHWNE M aKTUBHA /1M HOBas Bepcus.
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5. basoBasa KoHPpUrypayma Kommyrtatopa

5.1.ba3oBaa KOHPUrypauma Kommyrtatopa

Ba3oBas KOHOUIypauua KOMMYTaTopa BK/IKOYAET HACTPOMKY MMEHWM XOCTa, OTHOLIEHUA
oTO6paKeHUs mexKay XocTomM u IP-agpecom (mapping host), a Tak»ke 4acoB KOMMyTaTOpa.

5.1.1. HacTpoiika umeHu xocTa

HacTtpolika umeHun xocta (hostname).

Haxkmute [Device Basic Configuration] - [Switch Basic Configuration] = [Basic Config]
ANA BXOAa Ha cTpaHuLy 633080l KOHOUIypaLmMK, Kak NOKasaHo Ha puc. 21.

Aboul Help Exit

P sTEZ4E24 “|| ““switch Basic C
2B pevice Informath
Yalswitch Basic Ir

L Hosinamgy

£ B pevice Basic Can Hastnair gl [swiTeH |

P 5vitch Basic C

[Rose [l Aops |

Puc. 21. HasHa4yeHue umeHuU Kommymamopa

e Hosthame
Onana3soH: 1-30 cumsonos
Mo ymonyanuto: SWITCH
®PyHKUMA: YcTaHOBUTE MOACKA3Ky B MHTepdelice KOMaHAHOW CTPOKU KOmMMyTaTopa.
Metoga: Haxkmute <Apply>, 4Tobbl aKTMBMPOBATL HOBOE MMA XOCTa. HaxkmuTe <Reset>,
4YTOObI OTMEHUTb TEKYLLYO HAaCTPOIMKY M UCMONb30BaATb NpeablayLiee UMA XOCTa.

HacTtpoitka conocTaBieHMa mexay uMeHem xocta U IP-agpecom, Kak MOKa3aHo Ha puc.
22.

Mapping Hostname And IP

|Switch_2| |
[192.168.0.23 |
[ Del |
Switch_1 192.168.0.1
| Switch_2 | 192.166.0.23 |

noztname and ip has besn mapped

Puc. 22. ConocmasneHus mexcoy umeHem xocma u IP-adpecom
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e {Host name, IP address}
dopmart: {1-15 cumsonos, A.B.C.D}
PyHKUMA: B COOTBETCTBMM C COMOCTABAEHMEM MUCMNONL3YATE MMA XOCTa ANA A0CTyna K
COOTBETCTBYIOLLEMY YCTPOMCTBY.
MeToa: BBeAUTe NpaBUAbHOE MMA XocTa U IP-agpec. 3aTem Haxkmute <Add>, yTo6bI
YCTQHOBUTbL 3amnMcb COMNOCTaBAEHMA MMeHM XocTa U IP-agpeca, nam <Del>, uTobbI
YAANUTb 3aNNCb COMNOCTaBAEHMA.
Mpumep. lNocne ycnewHoOW HACTPOMKM COMOCTAaBAEHUA MeXAYy WMEHeM XOocCTa
«Switch_2» n IP-agpecom «192.168.0.23» Bbl MOXKeTe MNPOMMHIOBATb KOMMYTATOpP C
nomoLubto KomaHabl ping host Switch_2 BmecTo ping 192.168.0.23.

5.1.2. Hacrpoiika yacos

Bbl MOMeTe YCTaHOBWUTb CUCTEMHYIO [AaTy M Bpema. KommyTatopbl 3TON cepumn
noafepKMBalOT Yacbl peanbHoro BpemeHu (RTC). [laske ecnnm OHM  BbIKJOYEHbI, OHM
NPOAO/KAOT CUHXPOHU3NPOBATLCA.

Y106bl B MONHON Mepe MCMob30BaTb BPEMA W SKOHOMWTb 3SHEPrUIO, JeTOM MOMKHO
Mcnonb3oBaTtb nNeTHee Bpemsa (DST). YTobbl 6bITb TOUHBIM, MEPEBEANTE YaCbl HA OAUH Yac Brepes,
NEToM.

HaxkmuTte [Device Basic Configuration] - [Switch Basic Configuration] = [Set Basic Clock],
YTOBbI OTKPbITb CTPAHULY KOHOUIYPaLMM YaCoB, Kak MOKa3aHOo Ha puc. 23.

b Management System About Help Exit

P sTEZ4a24 “ Set Basic Clock Help

F‘ Davice Informatis
" Maswitch Basic Ir Set Basic Clock

|=' Device Basic Con
= switch Basic C 3 jol
“siBasic conflg

“iset Exec Tin

i -EiCiock Config
= Buser Configura
& Bport configurat
i @ Bpart Tsolation ¢
| 2 BvLAN Configur
fl'ﬂr'ort Mirrering

{5 @part Storm Sup
% Bpart Channal ©
- BTeinet Server ¢
| 5 MwEs server cc
: | BSSH Sarver Co
| wMss c‘.nnri:mr.atv

Copyright © STEZ 2033 All dghts 1esenved

Puc. 23. KoHghueypayus yacos

e HH:MM:SS
[Anana3oH: 3HayeHmne HH HaxoaunTca B ananasoHe ot 0 go 23, a 3HayeHne MM n SS — 8
Anana3oHe ot 0 ao 59.

e YYYY.MM.DD.
dnana3oH: 3Ha4yeHune YYYY HaxoauTca B gnanasoHe oT 1970 go 2099, 3HayeHne MM —
ot 1 po 12, a 3HayeHne DD — ot 1 go 31.
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Onucanue: AnanasoH DD meHseTca B 3aBUCMMOCTUM OT mecAua. Hanpumep, AnanasoH
D0 nna mapta — o7 1 go 31, a gna anpena — ot 1 go 30. Bbl moXKeTe HacTpouTb ero B
COOTBETCTBMU C peasibHOMN cUTyaumen.

e Timezone
PyHKUMA: BbIGEpPUTE MECTHDLIN YaCOBOW MOAC.

5.1.3. YnpaBneHue KoHpUrypauuamm nosb3oBatenein

YT106bI N36€KaTL NPOBNEM C 6E30MACHOCTLIO, BbI3BaHHbIX HEABTOPU30BAHHbLIM AOCTYNOM
no/ib3oBaTesIet K KOMMYTaTOPY, KOMMYTATOPbl A4AHHOM cepuM 0becneymBaloT MepapxmMyYeckoe
ynpasfieHve nosb3oBatenamu. KommyTaTtopbl obecneuyvBaloT pas/ivMyHble npaBa paboTbl B
3aBUCMMOCTM OT YPOBHA MO/b30BaTeNei, yaoBAeTBOpsAA pasHoobpasHble TpeboBaHMs K
ynpasaeHuio gocTynom. JocTynHbl TpU YPOBHA NOb30BaTe A, Kak NoKasaHo B Tabauue 2.

Tabnuya 2. YposHu nosnvzosamerel

YpoBeHb Noab30BaTeNs OnucaHue

CaMbI1 HU3KNI YPOBEHb, NOJIb30oBaTeNN “IoCcTU” MOTYT TOJIbKO
NpPOCMaTPMBaTb KOHPUTYPaALIMIO KOMMYTATOPa, HO HE MOTYT
BbINOJIHATL HACTPOMKY UAN MoAUDUKaLMIO.

Guest (FocTb) Monb3oBatenn “Guest” He MOryT noAy4YuMTb JOCTyn K
cnegytownm  GyHKUMAM:  OOHOBAEHWE  MPOrPamMMHOro
obecneyeHun, ynpasaeHWe MO/b30BaTeNAMM,  Nepegaya
$alinoB., nepesarpyska, COXpaHeHNe TeKyLel KOHPUrypauum u
3arpysKa no ymoa4aHuio.

CpeaHuit ypoBeHb, Nonb3oBatenn “CucremHoro yposHa”
MMeIoT onpeaesieHHble NpaBa AOCTYNa U HAaCTPOMKM.
Monb3zoBatenu “CUCTEMHOro ypoBHA” He MOryT NONYYNTb
AOCTYN K ciegyowmm GyHKUMAM: o6HOoBAEHMEe NPOrPaMMHOr0

System (CuctemHbiit obecneyeHus, ynpasneHune Nonb3osaTeNamu, nepeaada
ypoBeHb) daiinos, nepesarpysKka v 3arpyska no yMmoa4aHuio.
MpumeyvaHwne.

Monb3oBaTenb “CUCTEMHOrO YPOBHA” MOXKET U3MEHUTbL NapPO/ib
TEKyLLero nosib3oBarens.

CaMbiii BbICOKMI yPOBEHb, NONb30BaTENM C NPaBaMm
Admin (AOMUHACTPATOP) | 3 amuHKMCTPaTOPa MMEIOT NPaBa Ha BbINOAHEHNe Beex GYHKLMIA.

Audit (n0ﬂb3OBaTeﬂb OTOT NONb30BaTe/Ib MOMKET TONbKO npocmaTtpuBaTb U

AyAMTa) HACTpPanBaTb XKypHasabl.
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5.1.4. Be6 KoHpurypupoBaHue

KoHdurypuposaHue nonbsosaTtenei.

HaxkmuTe [Device Basic Configuration] = [User Configuration] = [User Configuration] ann
nepexoaa Ha CTpaHMLy KOHPUTYPUPOBaHMA, KaK MOKa3aHOo HUMKe.

User Configuration

Password . .
consoe et 8 o B | Pamis ). e o1 Joans oo
ey name|
User Configuration List
admin console telnet ssh web admin Password Password:*** &442Day(s)13Hour(s) / 91Day(s)
111 console telnet ssh web guest Password Password: """ OHour(s) / 91Day(s)
222 console telnet ssh web system Password Password:™™" OHouris) / 91Day(s)
333 ssh guast Password Password:*** OHouris) / 91Day(s)
444 ssh guest Key Key:d44 OHouris) / 91Day(s)

Puc. 24. KoHgpueypayua nosnvzosamerel

e Name
dnana3oH: 1716 cumBonoB
e Service

Onuuu: console/telnet/ssh/web
dyHKUMA: BbIbOp pexkuma AoCTyna nepekntoyeHMa A0 TEeKyWero nosib3oBaTens.
Mo3KHO BbIBpaTb OAUH UAN HECKO/IBKO PEXKMMOB A0CTYyNA.
o Level
Onuwma: Guest/System/Admin
Mo ymonuaHuio: Guest
Onuusa: Bbibepute ypoBeHb MOJIb30BaTENA, MO/b30BATENIM Pa3HbIX YPOBHEN MMeroT
pa3Hble NpaBa Ha onepauuu.
e Authen-Type
Onuwa: Password/Key/Password nau Key
Mo ymonyaHuto: Password
dyHKUMA: BbIOpaH TN ayTeHTUdUKALUKN, KOTOPLIN ByaeT UCNob30BaTbLCA NPU AOCTyne
TeKyLlero nonb3oBaTens K KommyTtatopy. Mpu Bbibope napons Heob6xo4MMO HaCTPOUTb
napameTp «Password». Mpu Bbibope Kntoya HeobxogMmo HacTpouTb Key name.
e Password
Onanas3oH: 1732 cumBona
dDyHKUMA: HAaCTPOMKA Napons, KOTOPbIN ByaeT MCNOAb30BaTbCA NPU A0CTyNe TEKYLLEro
Nnosib30BaTeNsi K KOMMYTATopY.
e Key name
dyHKUMA: BbibepUTe MMA KAk4a, KOTopoe OyaeT MCnonb3oBaTbCA NpW  AocTyne
TEKYLLEero Nonb30BaTeIA K KOMMYTaTOpy B pexxume ssh.
e Password validity period
dnanasoH no ymonyanuto: 91 aeHb 0 yacos
e Repeat authentication times
[OunanasoH KoHdurypaumm: 1-10
KoHdurypaums no ymonyanuio: 3
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PyHKUMA: HAacTpOMKa KOAMYeCTBa NOCAen0BaTe/IbHbIX HEMPaBU/IbHbIX BBOAOB NaposA
npu Bxo4e NONb30BaATENA B CUCTEMY, BIOKMPOBKA NOAL30BATENA NOCAE AOCTUMKEHUA
KO/IMYeCcTBA HENpaBW/bHbLIX MApOJield, No/Jb30BaTEN0 He paspellaeTca BXOAWUTb B
CUCTEMY B TEYEHME BPEMEHWN BNOKMPOBKM Nocie 6JOKMPOBKM NONL30BATENSA.

e Authentication failure lockout time (minutes)
KoHdurypauma no ymonyaHuto: 3
[dnanasoH KoHourypauum: 1-5
DyHKLMA: HACTPOUTb Bpema 6J10KNPOBKKM AnsA c60s ayTeHTUdMKaL MM NONb30BaATENSA, U
No/Ib30BaTE/It0 HE PA3PEeLLAETCA BXOAUTb B CUCTEMY B TEYEHUE BPeMEHU BOKUPOBKM.

console/telnet/web 8 Hacmoswee epemAa He  nodoeprusaem  Memoo
aymeHmMuuKauuu fo Kawuy, nosmomy, ecau mun cayrbosl — console/telnet/web, He
sblbupalime KAty 078 mMuna aymeHmuguxkayuu;

ssh noddepxcusaem memoObl aymeHMuUGUKAUUU 1o Naposto U K4y,

MoxcHo Hacmpoumeoe 00 9 nons3osamenel;

Moandukauua n yganeHue nosb3oBaTene.

MepeianTe Ha 3anucb NO/Ib30BATENA B CIUCKE KOHOMIypauumn nosb3osatens. Bbl MmoskeTe U3meHUTb U
yAanUTb KOHOUIYpaLUMIo Noib30BaTeNs, Kak NOKa3aHo Ha puc. 25.

User Configuration

CIPassword

[Guest v|P d__w
41“Ke;rname
 Del |

|s1 Day(s) [0 |Hour(g]

] [

B console Elteinet Eash Eweb

Puc. 25. Modugukayus u yoasneHue uHgopmayuu rnossszosamernel

MN3meHeHune naponAay Tekywero noab3oBatena.

Mepengute [Device Basic Configuration] = [User Configuration] - [Password] ana Bxoaa
Ha CTpaHULLY C U3MEHEeHMeM Napoasa, Kak NoOKasaHo Ha puc. 26.

User Configuration

DaylsllIlHour[s:

Puc. 26. ModudguKkayus napons nosns3oeamesns

e Password
Onana3oH: 1732 cumBona
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5.2. KoHdurypauma noptos

5.2.1. KoHdurypauua pusmueckoro nopra

B KOHUrypaLmm ¢usnMyeckoro nopta Bbl MOXKETE HACTPOUTb TUMN MOAKAOYEHUS MOPTa,
COCTOSIHME YNPaBAEHMUS, CKOPOCTb/PEXUM U APYTYI0 MHbOPMaLMIO.

MNepenguTte [Device Basic Configuration] - [Port configuration] - [Ethernet port
configuration] = [Physical port configuration] ana Bxoaa Ha cTpaHUUY KOHOUIYpaLMK, Kak
MOKa3aHO Ha PUCYHKE HUKeE.

Port Configuration

Ethemnet! ~|TTC |aute v | no shutdown v | [aute ~| | [lnvalidv| |noloopback v | fiber v|

Apply

Puc. 27. KoHgpueypayusa nopma

e Port
Onuwmun: Bce NOPTbI KOMMYTATOPA
OnucaHue: MeTku noptos Ethernet (1, 2, 3...28).
e Alias
OnanasoH: 1~32 cumsona
®yHKLMA: HACTPOUTbL NCEBAOHUM A1A ONMUCaHWA NopTa.
e mdi
BapuaHTbl: auto/normal/across
Mo ymonyaHutio: auto
®yHKUMA: HacTpolika Tuna kabena ana nopta Ethernet.
OnucaHue: auto o3HavyaeT aBTOMaTUYeCKoe onpeaeneHne TMna kabens; cross 03HayaerT,
YTO MOPT NOAAEPKMBAET TONbKO NEpPeKpPecTHbl Kabenb; normal o3HayaeT, 4to NopT
noanep*KMBaeT TO/IbKO NPAMOM Kabesb.

Mons3zosamenam pekomeHdyemcs UCnoa6308amMe as8mMoMamuyecKyro
UOEHMUGUKAYUI0 Mmunos nooKAYEHUs.

e Admin Status
BapuaHTbl: shutdown/no shutdown
Mo ymonuaHuio: no shutdown
®yHKLMA: Pa3pewntb Nnepesady AaHHbIX HA NOPT UM HET.
OnucaHue: no shutdown o3HayaeT, YToO MNOPT BK/OYEH M pa3peLlaeT nepesady AaHHbIX;
shutdown yKasbiBaeT, YTO MOPT OTK/IOYEH M 3anpeLlaeT nepeaady AaHHbIX. ITa onuma
Hanpsmyto BAMAET Ha annapaTHOe COCTOsSIHME MOPTa M 3aMyCcKaeT aBapuiHble CUrHabI
nopra.

e Speed/duplex status
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BapuaHTbl: auto, 10M/nonosuHa, 10M/nonubii, 100M/nonosuHa, 100M/nonHbii,
1000M/nonosuHa, 1000M/nonHbIN

Mo ymonyaHumio: auto

®YHKUMA: HACTPOIMKA CKOPOCTUN NOPTa U PEXMMA AynieKca.

OnucaHune. CKOPOCTb NOPTa U AYNAEKCHbIM PEXMM NOAAEPHKMBAIOT aBTOCOrNacoBaHme
N NPUHYAUTENbHYIO HAaCTPOWKY. ECM yCTaHOBAEHO 3HaYeHMe «auto», CKOPOCTb NOPTa U
pexunm aynnekca 6yayT aBTOMaTUUYECKN COMNacoBbIBaTbCA B COOTBETCTBUM CO CTAaTYCOM
noaxatoueHns nopta. Koraa penm ayniekca nopra M3MeEHAETCA C aBTOMaTUYECKOoro
COrNacoBaHMA Ha MPUHYAUTENbHBLIN MOJMIHbIA AYNJEKC WMAW NOAYAYMNAEKC, CKOPOCTb
nopTa TakXe OyAeT M3MeHeHa Ha MPUHYAUTENbHbIA peskum. PexkomeHayetcs
YCTAaHOBUTbL ANA NapameTpa 3HadeHue auto, 4Tobbl wm3bexatb npobsiem ¢
NOAK/IIOYEHNEM, BbI3BaHHbIX HECOr/NacoBaHHOMW KOHUrypaumein noptos Ha 06OMX
KOHUAxX KaHana. Ecan Bbl ycTaHOBUAW A4 NOpTa MNPUHYAUTENIbHYIO CKOPOCTb MM
Aynnekc, ybeautech, YTO HAaCTPOMKM CKOPOCTM MAKN PEXMMA AynieKkca Ha 060MX KoHLax
coeaMHEHUA OANHAKOBbI.

Bbl MOeTe NpocMOTpeTb MHpOpPMaLMIO O MopTe Ha OCHOBe KoHdMrypauum nopTa
Ethernet 1 ycnosuit cBA3M, Kak NOKa3aHoO Ha puc. 28.

Fort List
Ethermet! |TTC | GE |auto| down | noshutdown | auto | auto Invalid no loophack fiber
Ethernatl GE |auto| up na shutdown | aute | auto Irwvalicl na loophack fiber
Ethematd GE |auto down | noshutdown | aute | auto Invalid no loophack fibar
Ethermneid GE |auto| down | noshuidown | auio | aulo Invalid no loopback fiber
Ethemets GE |auto| down | noshutdown | auto | auto Invalid no loophack fiber
Ethermnsit GE |auto| down | noshuidown | aute | aule Inwvalid no loopback fiber
Ethernat? GE |autn| down | noshutdown | aule | auto Invalid no loopback fibar
Ethernstd GE |auto| down | noshutdown | aute | aulo Invalid no loophack fiber
Ethemetd GE |auto| down | noshutdown | auto | auto Invalid no loophack fiber
Etharnatil GE |auto| down | noshutdown | aute | aute Invalid no loophack fiber
Ethernst11 GE |auto| down | noshutdown | aufe | auto Irwvalicl na loophack fiber
Etharmneatid GE |auto| down | noshutdown | auto | auto Invalid no loophack fibar
Ethemet1d GE |auto| down | noshuidown | auio | aulo Invalid no loopback fiber
Etharmnati4 GE |auto| down | noshutdown | aute | auto Invalid no loophack fibar
Ethemet1 GE |auto| down | noshuidown | auio | auio Invalid no loopback fiber
Ethemetid GE |auto| down | noshutdown | auto | auto Invalid no loophack fiber
Ethemet!7? GE |auto| down | noshuidown | aute | aule Invalid no loopback fiber
Ethemet?d GE [auto| down | noshutdown | auto | auto Invalid no loopback fiber
Ethemet!d GE |aulo| down | noshutdown | aute | aulo Invalid no loophack fiber
Ethemet2] GE |auto| down | noshutdown | aute | auto Invalid no loophack fiber
Etharngt21 GE |auto| down | noshutdown | aute | auto Invalid no loophack fiber
Ethemef2l GE |auto| down | noshutdown | aute | auto Irwvalicl na loophack fiber
Etharmeat2d GE |auto down | noshutdown | aute | auto Invalid no loophack fibar
Ethemet2d GE |auto| down | noshuidown | auio | aulo Invalid no loopback fiber
Ethemet2s GX |auto down | noshutdown | aute | auto Invalid no loophack fiber
Ethemei2d GX |auto| down | noshuidown | aute | aule Invalid no loopback fiber
Ethemetz? GX |auto| down | noshutdown | auto | auto Invalid no loopback fiber
Ethermsi2d GX |auto| down | noshutdown | aute | aulo Invalid no loophack fiber

Puc. 28. Hgopmayus o nopmax

5.2.2. KoHdurypaumua orpaHuueHUs NoN0Cbl NPONyCcKaHUA
KOHTpOAMPYET CKOPOCTb NCXOAALLENO UK BXOAALLEr0o MHPOPMALMOHHOIO NOTOKa nopTa.
MNepeipgute [Device Basic Configuration] - [Port configuration] - [Ethernet port

configuration] - [Bandwidth Control], 4To6bl BONTM B WHTepdelic KoHbUrypauum
NHopMaumn o GM3nYecKoM NopTe, Kak NOKA3aHO Ha PUCYHKE HUMKeE.

Bandwidth Control

| Ethemat1 w| 20 Ingress v
[ Del |

Puc. 29. KoHghueypayus o2paHuU4eHus rnosaocsl nponycKaHus
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e Port

BapunaHTbl KOHOUrYpaLMK: BCe MOPTbI HA KOMMYTaTope

OnucaHuMe: Ncnosb3yinte ogHOMepHble NopThl (1, 2, 3...28) Ana npeacTtaBAeHUs METOK

nopTos.
e Bandwidth Control

YpoBeHb ynpasaeHUsa NPonycKHOM CNOCOBHOCTbIO

[OunanasoH KoHdurypaummn: 1Mb-1000Mb

e Control Type

BapuaHTbl KOHPUrypaumu: Ingress/Egress/ Egress and Ingress
KoHdurypauma no ymonyanutio: Ingress

®dyHKUMA:  Ingress

orpaHunyeHne BXxogAauwero noToKa,

Egress

orpaHunyeHue

NcxoaAWEHO MOTOKa; Egress and Ingress — OrpaHun4yeHune BxogAawero n ucxogawero

NOTOKOB.

B COOTBETCTBUM C KOHUrypaLMen MopTa 1 COCTOAHNEM CBA3U BCA MHGOPMALLMA O nopTe
oTobpaxaeTca B «CMcKe MOPTOB», KaK NOKa3aHO Ha PUCYHKE HUKeE.

Port List
Ethemet] 20 Mo Limit
Ethemet? Nao Limit Ma Limit
| Ethemetd | Mo Limit Mo Limit
Ethemetd Nao Limit Ma Limit
| Ethemets | Mo Limit Mo Limit
Ethemeth Nao Limit Mo Limit
| Ethemet? | Mo Limit Ma Limit
Ethemetd Nao Limit Ma Limit
| Ethemetd | Mo Limit Mo Limit
Ethemetil Nao Limit Ma Limit
| Ethernstil | Mo Limit Mo Limit
Ethemetiz2 Nao Limit Ma Limit
| Ethemet13 | Mo Limit Mo Limit
| Ethemet14 | Ne Limnit Ma Limit
Ethemetls Mo Limit Mo Limit
| Ethemet16 | Ne Limnit Ma Limit
Ethemet!? Mo Limit Mo Limit
| Ethemet1d | e Limit Ma Limit
Ethemet1d Mo Limit Mo Limit
| Ethemet2D | Ne Linnit Ma Limit
Ethermetd1 Mo Limit Mo Limit
Ethernstd 2 No Limit Ma Limit
| Ethemnetd3 | Mo Limit Mo Limit
Ethernstdd No Limit Ma Limit
| Ethemetds | Mo Limit Mo Limit
EthernstdB No Limit Ma Limit
| Ethemetd? | Mo Limit Mo Limit
EthernstdB No Limit Ma Limit

Puc. 30. CocmoaHue o2paHU4YeHUA noaocel NPornycKaHusa

5.2.3. KoHdurypauma npmBasKu nopTos

MNepenpgute [Device Basic Configuration] - [Port configuration] - [Ethernet port
configuration] - [PortBind Configuration], uytobbl BOMTK B WMHTepdelc KoHPUrypaLmm
MHopMauun o G1M3nYecKomM NopTe, Kak NOKA3aHO Ha PUCYHKE HUKeE.

Puc. 31. KoHpueypayus npusasku nopmos

e Port

BapunaHTbl KOHOUrYpaLMK: BCe MOPTbI HA KOMMYTaTope

PortBind Configuration

0.0.0.0

00-00-00-00-00-01
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OnucaHue: ucnonb3yinte ogHomepHble nopThbl (1, 2, 3...28) ana npeacrTaBaeHUA METOK
nopToB.

e |P address
dopmat KoHourypaumm: A.B.C.D.
®dyHKumA: Hactpoite IP-agpec, npuBA3aHHbIA K NOPTY, U YCTaHOBUTE OTHOLLEHME
COMOCTaBNEHUA MeXAy HOMepom nopTa u IP-agpecom.

e MAC-address
dopmat KoHpurypaumm: HH-HH-HH-HH-HH-HH (H — wecTHaguaTepuyHoe 4ncno).
PyHKUMA: HaCTPOUTb ogHoaapecHbIi MAC-aapec, Maaawnii 6ut ctapwero 6alita paseH
0, M YyCTaHOBUTb OTHOLIEHWE OTOOpaXKeHuAa Mexay KOoHKpeTHbiM MAC-agpecom,
Homepom nopTa u IP-agpecom.

e Operation Type
MapameTpbl KOHbUrypaumu: add /del
KoHdurypauma no ymonyanuto: add
®dyHKUMA: BbIGOP onepauuu ana Tekywen 3anucu. Add — gobasutb 3anuce; del —
YAANUTb 3anuCh.

5.2.4. NMpocmoTtp nHpopmauymm no Nopry.

MNepenaute [Device Basic Configuration] = [Port configuration] - [Port debug and
maintenance] = [Show port information] ana nepexoga Ha cTpaHuuy MHbopmaunn. OHa
COAEPKUT MHPOPMALMIO O COCTOSSHUM MOAK/JAKOYEHUA MNOPTa, TUM MOPTA, CTAaTUCTUKY
BXOAALLMX/MCXOAALMNX NAKETOB U APYryo MHOOPMAaLMIO, KaK MOKa3aHO Ha PUCYHKE HUXKe.

e T

Luto-duplex:
legotiation 16 s

Fnca_:-s'_ll atio
lowControel iz off, MDI type iz auto

S minute i
S minute ¢
The las
The last

1275 input packets, bytes, 0 no buffer

120¢ unicast packecs, 53 multicast packets, 1€ broadecast
[packets

0 input er

» 0 CRC, 0 frame alignment, 0 symbol srrors,

ze packets, 0 under size packets
frame

Output packets statistics:

1804 output packets, 452 bytes, 0 underruns
1721 unicast packecs, 43 mulcicast packens, 1 broadcast
[packets

0 output erzrors, O collisicons, 0 pause frams

Input and ocutput packets by length:

(£4) bytes: 1853, (E5~127) bytes 248,
(128~255)  bytes: 143, (25&~511)  bytes: 115,
(512~1023) bytes: 124, (102&~151E8) bytes: 573

Puc. 32. [Mpocmomp uHgpopmayuu rno nopmy
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5.3.VLAN

OpHa noKanbHaa ceTb MOXKeT BbITb pasaeneHa Ha HECKONbKO NOTUYECKUX BUPTYANbHbIX
nokanbHbix ceten (VLAN - Virtual Local Area Network). YcTpoicTBO moXeT obmeHMBaTbCA
OaHHbIMM TO/IbKO C yCcTpoicTBamm B ToM e VLAN. B pesynbTaTe WMPOKOBELLATE/IbHbIE NAKETbI
orpaHunumsatotca VLAN, yto ontummsmpyet 6esonacHoctb LAN. Paszgen VLAN He orpaHuyeH
dusnyeckmm pacnonoxkeHmnem. Kaxkgas VLAN paccmaTpuBaeTcs Kak ormyeckan cetb. Ecam xocTy
B ogHol VLAN HeobxoamMmo oTnpaBuTb NaKeTbl AaHHbIX Ha XocT B gpyron VLAN, aonKeH 6biTb
334eMCTBOBAH MapLLPyTU3aTOP UM YCTPOMCTBO YPOBHA 3.

YTobbl ceTeBble YCTPOMCTBA MOMIM pas3nmyatb pasHble naketbl VLAN, Heobxoaumo
nobasutb none ans uaeHtnoukaumm VLAN B naketax. B Hactoswee Bpema Haumbosnee
pacnpocTpaHeHHbIM MPOTOKOAOM Ana naeHtudukaumm VLAN asnsetca npotokon IEEE802.1Q.
CtpyKkTypa Kagpa 802.1Q nokasaHa B Tabsimue Huxe.

Tabauya 3. Cmpykmypa kadpa 802.1Q

Nudopmaums o 3aronoske 802.1Q

DA SA Length/type Data FCS
Type PRI CFlI VID

4-6aritoBas uHbopmauusa 3arosoBka 802.1Q BCTaBAAETCA B TPAAMLMOHHYIO CTPYKTYPY
Kagpa AaHHbix Ethernet, utobbl yKasaTb Ter VLAN Kagpa:

Tun: 16 61T, yKa3bIBalOLWKIA, YTO ITOT Kagp AaHHbIX ABAAETCA AaHHbIMKU ¢ Terom VLAN, m
3Ha4yeHue pasHo 0x8100;

PRI: 3 6uTa, o603Havatowme npuoputeT coobeHuns 802.1p;

CFI: 1 6uT, 3HayeHune 0 yKka3sbiBaeT Ha Ethernet, 3HaueHue 1 ykasbiBaeT Ha Token Ring;

VID: 12 6uT, Homep VLAN, grnanasoH 3HadyeHnin 1~4093, 0, 4094, 4095 3ape3epBMPOBaHbI
ONA NMPOTOKOoNa.

VLAN 1 aensemca VLAN cucmemoel no ymoavyaHuro, U ronas3osamenu He mo2ym
€030a8amo U y0asaame ee 8py4YHyo;

3apeszepsuposaHHble VLAN — smo VLAN, 3apesepsuposaHHbie cucmemoli 058
onpeodeneHHobIx GyHKYUl, U nosav3osamenu He moz2ym co30asamse uau yoaname ux
8PYYHYIO.

MakeT ¢ nHpopmaumeir 3aronoska 802.1Q sasnseTca TerMposBaHHbim (Tag) nakeTom, B
NPOTUBHOM C/y4yae OH ABNSETCA HETErMPOBaHHbIM (Untag) makeTom, U BCe NAaKeTbl MOMeYatoTcs
B KommyTtaTope 802.1Q.
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5.3.1. BeeaeHue B VLAN Ha ocHOBe NoOpTOB

Paszgen VLAN moxeT 6biTb nMbo Ha ocHoBe nopTta, AnMbo Ha ocHoBe MAC-agpeca.
KommyTtaTopbl 3Tol cepumn nogaeprkmeatot pasgeneHne VLAN Ha ocHoBe NopToB. YneHsbl
VLAN moryT 6bITb onpeseneHbl Ha OCHOBE NOPTOB KOMMYyTaTopa. MNocne fobasneHna nopTta
B YKa3aHHyto VLAN nopT moXeT nepecbinatb nakeTol ¢ Terom ana VLAN.

Tun nopra

MopTbl AeNATCS Ha ABa TUNA B 3aBMCMMOCTM OT TOTO, Kak oHM obpabatbiBatoT Tern VLAN
Npu NepecbisIKe NaKeToB.

» Untag port: naketbl, nepecbiiaemble noptom 6e3 Teros, He umetoT Teros VLAN.
MopTbl Untag 06bI4HO UCNONB3YOTCA A8 NOAKAOYEHUA K TEPMUHANAM, KOTOpble
He noagepkuneatoT 802.1Q. Mo ymonvaHWio BCe MOPTbl KOMMYTAaTOPaA ABAAKOTCA
noptamu 6e3 Teros u npuHagnexat VLAN1L.

» Tag port: Bce nakeTbl, Nepecbliaemble NopTom Tera, cogep:kat Ter VLAN. MopTbl
Teros 06bI4HO MCNO/L3YIOTCA A1 NOAKAOYEHUA CETEBLIX NEpPesatowmnx yCTPOMCTB.

Pexxum nopra

> PexXum gocTyna (access): B pexkume AocTyna nopT AoNXeH 6biTb AobaBneH B 0AMH
VLAN c Tmnom Untag u He moKeT 6bITb AobaBsieHbl HM B ogmH VLAN ¢ Tunom Tag;

> Pexxum maructpanu (trunk): B pexkume maructpanu nopt gobasnsetca s PVID VLAN
c Tunom Untag; oH pobasnsetca K ntoboi gpyroin VLAN c Tunom Untag/Tag.

PVID

Kaxapiht nopT umeeT PVID. Mpu nosyyeHUN HeTerMpoBaHHOroO NakeTa nopt AobaBnaneT K
nakety ter B cootsetcteum ¢ PVID. PVID no ymonyaHutio ana Bcex noptos paseH 1. PVID
nopTa Aoctyna — 310 naeHtuounkatop VLAN, K KOTOPOW NPUHAANEKUT NOPT, U €ro HeNb3A
HacTpouTb. PVID marucTpanbHOro mnopTa MOeT ObiTb HACTPOeH KaK OAMH U3
naeHtnoumkatopos VLAN, paspelleHHbIXx 4yepe3 nopT. B Tabauue HuKe MokasaHo, Kak
KoMmmyTaTop obpabaTbiBaeT MosiydeHHble U Nepecbinaemble NaKeTbl B 3aBUCMMOCTU OT
perkuma nopta, Tuna nopta n PVID.

O6pa6oTka nonyYeHHbIX nakegsl O6paboTKa NakeToB A/ NepecbiIKM

Packet Processing

Untagged packets Tagged packets Port Type
> Eowm upeHTMdUKaTOP MepecbinaTh NakeTbl Nocie
L
VLAN B nakete ecTb B Untag yaaneHus tag
crmcke paspeLueHHbIX
L .
[l06a8uTh PVID tag K VLAN, npumuTe naket
Ecnm naeHTuduKaTop
nakeTam VLAN B nakeTe HaxoauTca CoxpaHaTb tag u nepecbinatb
B Cucke paspeleHHbix 138 naket
VLAN, nakert

0T6paCbIBaeTCﬂ.
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5.3.2. Beb KoHpurypupoBaHue

Co30aHue u ydaneHue VLAN

Mepeiitn [Device Basic Configuration] = [VLAN configuration] = [VLAN configuration] >
[Create/Remove VLAN] > [VID Allocation] gns Bxoga Ha CTPaHWLY KOHGUIYPMPOBaHMA
VLAN, KaK NOKa3aHO Ha PUCYHKe HUuXKe.

VLAN ID Configuration

VLAN ID Information

1 default universal vian
2 WLANZ universal vian
100 VLANT00 universal vian
200 VLAN200 universal vian

Puc. 33. Co3daHue u ydaneHue VLAN

e VLANID
OnanasoH: 2~4093.
PyHKLMA: Nicnonb3yiTe pasHble naeHTudmkatopbl VLAN ana pasnnyenma VLANoB.
OnucaHue: KommyTtaTopbl 3Tol cepun noaaepxusatoT o 4094 VLAN.

MeTtog: Haxkmute <Add>, 4yTobbl co3aaTtb VLAN; HaxkmuTte <Remove>, 4ytobbl yoannTb
yKasaHHbI VLAN.

KoHgpueypuposaHue umeHu VLAN
Mepewitu [Device Basic Configuration] - [VLAN configuration] - [VLAN configuration] -

[Create/Remove VLAN] -> [VID Attribution Configuration] ana Bxoga Ha cTpaHuuy
KOHUrypuposaHua nmeHn VLAN, Kak NOKa3aHO Ha PUCYHKE HUMKE.

Modify Switch VLAN ID Attribution
2 |

[VLANZ |
Apply
VLAN ID Information
1 default universal vlan
2 WLANZ universal vlan
100 VLANT00 universal vlan
200 VLAN200 universal vlan

Puc. 34. KoHgueypuposaHue umeHu VLAN

e VLANID
[Ownana3oH: Bce co3gaHHble VLAN.
dyHKumA: BBeguTe ngeHTMduKatTop VLAN, nmsa KOTopol HeEobXoAMMO U3MEHUTD.
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e VLAN Name
Anana3oH: 1711 cumsonos

ll

dyHKUMA: BBeanTe nma VLAN ¢ yKasaHHbIM UAEHTUPUKATOPOM.

e VLAN Type
Onuumu: universal
Mo ymonyaHwuto: universal

Mocne 3aBepLUeHNA HACTPOMKM Ha cTpaHuue «MHPopmauma 06 naeHtTudmKkaTope
VLAN» oTobparkaetca uHbopmaums ob aTpubyTax Bcex co3gaHHbix ceTel VLAN, Kak

NMOKa3aHO Ha PUCYHKEe HUXKe:

universal vian v

VLAN ID Information
1 default universal vlan
2 VLANZ universal vlan
100 VLANTD0 universal vlan
200 VLANZ00 universal vlan

[Clperat.e successfully!

Puc. 35. UHpopmayusa 06 udeHmugukamope VLAN

KoHgpueypupoeaHue pexcuma nopma

Mepeitun [Device Basic Configuration] - [VLAN configuration] - [Port type configuration]
- [Set port mode (Trunk/Access)] ans Bxoga Ha cTpaHMLy KOHOUTYPUPOBaHUA TMNa NOpPTa,

KaK NOKa3aHO Ha CTpaHuue HUNXxe.
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Port Mode Configuration

Port Mode Conﬁiuration
Ethernetl access
Ethernet2 ACCess
Ethernet3 ACcess
Ethernetd ACCess
Ethernet5 ACCEesS
Ethernetf ACCEess
Ethernet? trunk
Ethernetd ACCEess
Ethernetd ACCEess
Ethernet1( ACCEess
Ethernet11 ACCEess
Ethernet12 ACCEess
Ethernet13 ACCEess
Ethernet14 ACCEess
Ethernet15 ACCEess
Ethernet16 ACCEess
Ethernet17? ACCEess
Ethernet1d ACCEess
Ethernet19 ACCEess
Ethernet2( ACCEss
Ethernet21 ACCEess
Ethernet?2 ACCEess
Ethernet?3 ACCESS
Etherneti4 ACCEess
Ethernet2s ACCESS
Ethernet2f access
Ethernet27 access
Ethernet2d access

[Cl_‘:}e rate succeszsfully!

Puc. 36. KoHghueypuposaHue pexcuma rnopma

e Port
OnuwuA: Bce NOpTbl KOMMYTaTOpA.
e Type

Onuwa: access / trunk

Mo ymonuaHuio: access

®yHKUMA: Bbibepute peskMm Ana yKkasaHHoro moprta. Kaxaplil nopT noggepskmsaeTt
TONIbKO OAMH PESKUM.

Mocne 3aBeplUeHUA HACTPOMKM Ha cTpaHuue «KoHourypauma pexxkuma noprta» Gyayt
nepeyncaeHbl BCE TUMbl MOPTOB, KaK NOKA3aHO Ha PUCYHKE HUXKeE.
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Port Mode Configuration

Port Mode Conﬁiuration
Ethernetl access
Ethernet2 ACCess
Ethernet3 ACcess
Ethernetd ACCess
Ethernet5 ACCEesS
Ethernetf ACCEess
Ethernet? trunk
Ethernetd ACCEess
Ethernetd ACCEess
Ethernet1( ACCEess
Ethernet11 ACCEess
Ethernet12 ACCEess
Ethernet13 ACCEess
Ethernet14 ACCEess
Ethernet15 ACCEess
Ethernet16 ACCEess
Ethernet17? ACCEess
Ethernet1d ACCEess
Ethernet19 ACCEess
Ethernet2( ACCEss
Ethernet21 ACCEess
Ethernet?2 ACCEess
Ethernet?3 ACCESS
Etherneti4 ACCEess
Ethernet2s ACCESS
Ethernet2f access
Ethernet27 access
Ethernet2d access

[Cl_‘:}e rate succeszsfully!

Puc. 37. KoHueypayusa pexcuma nopma

KoHgpueypupoesaHue PVID 0na mazucmpansHslil (trunk) nopmos

Mepeiitn [Device Basic Configuration] - [VLAN configuration] - [Trunk Port
Configuration]- [VLAN Setting For Trunk Port] ana Bxoaa Ha CTpaHuLy KOHOUIYpUpPOBaAHUA
trunk nopTa, Kak NOKa3aHO Ha CTpPaHULE HUXKeE.

Set Trunk Native

Ethernet12 v

Puc. 38. KoHpueypuposaHue pexxcuma 014 Trunk nopma

e Trunk port
Onuus: Bce trunk noptol

e Trunk Native VLAN (pvid)
Onuyma: Bce cosgaHHble VLANbI
Mo ymonyanuto: 1
dyHKuma: KoHdurypmposaHue PVID gas trunk nopra.
OnucaHue: Hesasucumo ot Toro, cyuwtectsyeT v nopT B VLAN nam cywectsyet 8 VLAN B
Buae Untag/tag, nocne ykasanms PVID atoT nopt 6yaet aobasneH B VLAN B Buge Untag.
MeTog: Haxmute <Restore Default>, yto6bl BoccTaHoBUTL PVID BbiGpaHHOro trunk
nopta Ha 1.
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KoHgpueypuposaHue VLAN paspewieHHbix 08 trunk nopmoe noKa3aHo HA PUCYHKe
Huce.

Set Trunk Allow Vlan

| |

[ St I Del [ Default

Puc. 39. KoHgpueypuposaHue VLAN pa3peweHHbix 015 trunk nopmos

e Trunk port
Onuma: Bce trunk noptol
e Trunk Allow VLAN List
Onuma: Bce cosgaHHble VLANbI
Mo ymonyanuto: Bce co3gaHHble VLANGI
dyHKuMA: KoHourypmuposaHue VLANoB ans Bbibopa trunk nopTa.

Mocne 3aBeplleHNn HAaCTPOMKM oTobparkaeTca nHdopmaumsa o VLAN Bcex nopTtos Trunk
MOPTOB, KaK NOKAa3aHO Ha PUCYHKe HUKeE.

Ethernet7 1 1 2 100 200

Puc. 40. MHgpopmayus o VLAN ecex nopmoe Trunk nopmoes

HaszHaveHue nopmoe 0418 co30aHHbIx VLANo8
Mepewitu [Device Basic Configuration] - [VLAN configuration] - [VLAN configuration] -

[Allocate ports for VLAN] - [Allocate ports for VLAN] ans Bxoga Ha cTpaHuuy
KoHduUrypuposaHua noptos 414 VLANOB, Kak MOKa3aHO Ha PUCYHKE HUXKe.
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Allocate Ports For VLAN

Ethemnst7(T)
Ethernatd
Ethemnstd
Ethemnst10
Ethemnsat11
Ethemnst12
Ethernet13
Ethemnatid
Ethemnst1s
Ethemnst16
Ethemnsat17
Ethemnst13
Ethernet19
Ethemnat20
Ethernsat21
Ethemnst22
Ethemnsat23
Ethemnst24
Ethernet25
Ethemnsat26
Ethemnst27
Ethemnst28
Ethemneat1

2 VLANZ Static EMNET Ethemnsat2
Ethemnst7(T)
Ethemnsat
100 VLANTO0Q Static EMNET Ethemnstd
Ethernet7(T)
Ethemnath
200 VLANZO0 Static ENET Ethernstf
Ethernet?(T)

1 default Static ENET

Puc. 41. HazHa4eHue nopmoe 014 co30aHHbIx VLAN

e VLANID
[nana3oH: Bce co3aaHHble VLAN.
dyHKUMA: BBeanTe naeHtnudmkatop VLAN, nma KOTOpo HEO6X0ANMMO U3MEHUTb.

KoHgpueypuposaHue npasusa exoda (ingress) VLAN nopma.

Mepewitu [Device Basic Configuration] - [VLAN configuration] - [VLAN configuration] -
[Enable/Disable VLAN ingress rule] > [Enable/Disable VLAN ingress rule] ans sBxoaa Ha
CTpaHULy KoHdUrypauumn npasuna exoda VLAN, Kak MOKa3aHO Ha PUCYHKe HUKe.

Enable/Disable VLAN Ingress Rule

[Ehemett v] |
[ Close [l Gpen

Puc. 42. KoHgpueypuposaHue npasuna exoda (ingress) VLAN nopma

Onuwuu: Enable / Disable

Mo ymonuaHuto: Enable

PyYHKLMA: BKAKOYNUTD MAKM OTKAOUMTL Npasuao Bxoga VLAN ana nopra.

OnucaHue: ecnu aTa pyHKLMA BKAOYEHA, NOPT cBepaeT ngeHTndukatop VLAN naketa c
ero paspeweHHbim cnvckom VLAN npm nonyyeHun naketa. Ecnm cosnageHune HangeHo,
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NnopT NepechblNaeT NakeT; B NPOTUBHOM C/yvae nakeT oTbpacbiBaetca. Ecav ata dyHKumMA
OTK/ItOYEHA, NOPT NepechbINIaeT BCe NaKeTbl 6e3 NpoBepKn Ux nageHTMomKatopos VLAN.
Mocne 3aBeplueHUA HacTpolikM oTobparkaetca Bca MHOPMALMA O MpaBuIax BXoAa
VLAN, KaK NOKa3aHO Ha PUCYHKE HUXKe.

Ethernetl Open
Ethernet2 Qpen
Ethernet3 Open
Ethernetd4 Open
Etherneth Open
Ethernet Open
Ethernet? Open
Ethernetd Open
Ethernetd Close
Ethernet10 Open
Etherneti1 Open
Ethernet12 Open
Ethernet13 Open
Ethernet14 Open
Ethernet1s Open
Ethernet1s Open
Ethernet17 Open
Ethernet1d Open
Ethernet1d Open
Ethernet20 Open
Ethernet21 Open
Ethernet22 Open
Ethernet23 Open
Ethernet24 Cloze
Ethernet25 Open
Ethernet26 Open
Ethernet27 Open
Ethernet28 Open

Puc. 43. UHpopmayusa o npasunax exooa VLAN

lpocmomp uHgpopmMayuu o ecex co30aHHbix VLAN.
Mepeiitu [Device Basic Configuration] = [VLAN configuration] = | Allocate Ports For

VLAN] gns Bxoza Ha MHGOPMAUMOHHY cTpaHuuy o VLANax, Kak MOKa3aHO Ha pUCYHKe
HUXe.
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default

Allocate Ports For VLAN

Static

ENET

Ethemnst7(T)
Ethernatd
Ethemnstd
Ethemnst10
Ethemnsat11
Ethemnst12
Ethernet13
Ethemnatid
Ethemnst1s
Ethemnst16
Ethemnsat17
Ethemnst13
Ethernet19
Ethemnat20
Ethernsat21
Ethemnst22
Ethemnsat23
Ethemnst24
Ethernet25
Ethemnsat26
Ethemnst27
Ethemnst28

VLAN2

Static

ENET

Ethemneat1
Ethemnsat2
Ethemnst7(T)

100

VLAN1T00

Static

ENET

Ethemnsat
Ethemnstd
Ethernet7(T)

200

VLAN200

Static

ENET

Ethemnath
Ethernstf
Ethernet?(T)

Puc. 44.

Mpocmomp uHgopmayuu o 8cex co30aHHbIx VLAN
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5.3.3. Mpumep TMNOBOU KOHPUrypauum

KaK noKa3aHO Ha puUCyHKe HUXKe, BCA JIOKaNnbHaA ceTb pasgeneHa Ha Tpu VLAN: VLAN2,
VLAN100 u VLAN200. Heobxoammo, utobbl ycTpoiictBa B oaHoi VLAN morau
B3aMMOAENCTBOBATb APYr C Apyrom, a pasHble VLAN 6blin M301MpoBaHbl Apyr OT Apyra.
TepmuHanbHble MK He pacnos3HaloT TerMpoBaHHbIe MakeTbl, NO3TOMY HacCTpoiTe MopThl,
coegmHamwme kommytaTopbl A 1 B ¢ MK, Kak nopTel goctyna. Maketsl VLAN 2, VLAN 100 n
VLAN 200 gonKHbl NnepefaBaTbCA MeXA4y KOMmyTaTopom A U KommyTaTopom B, nostomy
HacTpoMTe NOPT, MOAKNIOYEHHbIM K KommyTatopy A M KommyTtatopy B, B Kauectse
MarucTpasnbHOro nopta u paspewnte npoxoxaeHme VLAN 2, VLAN 100 u VLAN 200.
KoHKpeTHaA KoHpUrypauma nokasaHa B Tabauue 4.

Tabauya 4. Tunosas KoHguaypayus

SnemeHTbI OnucaHue KoHOUrypaumm
KOHOUrypaumm
VLAN2 MopTbl 1 1 2 KommyTaTopos A 1 B (Tuna Untag), nopt 7 (Tvna Tag, PVID=1)
VLAN100 MopTbl 3 1 4 KommyTaTopos A 1 B (Tuna Untag), nopt 7 (Tvna Tag, PVID=1)
VLAN200 MopTbl 5 M 6 KommyTaTopos A 1 B (Tuna Untag), nopt 7 (Tuna Tag, PVID=1)

TBM T

<~ B @R g

|: VLANZ 4 s ) o ksbtm Worl Ksla)m ( % B VLAN200 \
\ s BM ARG/ J s {peaitop PC )
~—Ser™ s / % ~—_ Qz -

e N ‘ / . _—— Desklop PC

Switch B

: : ' “ : 5 - \\g
i -
7 VLAN200 \

/

vuxmm 1 Deskiop "C

o @ada”

_swPe station Vomram‘n

Puc. 45. Tunosas KoHgpuaypayusa

Mpouecc HacTpolikm Switch A, B:
e Cospgaitte VLAN2, VLAN 100 1 VLAN 200, KaKk NoKa3aHo Ha puc. 33;

e HacTtpoiite nopTbl 1, 2, 3,4, 5 1 6 KaKk TN A0CTyNa, a NOPT 7 — KaK TUN MarucTpanu, Kak

NoOKasaHo Ha puc. 36 1 puc. 39;

e Hactpoite noptbl 1 n 2 gna pgobasneHma B VLAN2 kak Untag, noptel 3 1 4 gns
pob6asneHuns B VLAN100 kak Untag, a noptbl 5 n 6 ana gobasneHna 8 VLAN20O Kak
Untag. MopT 7 gobasnserca kK VLAN2, VLAN100 v VLAN200 c Tvnom Tag, KaK NoKasaHo

Ha puc. 41.
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5.4.GVRP

5.4.1. BeeaeHue B GARP

GARP (Generic Attribute Registration Protocol, obwuii npoTokon perucrpaumm
aTpubyTOB) MCMNONb3yeTCs ANA PaACNPOCTPAHEHUA, PEerucTpauym u OTMEHbl perucTpauum
onpeaeneHHol nHoopmauum (VLAN, rpynnoBoi agpec U T. 4.) Mexay KOMMYTaTopaMu B O4HOWM
ceTu. NMpunoxkenma GARP genatca Ha GVRP n GMRP.

Yepe3s mexaHusm GARP umHpopmauma o KoHdurypaumm uneHa GARP byper 6bicTpo
pPacnpocTPaHATLCA NO BCe KOMMYTALMOHHOM ceTu. YneHbl GARP yBegoMAsAtoT ApyrMx Y1eHOB
GARP 0 HeobxoaMMOCTM 3aperncTpupoBaTtb UM OTMEHUTb MHPOPMALMIO 06 MX cOBCTBEHHbIX
aTpubyTax nocpeacTsom CoObLLIeHN 0 NpUCoeANHEHNN/OTMEHE, a TaK}Ke O PErMcTpaumm Uau
oTMeHe WHpopmaumm o6 atpubytax Apyr Apyra B COOTBETCTBUM C COOBOLLEHMAMM O
npucoeanHeHnn/oTMeHe APYrmx y4acTHUKOB.

B GARP paboTatoT Tpu TMna coobuieHunin: Join, Leave, LeaveAll.

Korga o6bekT npunoxeHua GARP xoueT, 4tobbl ApyrMe KOMMYTaTOPbl 3aperMcTpmMpoBau
HEKOTOPYIO aTpUOYTUBHYIO MHPOpMaUMo O cebe, OH OTMPABASET HapPyXy CooblleHue o
npucoegmHeHmn. CoobuweHune Join genutca Ha gga Tuna: JoinEmpty u Joinin. OTtnpaBsKa
coobueHun Joinln ncnonbayetcs ana obbaABAEHMA aTPUDOYTA, 3apErNCTPUPOBAHHOIO CYLLHOCTbIO
NMPUIOXKEHUA, OTNpaBka coobuieHna JoinEmpty mcnonb3yetcs ans obbsBneHMA aTpubyTa,
KOTOPbIA He 3aPEerncTpupPoBaH CyLLLHOCTbIO NPUNONKEHUS;

Korga obbekT npunoxkenua GARP xoueT, 4Tobbl Apyrne KOMMYTaToOpbl aHHY/MPOBaAK
HEeKOTOpPYIo aTpMBbYTUBHYIO MHPOPMaLMIO O cebe, OH OTNPABASAET HapyKy coobuleHune Leave;

Mocne Toro, Kak KaxKabli 06beKT npunoxeHua GARP 3anyctutcs, OH O4HOBPEMEHHO
3anyctuT Talimep LeaveAll, u koraa Talimep mucrteyet, ob6beKT npunoxeHua GARP otnpasut
Hapy:Ky coobuieHue LeaveAll.

Tanmepbl GARP BKatouatoT B cebs Talimep Hold, Taitmep Join, Talimep Leave n Taimep
LeaveAll:

Tavimep Hold (ygeprkaHua): Koraa o6bekT npunoskeHns GARP nosiyyaeTt onpeaeneHHyto
PEerncTpaunoHHy0 MHOPMALLMIO, OH He Cpasy OTNpaBAseT coobLeHne 0 NPUCOEANHEHUN BO
BHELHWIM MM, a 3anycKaeT Tanmep yaeprkaHuna. CoobeHna o NpucoegmMHEHUN paccblaatoTcs,
MO3TOMY YMEHbLUEHME KOJMYEeCTBA OTMNpaBafemMblx CoobLeHnn cnocobcTsyeT cTabunbHOCTU
ceTu.

Tavimep Join (npucoeamHeHus): Ana Toro, 4Ytobbl rapaHTMpPOBaTb, YTO coobeHne O
npucoegMHEHUN MOXKET ObiTb HaZeXHOo nepesaHo ApyrMm O6beKTam MPUIOMKEHMA, 0OBEKT
npunoxeHuna GARP byaeT *KaaTb MHTEPBAN Takmepa NPUCOeaNHEHNA NOCAEe OTMPABKM NEPBOro
coobLeHna o npucoeamHeHUU. coobLieHme.

Talimep Leave (Bbixogda): Korga 06bekT npunoxeHua GARP  xoyeT OTMEHUTb
onpeaeneHHyo aTpnbyTUBHYIO MHPOPMALMIO, OH OTNPABAAET coobLLeHME «BbIATU» HapyKy, U
06beKT npunoxkeHma GARP, nonyumslumMin coobuieHune, 3anycKkaeT Talimep «Bbixoa». UCTEKaET,
3aTem OTMEeHUTe pernctpaumo tHbopmauumn ob atpmnbyTe.

Tanmep LeaveAll: nocne 3anycka Kaxaoro obbekta npunoxeHus GARP ogHOBpemMeHHO
3anyckaetca Tanmep LeaveAll. Mo ncTeyeHUn BpemeHU Talimepa O0ObEKT npunoxeHus GARP
oTnpaBuT  coobuieHne LeaveAll, u4Ttobbl  ApyrMe  06bBEKTbl  nNpuaoxKeHuAa  GARP
nepeperucTpmMpoBanm BCO aTPUBYTUBHYIO MHGOPMaALMIO 3TOro 06beKTa. CYLLHOCTb. 3aTeM CHOBA
3anyctuTe Talimep LeaveAll, 4Tobbl HauaTb HOBbIN LIWKA.
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5.4.2. BeegeHue 8 GVRP

GVRP (npotokon peructpauum GARP VLAN, npoTtokon peructpaumm GARP VLAN) — 310
npunoxeHne GARP, ocHoBaHHoe Ha paboyem mexaHusme GARP, KoTopoe noaaeprkusaeT
OVNHAMUYECKYO PEerncTpaumoHHyo mHdopmaumio VLAN B yCTPOMCTBE M pacnpoCTpaHAeT 3Ty
MHPOPMAUMIO Ha ApYyrve yCTPoMncTaa.

Mocne TOro KaK YycTPOMCTBO 3anyckaeT ¢yHKuuio GVRP, OHO MOXeT nosyyatb
perncTpaunoHHyto mnHoopmaumio VLAN OT Apyrux YyCTPOMCTB M AUHAMMYECKM ODOHOBAATH
perncTpaunoHHyto uHdopmauymio nokanbHoit VLAN. Kpome TOro, YCTPOWMCTBO MOXKET
pacnpoCTpaHATb PErnCcTPaLNOHHY0 MHPopMaumto nokanbHoi VLAN Ha gpyrve ycTpoOWMCTBa,
ytobbl caenatb MHbopmaumio VLAN Bcex YyCTPOMCTB B OAHOM M TOW Ke JIOKa/NbHOM CeTMU.
PernctpaunoHHan nHoopmaumsa VLAN, pacnpoctpaHaemas GVRP, BkatoyaeT B ceba He TONbKO
CTAaTUYECKYHO PErUCTPALLMOHHY O MHGOPMALUIO, CKOHPUIYPUPOBAHHYIO BPYYHYIO TOKANIbHO, HO U
OVNHAMUYECKYHO PErMCTPALMOHHYI0 MHPOPMALLMIO OT APYTrMX YCTPOMCTB.

lMopmoer GVRP u nopmel azpez2ayuu ABAAOMCA 83AUMOUCKAYAWUMU, MO ecmob
nopmel, noddepxusarowiue GVRP, He 0onxHbl 00606a9MbCA 8 2pynny azpe2ayuu;
nopmel, 006assaeHHbIe 8 2pynny azpe2ayuu, He OOAMCHbI BKAYAMbLCA C MOMOWbIO
GVRP.

5.4.3. Be6 KoHpurypupoBaHue

obanbHoe 8Kao4eHue npomokona GVRP

MepenguTe B AepeBo Hasuraumm [Device Basic Configuration] = [VLAN configuration] >
[GVRP configuration] = [Enable Global GVRP], ytob6bl BOITU B MHTEpdeENC ynpasaeHus
3anyckom rnobanbHol KoHdurypaumm GVRP, Kak nokasaHo Ha puc. 46.

Enable Global GVRP

[Enable GVRP v |

Puc. 46. [nobanbHoe 8Kkno4YeHue npomokosaa GVRP

e Bkawouuntb/oTKAOUMTb rno6anbHbIii GVRP
BapuaHTbl KoHbUrypaumm: Bkaounte GVRP/oTkatoumnts GVRP
DyHKUMA: BKAOYEHMe npoToKkona GVRP.
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3anyck GVRP Ha nopmy

MNepenguTe B AepesBo Hasuraymm [Device Basic Configuration] - [VLAN configuration] >
[GVRP configuration] - [Enable Port GVRP], utobbl BOUTU B MHTepdelnc ynpasaeHus
KOHdUrypaumen HadyanbHoro nopta GVRP, Kak NoKasaHo Ha pwuc. 47.

Enable Port GVRP

Enable GVRP +

Reset [ Apply |
[ nfomafonDisply |

Puc. 47. 3anyck GVRP Ha nopmy

e Trunk

KoHdurypaumsa no ymonuyanuio: Ethernetl

PyHKLMA: HacTponTb VLAN, paspelleHHbI MarncTpasbHbIM NOPTOM.
e Operation Type

BapunaHTbl KOHPUrypaumm: BkAoUNTL GVRP/oTkAounTE GVRP
DyHKUMA: BKAOYeHMEe npoToKkona GVRP Ha nopty.

KoHgpueypauusa GVRP

MepeitanTe B aepeso Hasuraumm [Device Basic Configuration] = [VLAN configuration] -
[GVRP configuration] - [GVRP Configuration], 4tobbl BOWTK B MHTepdenc ynpasaeHus
KoHdurypaumein GVRP, Kak NoKasaHo Ha pwc. 48.

GVRP Parameter Configuration

200
6500

[100 |

[ Resct I Apply [ Default

R T T R
=1  Default |
[ iniomatonDisply |

Puc. 48. KoHgpueypayus GVRP

e Join Timer
[OunanasoH KoHourypaumm: 100-327650 (MunancekyHa)
KoHourypauma no ymondyaHuio: 200 (MUANUCEKYHA)
DYHKLMA: HACTPOMKA 3HAYEHNA TalMepa NPUCOeANHEHUA.
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e Leave Timer
[OunanasoH KoHburypaumm: 100-327650 (MunancekyHAa)
KoHdurypauma no ymonyanuio: 600 (MnnancekyHa)
®PyHKUMA: HacTpolika 3Ha4YeHMA Taimepa BbIXoAa.

e Hold Timer
[OunanasoH KoHdurypaumm: 100-327650 (MUnancekyHAa)
KoHdurypauma no ymonuyanuto: 100 (MunnncekyHa)
OnuncaHue: HacTpoiKa 3HaueHuUA Talimepa yaepKaHus.

e Leaveall Timer
[Ounana3oH KoHdurypaumm: 100-327650 (MunancekyHa)
KoHdurypauma no ymonyanuto: 1000 (mmunnmcekyHa)
®dyHKUMA: HacTpolika 3HauYeHns Tanmepa «BbIATK N3 BCex».
OnwucaHue: Ecnun Bpema aelictens TalimepoB Leaveall Ha pasHbIX yCTPOMCTBax UCTEKaeT
OAHOBPEMEHHO, OAHOBPEMEHHO OyaeT OTnpaB/eHO HECKOJIbKO coobuieHuin Leaveall,
yToObl YBENMUUTb KOJIMYECTBO HEHYXKHbIX MaKeToB, 4TOObl NpPenoTBpPaTUTL
OJHOBPEMEHHOE WCTEYEHNE BPEMEHW OXuAaHus TalimepoB Leaveall Ha pasHbIx
YCTPOMCTBAX GaKTUYECKOE TeKyLee 3HaYeHMe Taimepa «BbliTh M3 Bcex» Bonblue, Yem
3HayeHue Tanmepa «BbITK N3 Bcex» — cay4yanmHoe 3HadYeHue, meHbluee yem B 1,5 pasa
npesblllatolLee 3Ha4YeHMe Tamepa «BbIMTn 13 Bcex».

Mopm GVRP donxceH bbimb HACMPOEH KaK Ma2ucmpasbHeli nopm;
Mopm GVRP pacnpocmpaHaem ampubymei VLAN Opyaux nopmoe GVRP e cocmosaHuu
Up.

5.4.4. Npumep TMNOBOW KOHUrypauum

Kak nokasaHo Ha puc. 49, gns peannsaumm gMHaMUYEeCKoM permcTpaumm n obHoBaeHUs
nHoopmauum o VLAN mexxgy yctpoirictBom A U ycTpolicTBom B Ha ycTpolicTBe Heobxoanmo
BKNOYNTL NpoTokon GVRP.

5
< ‘<
Device A Device B

Puc. 49. lMpumep munosoli KoHGpu2ypayuu

YcTpoicTBo A HAaCTPOEHO CrieayoWwnm 0b6pasom:
e HacTtpoiite nopt 1 Kak pexxum Trunk;
e [nobanbHo BKAOUNTL DYHKLMIO GVRP, cm. puc. 46;
e  Bknouute dyHKumto GVRP nopta 1, cm. puc. 47;
YcTporicTBo B HacTpoeHo cneayowmm obpasom:
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e HacTtpoiTe nopt 4 B MarmMcTpasibHOM peXMme, NOpT 6 B MarncTpajibHOM pexume u
paspelweHHble ana npoxoxaeHma VLAN 1 v 6;

e [nobanbHo BKAOUNTL DYHKLMIO GVRP, cm. puc. 46;

e Brknatouute dyHKumto GVRP noptos 4, 5 1 6, cm. puc. 47,

MopT 1 B KOMMYyTaTOpe A 3aperucTpupoBaH B Ton e nHdopmauum VLAN, 4To 1 nopTsl
5 1 6 B KommyTaTope B.

5.5.PVLAN KoHdurypauua

5.5.1. BeegeHue

PVLAN (private VLAN) wucnonb3syeT ABYXypPOBHEBble TEXHONOTUU M3OAALUUM AONA
peanusaumm  CNoXHOM GYHKUMKM  u3onauMM  TpaduKka nopToB, obecrneyvyeHWs ceTeBOM
6€30MacHOCTU M M30NALMKN LUMPOKOBELLATE/IbHOTO AOMEHa.

VLAN BepxHero yposHa — 370 VLAN c oblwmMm AOMEHOM, B KOTOPOW MOPTbI ABASAIOTCA
gocxogAwmmm noptamu. VLAN HmkHero yposHA — 370 VLAN M301MPOBAHHOrO AOMeEHa, B
KOTOPbIX MOPTbl ABAAIOTCA MOPTAMU HUCXOLAWEN AMHMK cBA3U. MOopTbl HUCXOAALWEN ANHUK
CBA3M MOFYT ObITb HA3HAYeHbl Pas3HbIM AOMEHAM W30/AUUKU, U OHU MOTYT OLHOBPEMEHHO
B3aMMOLEeNCTBOBATb C MOPTOM BOCXOAALLEN NMHUN CBA3U. VN301MPOBaHHbIE AOMEHbI HE MOTYT
B3aMMOAENCTBOBATb APYr C APYrOM.

- /@
Se2% v100 > v10
a vil
t v30

vi(

8

Puc. 50. PVLAN npumep HacmpoliKu

Kak nokasaHo Ha puc. 50, o6wmin gomeH — 310 VLAN100, a M3011MpoBaHHbIE JOMEHbI —
ato VLAN 10 1 VLAN 30; ycTpoiicTBa B M30AMPOBaHHbIX JOMEHAX MOrYT B3aUMOAENCTBOBaTb C
YCTPOMCTBOM B COBMECTHO MCNoAb3yemMoM gomeHe, Hanpumep, VLAN 10 moxker
B3ammogeincteosatb ¢ VLAN 100; VLAN 30 Takke moxKeT B3aumogencrsosatb ¢ VLAN 100, Ho
YCTPOICTBA B pPa3HbIX M30/MPOBAHHbIX AOMEHAX HE MOTYT B3aUMOAENCTBOBATb APYF C APYTOM,
Hanpumep, VLAN 10 He moxKeT B3aumogaencrtsosatb ¢ VLAN 30.

®dyHKumo PVLAN MOXKHO peann3osaThb C NMOMOLLbIO CeumanbHOM KOHPUIypaunm nopTos.

> PVID Bocxoaalmx nopToB coBnagaeT ¢ obwum naeHtndurkatopom VLAN gomeHa; PVID
HUCXOAALLMX NOPTOB COBMAAAET C UX COBCTBEHHbIM MaeHTUdMKaTopom VLAN gomeHa
nsonaumm.

> [na BOCXOAALWIMX NOPTOB HE WCMOJIb3YIOTCA Ter, U oHU HasHauvawoTca VLAN obuero
JOMEHa 1 BCEM M30/IMPOBAHHBIM AOMEHAM; A/1A NOPTOB HUCXOAALLEN IMHUMN CBA3SU He
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NCNONb3YIOTCA Tern, U OHW HasHadaloTca VLAN obuiero gomeHa u cobcTtBeHHOMY
M30/IMPOBAHHOMY JOMEHY.

5.5.2. NMpumep TMNOBOM KOHPUrypaLm

Ha puc. 51 nokasaHo PVLAN, VLAN300 — obwmin gomeH, nopTsl 1 n 2 — Bocxoasalumne
noptbl, VLAN100 1 VLAN200O — n3onmpoBaHHble g4oMmeHbl, a nopTbl 3,4, 5 n 6 — HUcxogAwme
nopThbl.

VLAN 300

PP

| Swilch

b

5

{SYollisyes

VLAN 104 WEAN 200

Puc. 51. Tunosas KoHgpuepypayusa PVLAN

KoHdurypaumna KommytaTopa:

e Cospgante VLAN300, VLAN 100 n VLAN 200, KaK nokasaHo Ha puc. 33;

e Hactpoitte noptbi 1, 2, 3,4, 5 1 6 B pexknme Trunk, Kak NoKkasaHo Ha puc. 36;

e Hactpoiite noptel 176 ana gobasneHnsa B VLAN300 kak Untag, noptel 1~4 ans
nobasneHuns B VLAN100 Kak Untag, noptbl 1, 2, 5 n 6 ana pob6asneHma 8 VLAN20O Kak
Untag, Kak NoKa3aHo Ha puc. 41;

e Hactpoitte PVID noptoB 1 1 2 Ha 300, HacTpoiTe PVID noptos 3 1 4 Ha 100 u HacTpolite
PVID noptoB 5 1 6 Ha 200, Kak noKkasaHo Ha puc. 38.

5.6.3epKkanuposaHue

C dyHKUMel 3epKanbHOro oTobparkeHNsa NOPTOB KOMMYTATOP KONUPYET BCE MNOYYEHHbIE
WAN NepesiaHHble Kaapbl AaHHbIX B O4HOM MOPTY (3epKasbHOE 0TObpaXKeEHNE UCXOAHOTO NOPTa)
Ha Apyroli nopTt (3epkanbHoe oOTob6pakeHMe nopTa HasHayeHusa). [lopT HasHayeHus
3epKaNMPOBAHMA MOKET BbITb NOAKNIOYEH K aHAaNM3aToOpy NPOTOKoAa an moHuTopy RMON gns
MOHWTOPUHTA CETH, YNPaBAEHUA N ANArHOCTUKN HEUCNPABHOCTEN.

KommyTtaTtop noaaep»uvBaeT TONbKO OAWH NOPT HasHavyeHWUA ANA 3epKanpPOoBaHUA, HO
HECKOJIbKO NMOPTOB-UCTOYHMKOB. HECKO/IbKO MCXOAHbBIX MOPTOB MOTYT HaXxo4MTbCA M0 B 0AHOM
VLAN, nn6o B pasHbix VLAN. MOpPT MCTOYHMKA M MOPT Ha3HAYEHWUS 3€pPKaNMPOBAHMA MOTYT
HaxoanTbca B ogHon 1 Ton e VLAN nam B pasHbix VLAN. Mcxo4HbIM NOPT M NOPT Ha3Ha4vyeHuA
He MOryT ObITb OAHMUM U TEM e NMOPTOM.

Mopm Ha3HaYeHuA 3epKanupPoBaHuUa u port channel Aeaaomca
830UMOUCKMOYaOWUMU. [Topm HA3HaYeHUs 3epKaabHO20 0MOBPAXCEeHUSs He MOoXem
66imb 00b6asseH K port channel, u nopm e port channel He moxctem 6bimb ycmaHo81eH
8 Kauecmee nopma Ha3HAYeHUs 3ePKasabHO20 0MobpaMeHus.
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5.6.1. Hactpoiika yepes Beb6 uHtepdeiic

Boibepume ucxo0HbIl nopm 3epKanupoB8aHUs U Pexcum 3epKanuposaHuUs.

MNepeitn [Device Basic Configuration] - [Port mirroring configuration] = [Mirror
configuration] ans BxoAa Ha cTpaHULYy KOHOUIypaLUMn NopTa UCTOYHMKA 3epKaiNpoBaHms,
KaK NOKa3aHO Ha PUCYHKe HUXKe.

Port Mirrering Configuration
Ethernet1 [JEthernet2 [JEthernet3 [JEthernet4 [JEthernets
[ Ethemnets [JEthernet? [ Ethernets [JEthemet9 [ Ethernet10
[CJEthernettt  [JEtherneti2 [ Ethernett3 [JEthemet1d [JEthernet15
[JEthemet1s  [JEthemnett? [JEthernet18 [Ethemet1d [ Ethemst20
[JEthernet21  [JEthernet?2  [JEthernet23 [JEthemet?4 [ Ethernet25
[CJEthemet26  [JEthemet27 ] Ethernet28

Puc. 52. MicxoOHbIl nopm 3epKanuposaHus U pexcum 3epKaauposaHus

e Session
Onuwua: 1~7
Mo ymonyanuto: 1
®dyHKUMA: BbibepuTe rpynny sepKanmpoBaHus.

e Mirror Direction
Onumsa: rx/tx/both
Mo ymonyaHumio: rx
®dyHKUMA: BbibepuTe paHHble ANA 3epKasibHOrO OTOOparKeHMA B MCXOAHOM MOPTY
3epKasibHOro otobpaxkeHus.
OnucaHue: rx yKasbIBaeT, YTO B UCXOLHOM MOPTY 3ePKAIMPYHOTCA TOJIbKO NOAYYEHHbIE
nakeTbl;
X yKa3bIBaeT, YTO B UICXO4HOM MOPTY 3€PKANNPYIOTCA TONIbKO NepesaBaemble NaKeTbl.
both ykasbiBaeT, 4To U NepegaHHble, U MOJYYEHHbIE NAKETbl 3€PKa/IbHO OTPAXKEHbI B
NCXOOHOM NOPTY.

e Source port
Onuuu: BCe NOPTbl KOMMYyTaTOpa
®yHKUMA: BbIbepuTe UCXOAHbIN NOPT 3ePKaIMPOBaHMA. Bbl MoXKeTe BbIOpaTb HECKOIbKO
NCXOAHbIX MOPTOB.
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Bb/6epume rnopm HA3HA4YeHUA 3epPKanupoeaHUAd, KaK NoOKA3aHoO HA PUCYHKe HUMXe.

Puc. 53. [Topm Ha3zHa4yeHUsA 014 3epPKAAUPOBAHUSA

e Session
Onuymna: 1~7
Mo ymonyanumio: 1
®yHKUMA: BbIGOp rpynmnbl 3epKaANpPoBaHNS

e Destination port
Onuma: Bce NOPTbI, KPOME UCXOAHOIo NOpPTa.
dyHKUMA: BbibepuTe NOPT Ha3HaYEeHMA 3epPKaANNPOBaAHUS.
OnucaHue: YcTaHOBMTE MOPT B KAyecTBe MOPTa Ha3HAYEHUA 3epKaMPOBAHUA.
CywiectByeT TONbKO OAWMH MOPT Ha3HauyeHWUs 3epKanumpoBaHuA. [opT HasHavyeHus
3epKasbHOro oTobpaXKeHUa He MOXKeT ObITb YeHOM KaHana nopta. Jlydwe, 4TobbI
NponycKkHas CcnocobHOCTb NopTa HasHayeHuAa Obiia 6onbwe waM paBHa obuei
NPOMNYCKHOM CNOCOBHOCTU NOPTOB-UCTOYHUKOB.

5.6.2. NMpumep TMNOBO KOHPUrypaLumn

Kak nokasaHo Ha puc. 54, NopT Ha3Ha4YeHWs 3epKasbHOro otobparkeHua — 2, nopt
WCTOYHWKA 3ePKaIbHOro 0TobpaXkeHna — 1, a NaKkeTbl, NOyYEHHbIE M OTNPABAEHHbIE NOPTOM 1,
3epKannpyroTca Ha nopr 2.

Mpouecc 3epKanMpoBaHKuA Ha ycTpoicTee

-—q—’o’ Q=-=1=-»
Wcrounmk MNopT|HasHaueHus

| [
. ! c?s,_‘z
UcTounnx MopT HasHayeHus

Xocr

YCTpORCTBO KOHTPONA AAHHbIX

Puc. 54. [Tpumep KoHpuaypayuu

Mpouecc HacTPOMKM:
e BbibepuTe NopT 2 B Ka4yecTBe NOPTa Ha3HaYeHUA 3ePKANNPOBAHUA, CM. pUC. 53;
e BbibepuTe NopT 1 B KAYecTBe UCXOLHOMO NOPTa 3ePKa/IMPOBaHNA 1 BbibepuTe 0ba NopTa
B KauecTBe peXxmnma 3epKaanpoBaHMna NOPTOB, Kak NOKa3aHo Ha puc. 52.
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5.7.Port Storm Control

5.7.1. BeepeHue

Port Storm Control npegHasHayeHO AAA OrpaHUYEHUA MNPUHUMAEMbIX MOPTOM
lUMpOKoBellaTenbHbiXx / MHOroagpecHbix / HeM3BEeCTHbIX OAHOaApecHbiX naketos. Koraa
CKOPOCTb LUIMPOKOBELLATe/bHbIX / MHOroagpecHbix / HeM3BeCcTHbIX OA4HOAAPECHbIX MaKeTos,
MOAyYeHHbIX MOPTOM, MNPEBbLILWAET HACTPOEHHbIN Mopor, cuctema 6yaeT oTbpacbiBaTbh AULWHUE
lUMpOKoBellatenbHble / MHoOroagpecHble / Heu3BecTHble OAHOaApecHble naKkeTbl, 4TO6bI
YAEPXUBATb WMPOKOBELLATEbHbIN / MHOrOaApPeCHbI / HEU3BECTHbIN 04HOaAPECHbIN TPadUK B
npegenax AoMNyCcTMMOro AnanasoHa, obecneunsas HopmasibHy0 paboTy ceTu.

5.7.2. Hactpoiika uepes Beb nHtepdeiic

Hacmpoiime nopozogoe 3HaueHue port storm control.

Mepewitn [Device Basic Configuration] = [Port Storm Suppression configuration] - [Port
Storm Suppression] ana BXoAa Ha CTPaHMLY KOHOUIypauuu, Kak MOKa3aHO Ha PUCYHKe

HUXe.

Port Storm Suppression Configuration
1 v| | |Broadcast v |

Ethernet!
Etharnef?
Etharneid

[ Res=t I Apcly |

100000 | 1000 1000 | 100000

Etharnetd

Etharnets

Etharnets

Ethernet?

Ethernetd

Ethametd
Ethemeii(

Ethamat11

Ethematid

Ethemnetid
Ethemnei1d
Ethemei1§
Ethemeii{

Ethemet17

Ethematig

Ethemnetd)
Etheme{20)
Ethernei21
Ethemei2d

Ethemei23

Ethemat2d

Etheme12§
Etheme{2g
Ethermsi27)

Ethemei2§

-]
=
=
in
!
!

e Port name

Puc. 55. Hacmpolika port storm control

OnuuK: BCe NOPTbl, Ha KOTOPbIX BKAOYEHO port storm control
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e Suppression Type
Onuuun: Multicast / broadcast / dIf
®yHKUMA: BbibepuTe TMN NAaKETOB 418 yNpaBaeHuUA.
e Rate Value
JOnanasoH KoHpurypauum: 1~ 131071 umnynbCcoB B CEKYHAY
KoHdurypauma no ymonyaHuto: 0, 3HayeHne O O3HA4aeT, YTO NOZABAEHWE LITOPMA
OTKNOYEeHOo
PyHKUMA: HacTpoitTe NOporoBoe 3HaYeHWe OrpaHUYEHUA CKOPOCTM NOPTA, U NAKETHbIE
JaHHble, NpeBblWatowme Noporosoe 3HavyeHune, byayT noTepaAHbI.

118 Kax0o20 nopma MOXHO HACMPOUMb MosbKo 00uH rnopoa. lopoz esnudem Ha
HacmpoeHHsIl mur nakema.

5.7.3. Mpumep TMNOBOU KOHPUrypauum

Bkntounte nogasieHne HEM3BECTHbIX MHOTOaAPECHbIX LUTOPMOB Ha nopTy 1 n yctaHosute
Nnopor NPonycKHoM cnocobHocTh Ha 1000 NakeToB B CEKYHAY.
Mpouecc HacTpolKu:
e Bbibepute nopT 1, eaMHULA OrpaHUUYEHNA CKOPOCTU: PPS, 3HaUeHme ckopocTtu: 1000 pps,
KaK NOKa3aHo Ha puc. 55;
e BblbepuTe TMN NoAaBAEHMA: NOAABAEHNE MHOMOAAPECHbIX MaKeTOB, KakK MOKa3aHO Ha
puc. 55.

5.8.U3onauua nopros (Port Isolation)

5.8.1. BeegeHue

Y106bI peannsoBaTb M30NALMIO NAKETOB Ha ypoBHe 2, Bbl MOXeTe f006aBUTb MOPTbI B
pa3Hble VLAN. OgHaKko 3TOT meTog NpuBeAeT K NYCTOM TpaTe orpaHuyeHHbIx pecypcos VLAN.
Ncnonb3ya GyHKUUIO M301ALMM NOPTOB, Bbl MOXKETE N30IMPOBATb NOPTbI B OA4HOM M ToM e VLAN
Apyr ot gpyra. MNonb3oBaTento HyKHO TO/IbKO A06aBWUTL NMOPT B rpynny mMsonsumu, u byaert
peanuns3oBaHa M30AALMA OaHHbIX HA YPOBHe 2 cpeau NOPTOB rPynmnbl U3OAALUU, MOCKONbKY
nopTbl B rpynne M3onauumn He 6yayT nepecbinatb NakeTbl Ha ApyrMe NOpPTbl rPYNMbl U30AALUMN.
DyHKLMA M301AUMKM NOPTOB MNpPesoCTaBaseT Nosb3oBaTensm 6onee 6esonacHoe M rMbKoe
ceTeBoe pelleHune.

» [lopmol epynnsl U30AA4UU Mo2ym bbimb MOALKO MOPMAMU 00HO20 U Mo20 Me
KoMmymamopa.

» 00Ho ycmpolicmeo noddepxcusaem makcumym 14 epynn u3onayuu, u Koau4ecmeo
nopmos Ethernet 8 kaxc0ol epynne He 02pAHUYEHO.

» [locne HacmpolKku epynnsl U30AAUUU MOLKO MAKembl MeXOy nopmamu 2pymnrol
u30aAa4UU He moenu obmeHusameoca Opye ¢ Opy2om, C8A3b Mexdy Mopmamu e
2pynne usoaayuu u nopmamu gHe 2pynbl U30A4uu He nocmpadana bol.
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»  U30aupoeaHHsIli mopm u KaHan Nopma A6AA10MCA 83aUMOUCKAOYaowWuMU. lMopm
2pynnsl U30AAYUU Henb3a 0obasums 8 KaHasa nopma, a rnopm 8 Kavane ropma
Henb3sa 0obasumeo 8 2pyriny U30aayuu.

5.8.2. Hacrpoiika yepes Beb nHtepdeiic

MNepewitn [Device Basic Configuration] - [Port Isolate configuration] = [Port Isolation]
ANS BXOAA Ha CTPaHULLY KOHPUrypaumm, Kak MOKa3aHo Ha PUCYHKE HUKeE.

Port Isalation
enable |
Port List
Eihernet disable
Ethernet. dizable
Eifhernet disable
Ethernel dizable
Ethernets dizable
Ethernett | dizable
Ethernet? dizable
Ethernetd | disable
Ethernetd dizable
Ethemet1l | disable
Ethernetdi dizable
Ethemeti2 | disable
Ethemet]3 dizable
Ethemetid | disable
Ethemet]s dizable
Ethemet1 | disable
Ethemet]T dizable
Ethemet1d | disable
Ethemat]$ dizable
Ethemat0 | disable
Ethemat2 1 dizable
Ethemet? disable
Ethemet23 [ dizable
Ethematdd dizable
Ethemet2s [ dizable
Ethematd 6 dizable
Ethemet2? [ dizable
Ethemat2f dizable

Puc. 56. Hacmpolika uzonayuu nopmos

e Port
BapuaHTbl KOHOUIypaLmm: Bce NOPTbl HA KOMMYyTaTOpe
OnucaHue: ucnonbsyite ogHomepHble nopTsl (1, 2, 3...28) Ana npeacTaBNeHUA METOK
nopToB
e PortlIsolate
Onuwuu: Enable / Disable
Mo ymonuanuio: Disable
DyHKLMA: BKAOUnTE Man OTKAOUNTE M301ALMIO NOPTa.

OO0uH nopm 0obasnsemcs MmosbKo 8 00HY 2pyny U30AAYUU.
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5.8.3. Mpumep TMNUYHOI KOHPUTYypauumn

MK1, NMK2 n NK3 noakntodeHbl K Ethernet-noptam 1, 2 u 3 KommyTtatopa, a nopt 4
NoAK/oUYEH K BHeLWHen ceTu. Bce noptbl 1, 2, 3 n 4 Haxogatcs B ceTn VLAN 1. MK1, NMK2 n MK3 He
MOTYT B3aMMOAENCTBOBATb APYr C APYrOM, HO BCE OHWM MOTYT MNOIYYNTb AOCTYN K BHELIHEN CETH,
KaK MoKa3aHo Ha puc. 57.

PC1 PC2 PC3

Puc. 57. lMpumep KoHguzypayuu

[ob6asbTe nopTbl 1, 2 1 3 B rpynny U30aauUMK, KaK MOKa3aHO Ha puc. 56, 4Tobbl 06ecneynTb
nsonauuio mexay MNK1, NK2 n NMK3.

5.9.Port Channel

5.9.1. BeepgeHue

Arperauvs nopToB npefHa3HayeHa ANS NPUMBA3KM rpynnbl GU3NYECKMX MOPTOB C
04MHAKOBOM KOHOUIypaLMel K TOrMYeckomMy NopTy ANA YBEANYEHMS NPONYCKHOM cnocobHOCTH
M NOBbIWEHMA CKOPOCTM nepegaun. NopTbi-4NeHbl O4HOW FPynnbl COBMECTHO MCMOAb3YOT
TpaduK W cayxaT gpyr 4nA Apyra AMHAMWYECKMMWU Pe3epBHbIMM  KOMWAMM, MOBbILLASA
HageKHOCTb coeguHeHusa. [pynna nopTtoB — 3To rpynna @M3MYECKMX MOPTOB Ha YPOBHeE
KOHdUrypaumm. TonbKko GU3NYecKMe NopTbl, BXOAALLME B FPynny NOPTOB, MOTYT y4acTBOBATL B
arperaumy KaHa/loB M CTAaHOBWUTLCA YYacTHMKaMM KaHana noptos. Korga ¢pusnueckme noptobl B
rpynne nopToB COOTBETCTBYIOT OMpeAeseHHbIM YCNOBMAM, OHM MOTYT BbINOAHATL arperauuio
nopTos, GOPMMPOBATL KaHa/l MOPTA U CTAHOBUTHLCA HE3ABUCHMMBIM JIOTUYECKMM MOPTOM, TEM
CaMbIM YBENNYMBAA NPOMYCKHYH CNOCOBHOCTb CeTU M obecneunBan pe3epBMpoBaHmMe KaHana.

5.9.2. Peanusauuna
Kak noKas3aHoO Ha pUCyHKe HUXKe, TpYM nopTa Ha KommyTtatopax A u B obbeauHstoTcs,

06pasya KaHan nopTo.. [ponyckHas cnocobHOCTb KaHana noprta — 3To 06uaa NponycKHas
CNOCOBHOCTb 3TUX TPEX NMOPTOB.

54



CT=

PykoBoAacTBO Nonb3oBaTena

@ Switch A

Port Channel ——»(] D

@ Switch B

Puc. 58. lNMpumep azpezayuu nopmos

Ecnmn kommyTaTtop A oTApaBadeT NakeTbl KOMMYTATOpPy B Yepes KaHan nopTa, KOMMyTaTop
A onpegendet NOPT-y4aCTHUK [N nepefaynm TpaduKa Ha OCHOBE Pe3y/ibTaTOB pacyeTa
pacnpegeneHua Harpysku. Koraa oguMH nopT-4neH KaHana NopTa BbIXOAMT M3 CTpoA, TpaduK,
nepefaBaemMblii yepes MnopT, nepegaeTca Apyromy o6blMHOMY MOPTY HA OCHOBE aNrOPUTMA
pacnpegeneHna HarpysKu.

KommyTaTtopbl cepuu nogaepskusatotr He 6osiee 8 rpynn MoOpToB, M KaKaasa rpynna
coaepKuT He bonee 8 NOPTOB-UYNEHOB.

> [Mopm moxcHO 006a8UMb MOLKO 8 00HY 2pyniy MopmMos.

» KaHaa nopma u u30aUpo8aHHbIU Mopm A6A70Mcs 83aUMOUCKAIOYAIOWUMU. Topm
8 KaHasle nopma Hesb3sa 006a8UMb 8 2pyny U30AA4UU; TOpM 2pyniel U30AA4UU He
moxcem b6bimb 006a8s1€eH K KaHasay nopma.

» KaHan nopma U opm  HG3HAYeHUA  3€PKAAUPOBAHUA  A8/110MCA
83auUMOUCKAoYarowumu. flopm 8 KaHane nopma Hesb3d HACMpPoOUmMb KAaK nopm
HA3HAYEHUA 3epKAaUPOBAHUS; MOPM HO3HAYEHUS 3epKAaAUPOBAHUS He MoMem
b6b6imb 006a8€eH K KaHany nopma.

5.9.3. Hacrtpoiika yepes Beb nHtepdeiic
Hacmpoume pexcum pacnpedeneHus Ha2py3KU KAHAAa nopma.

Mepewitu [Device Basic Configuration] = [Port channel configuration] - [LACP Port Group
Configuration] a4na Bxoga Ha cTpaHULY KOHOUIYpaLMK, KaK MOKA3aHO Ha PUCYHKE HUXKe.

LACP Port Group Configuration

| |

Apply

Puc. 59. Hacmpoliky epynnel nopmos 05 azpe2ayuu
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Homep rpynnbi LACP (1-18)

[dnanasoH KoHourypaumum: 1~18

dyHKumA: HacTpolika Homepa rpynnbl NOPTOB U NoAAepPKKa Ao 18 rpynn arperauuu.
Mertopg pasaeneHus Tpadpuka

BapuaHTbl KoHdUrypaumn: src-mac/dst-mac/dst-src-ip/port

KoHdurypauma no ymonvaHuto: src-mac

dyHKUMA: HacTpolika perknma pasgeneHus TpadurKka rpynnbl arperauum.

OnucaHuWe: src-mac BbINOAHAET pacnpegeneHue Harpyskm Ha ocHose MAC-agpeca
NCTOYHMKa, dst-mac BbINoOJIHAET pacnpedeneHne Harpyskum Ha ocHoBe MAC-agpeca
HasHayeHuA, dst-src-ip BbINOAHAET pacnpeneseHne Harpysku Ha OCHOBe pe3y/nbTaTta
ncxogHoro IP-agpeca XOR IP-agpeca HaszHavyeHuA

Operation type

Onuuu: aobasuTb rpynny NOPToB/yAanuTb rpynmny nopTos

Mo ymonyaHuto: obasBuTb rpynny nopTos

OyHKUMA: cO3aaHNEe NN yaaneHue rpynnbl NOPTOB.

Mocne 3aBeplleHMs HACTPOMKM Ha CTpaHuue «Tabauua rpynn nopToB»
nepeyncaeHbl BCe Co34aHHbIe FPynnbl MOPTOB U PEXUMbI pacnpeaesieHna Harpy3ku, Kak
NMOKa3aHO Ha PUCYHKE HUMKE.

iort iroui table

3 Src-mac
src-mac
1 Src-mac

Puc. 60. Tabauya 2pynn nopmos

Hacmpolika YneHa 2pynmnsi nopmos

Mepeiitn [Device Basic Configuration] = [Port channel configuration] - [LACP Port
Configuration] ana Bxoaa Ha CTPaHMLY KOHOUTypaLMK, Kak NOKa3aHO Ha PUCYHKE HUXKe.

LACP Port Configuration

V

DI'IV

[Add Port To Group ~|

| Apply |

Puc. 61. Hacmpolika 4naeHa epynmsi nopmos

e Homep rpynnbi LACP
BapuaHT KOHPUrypaLmm: Homep CO3L4aHHOM rpynnbl NOPTOB.

e Port
Onumun: BCe NOpPTbl KOMMYTaTOPa
®yHKUMA: BbibepuTe NopT, KOTOPbIN HeObXoAMMO A06aBUTb AWM YAANUTbL M3 TPYMNbI
nopToB.
OnucaHue: NopTbl-y4aCTHUKN OAHOM W TOM e rpynnbl arperaummn MMeroT OAMHAKOBbIE
aTpUBYTbl NOPTOB, U B FPyNMy MOXHO A06aBuTb He 6onee 8 NopTos..
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e Operation type
Onuwnun: No6asutb NopT B rpynny / Yaanutb nopTt ns rpynnbi
Mo ymonyaHuio: fobasuTb NOPT B rpynny
PyHKUMA: A,06aBUTb NOPT MAW YAANUTb NOPT U3 FPYNNbl NOPTOB.

5.9.4. NMpumep TMNOBOM KOHPUrypaLum

Kak nokasaHo Ha puc. 58, Tpu nopTa (nopt 1, 2 1 3) Switch A gobasnstoTcs B rpynny NnopTos
1, Tpu nopta (nopt 1, 2 n 3) Switch B gob6aBnsaoTca B rpynny nopTos 2;

CooTBeTcTBYIOLLIME NOPTHI BbiWE C CETEBbIMM Kabenamu dopmupyeTca gns pasgeneHuns
TpadMKa mexagy noptamu (Npu ycnoBuM, 4TO TPWU MOPTA arperaumMm KOMMyTatopa MMeroT
OAMHaKoBble aTpUbYyTblI).

Mpouecc HacTPOMKM KoOMMYyTaTopa:

® [lo6asbTe rpynny nopTtos 1 B Switch A, cm. puc. 59;

® Bbibepute noptol 1, 2 U 3, 4TO6bLI NPUCOEANHUTLCA K FPyNne NOPTOB 1, KaK NOKa3aHo Ha
puc. 61;

® [lo6asbTe rpynny nopTos 2 B Switch B, cm. puc. 59;

® Bbibepute noptol 1, 2 1 3, ytTobbI NPUCOSAMHUTBCA K FPYyNNe NOPTOB 2, KaK NMOKa3aHO Ha
puc. 61.

5.10. KoHdurypauyua Telnet Server

5.10.1. BsegeHue

Telnet — 3To NpoTOKOA ANA AOCTYNA K YAANEHHbIM TEPMUHANAM. Bbl MOXKeTe BOWTU HA
yOaAneHHbIN XocT, ucnonblya IP-agpec nam nmsa xocta yepes Telnet. Telnet moxkeT nepenasaTtb
BallM KOMaHAbl HA YAA/IEHHbIN XOCT M BO3BpPALLATb BbIBOA YAA/NE€HHOrNO YCTPOWMCTBA HAa Baw
aucnnen yepes TCP.

Telnet paboTaet B pexkume KaneHT / cepsep. JIokanbHaA CUCTEMA ABNAETCA KNINEHTOM, a
YOANEeHHbIA XOCT — cepBepom. KoMmyTaTOpbl 3TOM CEPUN MOTYT CNYXKUTb B KayecTBe cepBepa
nnun Knnenta Telnet.

Korga KommyTtatop cayXuT cepBepom Telnet, Bbl mMo)KeTe BOWTM B KOMMyTaTop C
NMOMOLLBbIO  KJAMEHTCKOrO nporpammHoro obecneveHns Telnet B Windows wam  apyrux
OnepaLMoHHbIX cuctemMax. Koraa KommyTtaTop cayXut cepsepom Telnet, oH moxeT
ycTaHaBamBaTb TCP-coeanHeHmna makcumym c 5 KnneHtamu Telnet.

Korga KommyTaTop CayKUT KameHTom Telnet, Bbl MoXeTe ncnonb3oBaTb KomaHabl Telnet
B ob6Lem BuAe A1A BXOAA Ha Apyrue yaaneHHble xocTbl. Mpu paboTe B KadecTse kKaneHTa Telnet
KOMMYTaTOp MOXeT ycTaHasameaTb TCP-coeanHeHMe TONbKO C OAHUM yAaneHHbIM XOCTOM.
YT106b!1 ycTaHOBUTb TCP-cOoeANHEHME C APYTUM XOCTOM, KOMMYTATOP AO/IKEH CHaYaNa OTKAOUUTD
NOAKMOYEHHbIN XOCT.
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5.10.2. Hactpoiika uepe3 Beb nHrepdeic
MNepeiitn [Device Basic Configuration] = [Telnet server configuration] - [Telnet security
IP] anAa BXxoAa Ha CTpaHULY KOHOUIypaL MK, Kak NOKa3aHo Ha PUCYHKE HUXKe.

Telnet Server Security IP
(192 168.0 74 |

| Del |
Puc. 62. Hacmpolika Telnet Security IP

e Security IP address
dopmaT: A.D.C.D
®dyHKumA: Hactpoika 6esonacHoro |P-agpec ana Bxoga KaueHta Telnet, Korpa
KomMmmyTaTop paboTaeT Kak cepsep Telnet.
OnucaHue: Ecnn 6e3onacHbili IP-agpec He ycTaHOBMEH, orpaHuyeHua Ha IP-agpec
KnmeHTa Telnet oTcyTcTBY!HOT.
Mocne yctaHoBKM He3onacHbIX IP-aapecoB TONbKO KAMeHT ¢ 6e3onacHbim IP-agpecom
MOKET BOMTN B CUCTEMY M HAaCTPOUTb KOMMYTATOP ¢ Nnomollbio Telnet.
KommyTaTop gonyckaet go 32 6e3onacHbix IP-agpecos. o ymonyaHuto 6esonacHblii IP-
afpec He HaCTPOEH.
Mocne 3aBeplleHMA HacTpolkn B «Cnucke IP-agpecos 6esonacHocTn cepeepa Telnet»
oTobpaxatoTca IP-aapeca kaneHtoB Telnet, KoTopbie MOryT BOUTU B KOMMYTaTOp, KakK
MOKa3aHO Ha PUCYHKe HUXKe.

192.168.0.74
192.168.0.72
192.168.0.72
192.168.0.71
192.168.0.70

Puc. 63. Cnucok IP-adpecos be3onacHocmu cepsepa Telnet

5.11. KoHdurypauyua SSH Server

5.11.1. BsepgeHue

SSH (Secure Shell) — 3To ceTeBoit nNpoTokon ana 6e3onacHOro yganeHHoro Bxoaa B
cuctemy. OH wudpyeT BCce nepeaaBaemble AaHHble, 4TOBbl MNPEAOTBPATUTb pPacKpbiTUE
MHbopmauun. Korga aaHHble wudpytotca SSH, nonb3oBaTenn MOryT MCNoib30BaTb TOJIbKO
KOMaHAHble CTPOKW AN HACTPOMKM KOMMyTaToOpoB. KommyTaTop noaaep>kmsaeTt GyHKLUmMIO SSH-
cepsepa W MNO3BOMAET MOAKAYATbCA HECKOJIbKMM Mnosib3osaTensam SSH, KoTopble BXOAAT B
KOMMYTaTOp yAaneHHo Yyepe3 SSH, HO 0A4HOBPEMEHHO K KOMMYTaTopy MOTYT MOAKAYaTbCA He
6oee AByX NoNb30BaTeNei.

HesawwndposaHHoe cooblieHMe Ha3biBAaeTCA OTKPbITbIM TEKCTOM, a 3alundpoBaHHOeE
cooblleHne HasbiBaeTca 3awndpoBaHHbIM TekcTom. LndposaHue unn gewmndposaHune
HaxoAMTCA MOA KOHTPOJIEM CeKPeTHOro Katouva. CeKpeTHbI KAawod npeacrtasnsetr coboi
onpeaeneHHyo CTPOKY CMMBOJIOB U ABAAETCA €AMHCTBEHHbIM MapamMeTpoM, YNpPaBAALLMM
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npeobpasoBaHNEM MeKay 0ObIYHbIM TEKCTOM M 3aliMPPOBAHHLIM TEKCTOM, PaboTaloWLMM Kak
Kntoud. LUndpoBaHne MoKeT npeBpaTUTb OObIYHbLIM TEKCT B 3aWMPOBaHHbIM TEKCT, a
AewndpoBaHNe MOXKET NPEBPATUTL 3alIMPPOBAHHbBIN TEKCT B 0ObIYHbIN TEKCT. AyTeHTUUKAUUNA
6€30MacHOCTM Ha OCHOBE K/toYel TpebyeT CEKPETHbIX KAYEN, N Kaxablh KOHEL, CBA3M nmeeT
napy CEKPETHbIX KAtOYE, 3aKPbITbIN KAHOY U OTKPbITbIN KoY. OTKPbLITbIN KAHOY MCNOAb3YeTCa aaa
WwndpoBaHUA AaHHbIX, @ 3aKOHHbIM BNage el 3aKpbITOro K/lo4a MOXKET UCMO/1b30BaTb 3aKPbITbIN
KN4 1A pacwmndpoBKM AaTbl, YTOObI rapaHTMPOBaTb 6€30MacHOCTb AAHHbIX.

Y1obbl peannsosaTb 6e3onacHoe coeanHeHne SSH B npouecce cBA3W, CEpBEP U KAUEHT
npoxoaAT cineayowme nATb 3TanoB: CTaamA COrnacoBaHWA Bepcuu: B Hactoswee Bpema SSH
COCTOMUT U3 AByxX Bepcuii: SSH1 1 SSH2. [1Be cTOpoHbI A0roBapmBaloTca 06 CNob3yeMon BEpCUM.
dTan cornacoBaHWA Kao4va M anroputma: SSH noapeprKnBaeT HECKONbKO TUMOB a/irOPUTMOB
wudposaHna. [lBe CTOPOHbI COrNacoBbIBAOT aJrOPUTM AAA MCMNo/sib3oBaHMA. CocToaHume
ayTeHTUPUKaumMm: KaneHT SSH oTnpaBadeT 3anpoc Ha ayTeHTMOMKALUIO Ha cepBep, U cepsep
aAYTEHTUPULMPYET KNMEHTA. DTan 3anNpoca CeaHca: KAMEHT OTNPaBAAET 3aMpoC CeaHca Ha cepBep
nocne NpPoxoXKAeHusa ayTeHTUGUKaumMn. CTagua ceaHca: KAMEHT U cepBep HAUYMHAIOT obuieHne
nocse nepeaayu 3anpoca ceaHca.

5.11.2. Hactpoiika uyepe3 Be6 uHrepodeic
Smanel Hacmpoliku SSH-cepsepa.

Mepewitn [Device Basic Configuration] - [SSH Server Config] - [SSH Server Config] gns
BXOJ4a Ha CTpaHuLYy KOHOUIypauun, Kak MoKasaHo Ha PUCYHKe HUXKe.

- OTkntoumTb cTaTyc SSH.
- Haxmute <Destroy>, 4Tobbl YHUYTOXKWUTbL CTapyto Mapy K/kOYel, Kak MOKa3aHO Ha
PUCYHKe HUMXe.

SSH Server Config

o T

Authentication
Retry Times L (1-10)
Local Ke
2l Key
Local Key
Value

ey successfnll

Puc. 64. Ha4yanoHas Hacmpolika SSH cepsepa

- Haxmute <Create>, 4Tobbl CO34aTb HOBYIO MApy KAtOYEN.
- BkatouuTe npoTtokon SSH n HacTpoliTe cepBep SSH, Kak NoKasaHo Ha puc. 65.
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S$5H Server Config

S o R

Authentication
Retry Times
Local Key
Pair
Local Key
Value

The zszh server has besn cpsnsed |

Puc. 65. BknrovyeHue SSH cepsepa

Server state

Onumu: open / close.

Mo ymonuaHuto: close

OYHKUMA: BKAOUYUTL/OTKNIOUUTL NPOTOKOA SSH. Ecan OH BKAOYEH, KOMMYyTaTop
paboTaeT Kak SSH-cepBep.

Authentication Retry Times

[dnanasoH KoHurypauum: 1~10

Mo ymonyanuto: 10

@DYHKLUMA: YCTAHOBUTb KOJIMYECTBO NOMbITOK BXOAA Ha cepsep SSH.

Local Key Pair

Onuuun: Cozpatb / YaanuTb

PyHKUMA: CO34aTb UM YHUYTOXKWUTb JIOKANbHYO napy Katodelr SSH-cepsepa. Mepep
BK/toueHMeM SSH-cepBepa CO34aiTe NOKaNbHYO Mapy K/lo4Yel; YHUUTOXKbTe CTapyto
napy KAto4en nepepn cosgaHMem HOBOM Napbl KAKOYeEN.

Local Key Value

@OyHKUMA: NOKasaTb 3HaYeHWe JfIOKaNbHOro Katova. Haxkmute <Generate>, 4TOObI
ABTOMATMYECKM CTEHEPMPOBATb 3HAYEHME K/tOYa.
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5.12. SSL KoHdurypauyua

5.12.1. BsegeHue

SSL (Secure Socket Layer) — 3To npoToKon 6e3onacHoCTM, obecneuynBaloLLnit
6e3onacHbI KaHan a5 NPOTOKOAa NPUKNAAHOIO YpPoBHA Ha ocHoBe TCP, Takoro Kak HTTPS. SSL
wudpyeT ceTeBOoe COeAMHEHMEe Ha TPAHCMNOPTHOM YPOBHE W  MUCMNOAb3YET aANrOPUTM
CUMMETPUYHOTO WndpoBaHma ana obecnevyeHna 6e30NacHOCTM AaHHbIX, @ TaKXe UCNOoAb3yeT
KOA, ayTeHTUPMKALMM C CEKPETHBIM KNOYOM a1a obecneyeHmnsa HagexHoCcT nHpopmaumm. 1ot
NPOTOKO/ WMPOKO Mcnosb3yeTca B Be6-6paysepax, 41a NOJyYeHUs U OTNPABKM IJ1EKTPOHHOM
nouyTbl, ceTeBoro ¢akKca, CBA3N B peasbHOM BpPemMeHW M T. A., obecneunmBas NPOTOKOA
wuoposBaHna pns besonacHor nepegaunm B ceTn. Korga KommyTaTop BKAtodaeT SSL,
nosb3oBaTenn  AOJKHbl  MCNoAb30BaTb  He3omacHyto  ccblaky — https,  Hanpumep,
https://192.168.0.1, gna goctyna K KOMMyTaTopy.

5.12.2. Hactpoiika uyepes3 Be6 nHrepodeic
BknrovyeHue HTTPS npomokona.

MNepentn [Device Basic Configuration] = [SSL Configuration] = [SSL Configuration] ann
BXOJAa Ha CTpaHuLYy KOHOUIypaLuK, Kak NoKa3aHOo Ha PUCYHKe HUKe.

SSL Configuration

T R ——

Puc. 66. Hacmpolika SSL

e Server state
Onuwa: Enable / Disable
Mo ymonyaHuto: Disable
DYHKUMA: BKAKYUTD MK OTKAOUNTL NPOTOKOA SSL.
O6bsacHeHue: Mocne BkAOYeHMA SSL noib3oBaTeNN AOHKHbI UCNONb30BaTh 6e30nacHyto
ccbinky https://ip-agpec ana goctyna K KommyTtaTopy.
e Certificate/Private key
DyHKUMA: BBEAUTE NPaBU/IbHbIN cepTUPUKAT U 3aKPbITbIN KHOY, 3aTEM HaXKMUTE KHOMKY
<Add>, 4TO6bI MMNOPTUPOBATbL MX ANA NEPEKIOYEHMSA.
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Cepmucguxkam no ymon4aHuto U 3aKpbimell Karo4, npedocmasaeHHsle KomnaHued,
yHe umMrnopmuposaHel 8 Kommymamop. [lonb3ogsamenu mo2ym HAnpamyo
BK/1HOYUMb MPOMOKO SSL u noay4ume docmyn K Kommymamopy 8 pexcume HTTPS.

BeeauTte MmsA Noab30BaTeNsas M Maposib A0S YCMEWHOro BXO4a B KOMMYTaTop 4epes
HTTPS.

5.13. Cnyxb6a nepegaum ¢paiinos

Cnyxba nepegauun daiinios obecrneynBaeT B3auMHOeE pesepBHoe KonuposaHue daiiios
MeXAay cepBepom U KameHTom. MNpu nsmeHeHnn dalina Ha cepsepe (MNKM KAMeHTe) Bbl MoXKeTe
nofyuntb ¢ain pesepsBHOM KomuM c KaneHTta (uam cepsepa) yepes FTP / TFTP / SFTP.
KoMMyTaTop MOXKET CNYXKUTb KIMEHTOM UM CEPBEPOM AR 3arPy3KU U BbIrPy3KKM palinos Yepes
FTP / TFTP / SFTP.

Ans cayucbol SFTP amom Kommymamop noddepicusaem mossKo caywby KaueHma
SFTP, ymo o03H@4yaem, 4mo 3mom KOMMYymamop MOMX(em CAYyHUMmb KaAUueHmMom 015
3a2py3KuU U ckayusaHus ¢hatinos yepes SFTP.

5.13.1. Cnyx6a TFTP
Kommymamop pabomaem Kak TFTP-KkaueHm
CHauana yctaHosute TFTP-cepBep, Kak NOKa3aHO Ha pucyHke Humxe. B Current Directory

HalauTe MCNoNb3yemblt MyTb K XpaHuauwy daitnos. Beeaute IP-agpec cepsepa B
nHTepodelice cepsepa.

Titpd32 by Ph. Jounin

Current Directary |E:\update j Browse
Server inerfaces [192.168.0.74 InteliR) E ¥ Show Di

Tftp Server l Tftp Client ] DHCP server ] Syzlog zerver ] Laog viewer ]

peer file staritbime | progress

About | Settings | Help

Puc. 67. Hacmpolika TFTP cepsepa

Mepewitn [Device Basic Configuration] = [File transmit] = [TFTP Service] - [TFTP client
service] AnAa BXxoAa Ha cTpaHuUy KoHdurypauum TFTP KnneHTa, Kak NMoKasaHo Ha PUCYHKe
HUKE.
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1

TFTP Client Service
[192.168.0.74 |

|startup-conf|g |

|cor|ﬁg_t=d |

Puc. 68. Hacmpolika TFTP knueHma

e Server IP address
®dopmaT: A.D.C.D.
Onucanue: Beog IP agpeca cepsepa
e Local file name
OnanasoH: 1~ 50 cumsonos
OnucaHue: Beegute nma daina KommyTtaTtopa.
e Server file name
AnanasoH: 1~ 50 cumsonos
OnucaHue: Beegute nma daiina cepsepa.
e Transmission type
dnemeHTbl KoHdUrypauuu: binary / ascii
Mo ymonyaHuto: binary
dyHKumA: BbIGOP cTaHAapTa Nnepegayn dainos.
OnucaHue: ascii o3HayaeT ucnosb3oBaHWe ctaHgapta ASCIl ans nepepaun ¢aina;
OBOWYHbIM O3Ha4YaeT UCNONb30BaHME ABOMYHOIO CTaHZapTa AnA nepegayun danna.
Ucnonb3oBaHue: Haxkmute <Upload>, 4Tobbl 3arpy3untb ¢aitn c KommyTaTopa Ha cepsep,
nnun <Download>, 4tTo6bl 3arpy3nTb daiin c cepeepa Ha KOMMyTaTop.
Mocne ycnewHoit nepegaun danna B Beb-MHTepdelice noaABAAeTCA creayoLwas
MHPOPMaAUMA, KaK NMOKA3aHO Ha PUCYHKE HUMKeE.

2gin to send file, please wait. ..

Fils transfer complete.
Close tftp client.

Puc. 69. CoobweHusa TFTP kaueHma

> B npouecce nepedayu gpalinos noddepxcusaem pabomy TFTP-cepsepa.
> @alin sepcuu npoepamMmHo20 obecreyeHUs He A8a9emca MeKcmoabim ghalisiom
U 80 eH NpUHUMams 080u4HbIl cmaHdapm 05 nepedayu.

Kommymamop pabomaem kak TFTP-cepsep
Mepewitn [Device Basic Configuration] - [File transmit] = [TFTP Service] - [TFTP sever

service] Ansa BxoAa Ha cTpaHuLy KoHourypauum TFTP cepsepa, Kak NoKasaHo Ha pUCYHKe
HUXKe.
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TFTP Server Service

20
5

Puc. 70. Hacmpolika TFTP cepsepa

Server state

dnemeHTbl KoHPUrypaumu: Close / Open

Mo ymonuanutio: Close

®yHKUMA: BKAOYEHME/BbIKNoYeHMe GyHKUMKM cepsepa TFTP.

TFTP Timeout

JdunanasoH: 5~3600 c

Mo ymonyanwuto: 20 c.

DyHKLMA: HacTpoliKa Talm-ayTa nogKatodeHns K cepsepy TFTP.

TFTP Retransmit times

OnanasoH: 1~20

Mo ymonyanuto: 5

@DyHKLMA: HacTpoliKa BpeMeHW NOBTOPHOM nepenaun cepsepa TFTP Bo Bpema Talim-
ayTa.

YcTaHOBUTE KAMEHTCKOe nporpammHoe obecneyeHne TFTP, Kak NoOKa3aHO Ha pUCYyHKe
Huxe. Beeaute IP-agpec KommyTtaTtopa B Host; BbibepuTe nyTb XpaHeHus dainos
KnuneHTa B Local File; BBeaute nma daina, coxpaHeHHOro B KOMMyTaTope B YA43/IEHHOM
daine; HaxkmuTe <Get>, yToObI 3arpy3nTb GalkN C KOMMYTATOPA Ha KAMEHTA; HAaXMUTE
<Put>, ytTo6bl 3arpy3nTb Gana KANEHTA 4NA NepPeKNoYEHUA.

i~ Ttpd32 by Ph. Jounin

Current Directony |E:\update LI Browze |
Serverinterfaces I‘IS2.‘IBB.U.?4 InteI[H]Et}'j Show Dir I

Titp Server  Thp Cliant | DHCP server I Syzlog server I Laog viewer I

Hast Part I
Local File IE:\update\config.th |
Fiemote File |startup-config
Block Size IDefauIt 'I
Get Put | Breakl
|
About I Settings | Help

Puc. 71. Hacmpolika TFTP knueHma

> Bo spemsa nepedayu ¢halinos He omkaoyalime npozpammHoe obecneyeHue
KaueHma TFTP.
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5.13.2. FTP Service

Kommymamop pabomaem Kak FTP-KnueHm

CHayvana ycraHosute FTP-cepsep. MNepeitn [Security] = [users/rights] ana oTkpbiTUA
AMaNoroBoro OKHa. HaxmuTe <HOBbIM NoJsb3oBaTeNb> YTO6bl CO34aTb HOBOrO
nosib3oBatena FTP, Kak NoKasaHo Ha puc. 72. BBeauTe ums nosab3oBaTens (username) u
naposb (password), Hanpumep, MMs Nonb3oBaTens: admin; naponb: STEZ. HaxkmuTe <OK>.

S Juw S, mown= WEIED

ChangePese_ |

™ R 1o hone

et [~ =1
ity Pawrad 1 S|
For H(IE prest F1 1 sucket 0 wuers UM

Puc. 72. Hacmpolika FTP cepsepa

BeeauTe nyTb K XpaHuauLLy ¢aitnos Ha cepeepe B JOMALLHEM KaTasiore, Kak NoKa3aHo Ha
pucyHKe HMKe. Haxkmute <Done>.

Haome [ Browse... |
Help | Rights »» |

Puc. 73. Hacmpolika docmyna k FTP cepsepy

Mepewitn [Device Basic Configuration] = [File transmit] - [FTP Service] = [FTP Client

Service] ana BxoAa Ha cTpaHuuy KoHdurypaumm FTP KnneHTa, Kak NOKA3aHO Ha PUCYHKe
HUXe.

FTP client service

[192188.0.10
| admin ]

| startup-config i
| config txt
| binary e

Upioad 0 Sove

Puc. 74. Hacmpolika FTP kaueHma

e Server IP address
dopmart: A.B.C.D.
OnucaHue: ykasbiBaeT IP-aapec cepsepa.
e {User name, Password}
Ounana3soH: {1~100 cumsonos, 1~100 cumeonos}

OnucaHue: ykasbiBaeT UMA N0Nb30BaTENA M NAPOb, co3aaHHble Ha FTP-cepsepe.
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e Local file name.
AnanasoH: 17100 cmumsonos
OnucaHue: ykasbiBaeT UMA $paina B KOMMYTATOpeE.
e Server file name
Onana3oH: 17100 cmumBonos
OnuncaHue: yKasbiBaeT UMsA danna Ha cepeepe.
e Transmission type
dnemeHTbl KoHPUrypaumu: binary / ascii
Mo ymonuaHuto: binary
®PyHKUMA: BbIBOP CTaHAapTa nepesayn ¢annos.
ObbsAcHeHMe: ascii 03HayaeT ucnosb3oBaHue ctaHgapTta ASCIl ana nepegaun daina;
binary o3HauaeT ncnosb3oBaHMe ABOMYHOIO CTaHAAPTa 418 nepeaayn dainna.
MeTtog: Haxmute <Upload>, 4to6bl 3arpy3utb ¢anai ¢ KommyTaTopa Ha cepsep.
HaxmunTte <Download>, utobbl 3arpy3uTb daiin ¢ cepsepa ANA NEPEKNOYEHUA.

Mocne ycnewHoit nepegaun danna B Beb-MHTepdelice noaABAAeTCA creayoLas
MHPOPMaLMA, KaK MOKA3aHO Ha PUCYHKE HUKe.

= (by Texas laperial So } rmady for new user
=

in IHAGE - Blmary mode

Puc. 75. CoobweHusa FTP kKnueHma

» B npouecce nepedayu ¢alinos He omkaoyalime rpospammHoe obecrieyeHue
FTP-cepsepa.

> ®@alin eepcuu nNpoe2pammHo20 obecrieyeHUs He AB8AAeMCca MeKCMosbIM
¢atinom, u 08 nepedayu oH 00AMCEH MPUHUMAMb 080UYHbIT cmaHAapm.

Kommymamop pabomaem Kak FTP-cepgep
Mepeiitn [Device Basic Configuration] = [File transmit] > [FTP Service] = [FTP Server

Service] 4na Bxoda Ha CTpaHUuy KoHdurypauumn FTP cepBepa, KaK NMoKasaHO Ha PUCYHKe
HUKe.

FTP Server Service

Close w

[s00 |

Apply

Puc. 76. Hacmpolika FTP cepsepa

e FTP Server state

®opmar: Close / Open.

Mo ymonyaHuto: Close

@yHKUMA: BKAOYEHNE UK OTKAoYeHMe dyHKuumn FTP-cepsepa.
e FTP Timeout

OnanasoH: 5~3600 c
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Mo ymonyanuto: 600 ¢

®YHKLMA: HACTPOWKA BPEMEHWN OXKUAAHUA NoaKAtoveHna K FTP-cepsepy.

OnucaHue: Ecnnm B TeyeHwe Talim-ayTa mexay FTP-cepBepom u KAMEHTOM He
nepenaroTca AaHHble, COeAMHEHME MeXAY HUMW pa3pblBaeTCcA.

HactpoiTe uma nosb3oBaTens 1 Naposib, UCnonb3yemble Ana Bxoaa Ha FTP-cepBep, Kak
NMOKa3aHO Ha PUCYHKE HUXKe.

FTP User Name And Password Setting
User Name(1-100 character) | admin |

Password(1-100 character) | |STEZ |

Swe
Chcd M Dol

Puc. 77. Hacmpolika docmyna k FTP cepsepy

{Username, Password}

OwnanasoH: {1~16 cumsonos, 1~16 cumsosios}

dyHKUMA: HacTpolika umeHu noJsib3oBaTens U napons Ana sxoga Ha FTP-cepsep.
OnucaHue: Koraa KommyTtatop paboTaeT Kak FTP-cepBep, OH MOMKET OAHOBPEMEHHO
NOAK/II0YATLCA K HeCKo/IbKUM FTP-knneHTam.

State

Onumu: Mpocroit TekcT / 3awmndpoBaHHbIN TEKCT

Mo ymonyaHuto: 06bIYHbIN TEKCT

dyHKUMSA: BbibepuTe pernm oTobparkeHus napos.

MNepentn [Myck] - [Bbinonuutb] B Windows. OTobparkaeTca AManoroBoe OKHO
«BbINnonHUTL». BBeguTe «cmd» 1 HaxkmuTe Enter. OTobparkaeTcs cneaytow,asa cTpaHmLa.

Puc. 78. Hacmpolika docmyna k FTP cepsepy

MNyTb nepepaun ¢daiina MoOXHO M3MeHUTb. Bonamte Ha FTP-cepsep, Kak NOKas3aHO Ha

pUCyHKe:
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WHDOWS\swstenil 2\cmd ex

Puc. 79. Hacmpolika docmyna K FTP cepsepy

Mcnonb3yliTe HacTpoeHHOE MMA nosb3oBaTens «admin» 1 naponb «STEZ» gnsa Bxoaa Ha
FTP-cepBep, Kak MOKa3aHO Ha PUCYHKE HUXKe:

W IHDOYES s ystom 3 Homd, ux

Puc. 80. Hacmpolika docmyna k FTP cepsepy

Ucnonb3ylite KOMaHagy «get», uTobbl 3arpy3unTb ¢Gaiin No yKasaHHOMY MYTU Ha KAMEHTE,
KaK NMoKasaHo Ha pucyHKe. BBeauTte KomaHay «get» n Haxkmute Enter. BeeanTe nma daina
Ha KOMMYyTaTOpe 415 3arPy3KU B yaaneHHbI dainn n ums ¢aina, COXpaHEHHOTO Ha KMEHTE,
B JIOKaNbHbIN daiin.

Puc. 81. 3azpy3Ka ¢alina e 1K no FTP

Mcnonb3yiite KOMaHAy «put», 4Tobbl 3arpy3nTb Galin No ykasaHHOMY MyTW B K/IMEHTE Ha
cepBep, KaK MOKa3aHO Ha PUCYHKE HWKe. 3amnycTuTe KomaHay «put» u HaxmuTe Enter.
Beeaute umsa dainna B KOMMyTaToOpe B yaaneHHoOM danne n ums daiina B KIMeHTe, KOTopbIi
6yaeT 3arpyyKeH B IOKaNbHbIN dann.
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Puc. 82. Bolepy3ka ¢patina us 1K no FTP

5.14. KoHourypauma MAC Address

5.14.1. BsepeHue

Korga KommyTaTop nepecbinaer coobueHue, OH MpoBepseT HOMep MNopTa,
cootBeTcTBYOWMIM MAC-agpecy nonyyatens B COOOLIEHUM, B COOTBETCTBUM C Tabamuein MAC-
aapecoB U nepecbliaeT coobuieHne Yepes NopT.

MAC-agpeca genartca Ha ctatndeckme MAC-agpeca n guHammyeckne MAC-agpeca.

Cratnyecknn MAC-agpec HacTpauBaeTcs NOJIb30BaTe/IEM, UMEET HaWBbICWIUIA NpUopUTET
(He pacnpocTpaHseTca Ha guHamuuyeckmit MAC-agpec) n AencTBYeT NOCTOSHHO.

OnHammnueckmin MAC-agpec 3anoOMMHAETCA KOMMYTAaTOPOM B NPOLLECCE MEPECIZIKM KaapoB
JAHHbIX WU BCTYNaeT B CWIYy B TEYEHME OrpaHMYEeHHOro BpemeHun, a Tabanua MAC-agpecoB
perynapHo obHoBnseTca. Korga KoOMmyTaTop nosydYaeT Kaap AaHHbIX, KOTOpbI HeobxoaMmo
nepecnaTtb, OH CHa4yana y3HaeT MAC-agpec UCTOUYHUKA Kagpa AaHHbIX M yCTaHaBMBAET CBA3b C
NPUHMMAIOLWMM NOPTOM, a 3aTem 3anpawmneaeTt Tabamuy MAC-agpecos B cooTBeTcTBumM ¢ MAC-
agpecom nonyyatens. B NPOTUBHOM C/yvyae KOMMYyTaTop nepegaeT Kagp AaHHbIX B CBOEM
COBCTBEHHOM LUMPOKOBELLATENIBHOM AOMEHE.

Bpemsa ycTapeBaHMA OTHOCMTCA K BPeMEHM, Korga AnHammdecknin MAC-aapec aobasnsaerca
B Tabnmuy agpecos. Ecan Kaxgblit NOpT HE NOAYYUT Kagp C UCXOAHbIM agpecom aToro MAC-
agpeca B TeyeHue 1-2 pa3 Mo MCTEYEHUU BPEMEHW CTapeHuA, 3anucb byaeT yaaneHa. us
AWHamMmunueckol Tabnuupl agpecos nepeagpecaumun. Crtatuyeckas Tabavua MAC-agpecoB He
33BUCUT OT BPEMEHM YCTapeBaHUA.

JTa cepuA KOMMYTAaToOpoOB MOXeT HacTpausatb A0 1024 craTMyeckux oaHOaApecHbIX
3anucen.

5.14.2. Beb6 KoHpUrypupoBaHue

JobasneHue cmamuyeckozo MAC-adpeca
MNepeiitn [Device Basic Configuration] = [MAC address table configuration] = [Unicast

Address Configuration] ana Bxoga Ha cTpaHWUUY KOHGUIypaumnmM, Kak NOKa3aHO Ha PUCYHKe
HUKe.
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Unicast MAC Operation
|[EC-DE-12-34-56-78 |

Ethernat1

Add

Puc. 83. flobasneHue cmamuy4eckozo MAC-adpeca

MAC address

dopmart: HH-HH-HH-HH-HH-HH (H — wecTHaguaTepuyHoe 4ncno)

dyHKUMA: HacTpoiKka ogHoagpecHoro MAC-agpeca. Mnagwumii 6ut B nepsom bante
paseH 0.

VLAN ID

Onuuu: Bce co3aaHHble naeHTuduratopbl VLAN.

Mo ymonyanuio: VLAN1

Configuration type

BapwuaHTbl: static / blackhole

Mo ymonyaHuto: static

DyHKUMA: BbIbepuTe TN 3anucu MAC-aapeca.

OnucaHue: CTaTMYECKUI1 O3HAYaeT YCTaHOB/IEHWE COOTBETCTBUA MEXAY Ha3sHa4YeHHbIM
MAC-agpecom n Homepom nopTta uanm maeHtuoumkatopom VLAN. Blackhole ponrkeH
oTOpOCUTL MakKeT, ucxogHbin MAC-agpec KoToporo unm MAC-agpec HasHayeHus
ABNAeTCA HasHavyeHHbIM MAC-agpecom.

Port

Onuuu: BCe MOPTbl KOMMYyTaTOpPA

dyHKUMA: BbIbEpUTE NOPT ANA NePecblIKM NakeToB ¢ 3TUM MAC-agpecom HasHaYeHus.
BblbpaHHbI NOPT A0/KEH HAXOANTLCA B YKasaHHOM ceTh VLAN.

Y0aneHue cmamuveckozo MAC-adpeca

Meperitn [Device Basic Configuration] & [MAC address table configuration] = [Delete

Unicast Address] gns Bxo4a Ha CTpaHULY KOHPUIypaLumm, Kak MOKa3aHO Ha PUCYHKE HUKeE.

Delete Unicast Address

Remowve

Puc. 84. YoaneHue cmamuyveckozo MAC-adpeca

BbibepuTe KpuTepuii ANs  yAaneHua WHOMBMAYyanbHOro agpeca. Ecam  BbiGpaHo

HECKOJIbKO Kputepumnes, X B3aMMOCBA3b ABNAETCA IOTMYECKUM «N».,
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Hacmpolika spemeHu ycmapesaHua MAC-adpeca

Mepeiitn [Device Basic Configuration] = [MAC address table configuration] > [Address
Aging-time] ans BXxoAa Ha CTPaHULY KOHOUIypaLumm, Kak MOKasaHo Ha PUCYHKE HUXKe.

Address Aging-time
bbb 000 sron) | ]

Puc. 85. Hacmpolika epemeHu ycmapesaHus MAC-adpeca

e Aging time
Onana3soH: 10~100000c
Mo ymonyanuto: 300 c
DyHKUMA: YCTaHOBUTE BpeMA yCTapeBaHuUa Ana 3anncn guHammyeckoro MAC-agpeca.
OnucaHue: Korpga Bpema cTapeHusa yctaHosseHo Ha 0, ctapeHue 3anpeleHo. B atom
cnyyae agpec, NoJlyYeHHbI ANHAMUYECKM, HE YCTapeBaeT CO BPEMEHEM.

3anpoc unicast MAC-adpeca

Mepewitn [Device Basic Configuration] = [MAC address table configuration] - [MAC
address query] a4na Bxo4a Ha CTpaHULy KOHOUIYPaLLMK, KaK NOKA3aHO Ha PUCYHKe HUMKE.

Unicast Address Query

Puc. 86. 3anpoc unicast MAC-adpeca

Bbibepute Kputepuit gns unicast 3anpoca MAC-agpeca. Ecnm BbIGpaHO HECKO/IbKO
KpUTepMes, UX B3aMMOCBA3b ABAAeTcA sormveckum «Wx». Hanpumep, ecam  Bbl
3anpawwuBaete unicast agpec nopta Ethernet 1/1, otobparkaeTtca cnefyrowasn cTpaH1ua.

ead mac address table....

[Flan Mac Rddress Type Creator Ports
i 00=-00-00-00-00-01 ETRTIC Usex Ethernetl
00-00-00-00-00-04 ETRATIC User Ethernetl

Puc. 87. OmobpaxceHue pe3ysnbmama unicast 3anpoca
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lMpocmomp 3anuceli MAC adpecos

MNepeiitn [Device Basic Configuration] - [MAC address table configuration] - [Show mac-
address table] gns Bxoga Ha CTpaHMLYy KOHPUIypaLUumM, Kak MOKa3aHO Ha PUCYHKE HUKeE.

Puc. 88. lMpocmomp 3anuceli MAC adpecos

5.15. MHPopmauma 06 obcaykMBaHum n otnagke 6as3osou KoHpUrypauyum

Mpu HacTpoMKe KomMmyTaTopa MOMET noTpeboBaTbCA MNPOBEPKA MNPaBUIbHOCTU

Pas/INYHbIX KOHPUrypaumin ans obecnevyeHus HOPMaJbHOW paboTbl; wWAM  NpU
BO3HWKHOBEHMWN OMNpPeAeNeHHbIX aHOMaAW  MOXKeT noTpeboBaTbCs  NIOKaAM3aLmA
HEeUCNPaBHOCTU. B 3TMx cnydasx Bbl MOMKETe BbINONHUTL Caedylowue onepaunn ana
NPOCMOTPA KOHPUIypaLUKn cuctembl U paboyero CocTosHMA.

Ping

Mepeitn [Device Basic Configuration] - [Basic configuration debug] - [Ping and
Traceroute] gns Bxoga Ha CTPaHMLY KOHOUIypaumm ping, Kak NMoKa3aHO Ha PUCYHKE HUKe.

Ping
[192.168.0.2 |
[Switch |

Puc. 89. KomaHda Ping

e |P address
®opmart: A.B.C.D.
OnucaHue: Beeaute IP-agpec yaaneHHoOro ycTpomncTea.
e Hostname
dnanasoH: 1730 cumBonoB
®PyHKUMA: Ecim conocTaBneHne mexay yaaneHHbIM XOCTOM U IP-aapecom ycTaHOBAEHO,
NpoCTO BBEAMUTE MMA YAANIEHHOIO XOCTa U BbINOHUTE onepauuio Ping.
OnucaHue: KommyTtaTop oTnpasaseT naketbl 3anpocos ICMP Ha yaaneHHoe yCTPOUCTBO
ONA 0OHAPYKEHUA CBA3M MeX Ay KOMMYTAaTOPOM U yAaneHHbIM YCTPONCTBOM.
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Traceroute

Traceroute
[192.168.0.2

[100

Puc. 90. KomaHoa Traceroute

e IP address
®opmar: A.B.C.D.
OnucaHue: Beeaute IP-agpec yaaneHHoOro ycTpoicTea.

e Hostname
Anana3oH: 1730 cumsonoB
®yHKUMA: Ecnn conocTaBneHne mexay yaaneHHbIM XocTom U IP-agpecom yCcTaHOBAEHO,
BaM HYXXHO BBECTM TO/IbKO WMSA YOANIEHHOIO XOCTa ANA BbINOJIHEHMA OMepauuu
Traceroute.

e Hops
Onuuu: 1~255
PyHKUMA: NpoBepKa KOJIMYEeCTBa LWJO30B, 4Yepe3 KOoTopble NPOXOAAT MNaKeTbl OT
OTNPABAAOLLENO YCTPONCTBA K LLe/IEBOMY.

e Timeout
Onuum: 100~10000 mc
®yHKuMA: HacTpoika Talm-ayta. Ecnm oTnpasasiowee YyCTPOWCTBO He nosyyaer
OTBETHbIN MaKeT OT MPUHUMALOLLErO YCTPONCTBA B TEYEHWE ITOFO BPEMEHM, CUMUTAETCA,
YTO CBA3b He yaanachb.

Mpocmomp cucmemHol 0amesi U 8pemeHu.

KommyTaTtopbl 31O cepun noagep:kmeatot  RTC. [laxke nuTaHWe OTKOYEHO,
XPOHOMETPAXK NPOAO/IKAETCA.

Mepeitun [Device Basic Configuration] = [Basic configuration debug] - [show clock] ana
BXOA4a Ha CTpaHULy MHGOPMALLMM, KaK MOKA3aHO Ha PUCYHKE HUXKeE.

Current time is WED
Current timezone

Mpocmomp uHgpopmayuto o alinax Ha flash

Mepeitu [Device Basic Configuration] = [Basic configuration debug] - [show flash] gns
BXOJa Ha CTpaHuLy MHPOPMaLMM, KaK NOKa3aHO Ha PUCYHKE HUXKeE.
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log

zzl.cky

osapp.bin * #

edrlogi. o=t
edrlog3. tHt
edrlogd. tut
427 bytes rea_key
2368 bytes edrlogs. trt
1 bytes edrLoglum. txt

BSEB bytes edrlogl. tTxt

313121 bytes log/buf.log
1048840 mytes logfsyslocal. log
312785 bytes log/systemlog. log
3238 bytes logfalarmlog.leg

Puc. 91. lMpocmomp uHgopmayuto o ¢alinax Ha flash

lpocmomp UHgpopMayuu o KoHguaypayuu: running-config

Mepeittn [Device Basic Configuration] = [Basic configuration debug] - [show running-
config] ana Bxopa Ha cTpaHULy MHPOPMALLMK, KaK NOKA3aHO Ha PUCYHKE HUMKeE.

[ nformafionDisplay |

[Current configuration:
1
hostnamse SWITCH
user zdd admin level admin service conscle telnet ssh
el authen-type password *#***% pudvalidtime 2184
lputhentication-retries 3 unauth-locked-times 3
clock timezone add 04:00
I
ip ftp admin password 0 123 userpath syaffsz/
ftp-server enzble

authenticaticon dotlx leocal
authentication telmet login local
authentication wek login local
authenticatioen ssh login local

1

1

Flan 1
vlan 1

I

[nterface Ethernetl

|
lldp enable

Puc. 92. [Mpocmomp uHopmayuu o KoHgpuaypayuu

lMpocmomp uHgopmayuu o nopme

Mepeittn [Device Basic Configuration] = [Basic configuration debug] - [show switchport
interface] ans BxoAa Ha cTpaHWULYy MHPOPMALMK, KaK NOKA3aHO HA PUCYHKE HUKeE.

I |
Reset Apply

Tyvpe :Universal
de :Reocess

Puc. 93. [Tpocmomp uHghopmayuu o nopme

Type

Onucanue: Tn VLAN.
Mode

OnucaHue: pexum nopra.
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e PortVID
Onucanue: nopt PVID

lMpocmomp cocmosHusa TCP-coeduHeHuUsA

Mepewitn [Device Basic Configuration] = [Basic configuration debug] - [show tcp] gns
BXO/Za Ha CTpaHuLy MHPOPMALMUK, KaK MOKA3aHO Ha PUCYHKE HUXKe.

State
ESTRELIZH

R el

BAORD BOOBD RDORX ORI BN B ORXORYRD

3

WD ED DD OO0 00D O 0o
L

Puc. 94. Mpocmomp cocmosaHus TCP-coeOuHeHus

e Local Address
OnucaHue: yKasblBaeT I0KaAbHbIN agpec TCP-coeanHeHUs.
e Local Port
OnucaHue: yKasbiBaeT Homep NoKanbHoro nopta TCP-coegmMHeHuA.
e Foreign Address
OnucaHuMe: yKa3blBaeT agpec Ha gpyrom KoHue TCP-coegmuHeHUA.
e Foreign Port
OnucaHuMe: yKa3blBaeT HOMep NopTa Ha APYrom KoHue coeanHeHuma TCP.
e State
OnwucaHue: yKa3sbiBaeT Tekywmin ctatyc TCP-coegmMHeHuMs.

lpocmomp cocmosHus UDP-coeduHeHus

Mepewitn [Device Basic Configuration] - [Basic configuration debug] = [show udp] gns
BXOJ4a Ha CTpaHuLy MHGOpMaLMK, KaK MOKa3aHO Ha PUCYHKE HUXKeE.

1hddress
0.0

Puc. 95. [Tpocmomp cocmosHus UDP-coeduHeHus

e Local Address

OnucaHue: yKasblBaeT I0KaNbHbIN agpec UDP-coeanHeHus.
e Local Port

OnucaHue: ykasbiBaeT HOMep JIoKanbHoro nopta UDP-coeanHeHuA.
o Foreign Address

OnucaHue: yKasbiBaeT agpec Ha Apyrom KoHue UDP-coeguHeHua.
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e Foreign Port

OnuncaHuMe: yKasblBaeT HOMepP NOpTa Ha APYrom KoHue coegmHeHna UDP.
e State

OnucaHue: yKasblBaeT Tekywmi ctatyc UDP-coegmHeHus.

lpocmomp uHgpopmayuu 06 oHnaliH Telnet none3zosamensx

MNepeitn [Device Basic Configuration] = [Basic configuration debug] - [Show Telnet
Login] ans Bxoga Ha CTpaHMLy MHPOPMALLMK, KaK NOKA3aHO Ha PUCYHKE HUMKeE.

Information Display
Current connected session number: 2
The maximum number of connections is limiced to: 3
Mlz. HName Lavel Login Ruthen ID Rddress
Tims(min)
1 admin admin telnet local
152.1€8.0.74 8]

Puc. 96. lMpocmomp uHgopmayuu 06 oHnaliH Telnet nonbzosamensax

6. PacwumpeHHaa KoHoUrypaumsa
6.1. ARP KoH}urypaumsa

6.1.1. BeepeHue

Address Resolution Protocol (ARP, npoTokon paspeleHnsa aApecoB) paspellaer
conoctasneHve mexay IP-agpecamm u MAC-agpecamu C NOMOLLbIO MexaHM3ma 3anpoca u
oTeBeTa agpeca. KommyTtaTtop MOXKeT y3HaTb conocTasneHne mexay IP-agpecamm n MAC-
agpecamun Apyrmx XOCTOB B TOM e cermeHte cetu. OH Takxke nopaepuBaer CTaTuyeckue
3anuncu ARP gnAa onpegenenuna cootseTcTama mexay IP-agpecamn n MAC-agpecamm.

OunHamnyeckune 3anmcm ARP nepuopgmyeckn yctapesatoT, obecneunBas COracoOBaHHOCTb
mexay 3anucamm ARP un  daKtuueckumu npunoxeHnamu. KommyTtatopbl 3TOM cepumn
06ecneyunBaloT He TONbKO GYHKLMI0O KOMMYTaUMKM YPOBHA 2, HO U dyHKLMIo ARP ans paspelueHns
IP-appecoB ApyrMx XoctoB B TOM e cermeHTe cetu, obecneumsaa cBasb mexay NMS u
ynpasasembiMn XOCTaMW.

6.1.2. OnucaHue

3anucu ARP penatca Ha AMHAMUYECKME W cTaTudeckue. [duHamuyeckue 3anucu
reHepupyloTca M NoaJepXKMBaoTCa Ha ocHoBe 0bmeHa nakeTamu ARP. [luHamuuyeckume 3anucu
MOTyT ycTapeBaTb, OOHOBAATLCA HOBbIM MakeTom ARP maM nepesanucbiBaTbCA CTAaTUYECKOM
3anucbio ARP. CTaTMyeckme 3anNncK HACTPaAMBatOTCA, NOAAEPKUBAOTCA BPYUHYIO U HUKOrAa He
YCTapeBaloT, W He nMepe3anucbiBaloTca AMHamMMyeckumn 3anucamm  ARP.  KommyTtaTop
nogaeprkmeaeT go 8192 sanuceit ARP. Korga konunyectso 3anuceit ARP npeBsbiwaeTt 8192, HoBble
3anuMcy aBTOMaTMUYECKM Nepe3anncbiBatoT CTapble ANHAMUYECKUe.
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6.1.3. Proxy-ARP

Ecan 3anpoc ARP oTnpaBnseTcs € XOCTa Ha APYroM XOCT, KOTOPbIM HAaXoAUTCA B TOM e
CEeTeBOM CErMEHTE, HO B ApYroi puUsn4ecKom ceTu, W3, HaXoAALMNCS B MPAMOM COeANHEHUM
C XOCTOM-UCTOYHUKOM U C GYHKLMEN NPOKCU-ARP, MOXKET OTBETUTL Ha 3TO coobLLEHME 3anpoca.
OTOT Npouecc HasbiBaeTcAa NPoKcn-ARP.

Mpouecc npokcn-ARP BbIrnaguT cnegytowmm obpasom:

»  XOCT-UCTOYHMK oTnpasaseT 3anpoc ARP Ha Apyroi XocT B Apyron ¢p1snyeckom cetu.

»  ®yHKuma proxy ARP Ha atom uHTepdeiice VLAN 6bina BKAOYEHA Ha W/O3Ee B NPAMOM
COeAMHEHUN C XOCTOM-UCTOYHUKOM.

» Ecnv HOpManbHbIA MapLUPYT K LLeAeBOMYy XOCTY CyLLeCcTBYET, LU/03 OTBEYaeT CBOMM
cobcTBeHHbIM MAC-agpecom Ana LueneBoro XocTa.

> IP-naKkeTbl, OTNpaB/iieHHble C UCXOAHOIO y31a Ha y3en HasHa4dyeHua, OTNPaBAAlOTCA Ha
YCTPOMCTBO C BK/IIOYEHHbIM NMPOKCcU-ARP.

> LWnto3 BbiNoAHAET 06bIYHYIO IP-MapLIpyTU3aLMIO U NEePechINKY NaKkeTos.

> |IP-nakeTbl, KOTOpble A0/MKHbI 6biTb OTMPaBAeHbl Ha Yy3e/l Ha3HadyeHua, HaKoHel,
[OCTUIaloT Y313 Ha3HaYeHMA Yepes CeTb.

MpoKkcu He ebinoaHaemca 044 3anpocoe ARP, coomeemcmeyowjux mapwpymusayuu o
YMOAYAHUIO.

6.1.4. Beb KoHpuUrypupoBaHue

Jlobasume unu yoaaume cmamu4eckyto 3anuce ARP

Mepewitn [Device Advanced Configuration] = [ARP configuration] - [ARP configuration]
ANA BXOAa Ha cTpaHuLy MHpopmaummn o ARP, KaK NOKa3aHO Ha PUCYHKE HUXKeE.

ARP Configuration
[192.168.0.23 |

[00-00-00-00-00-01 |

Apply

Puc. 97. flobasums uau yoaanumes cmamu4eckyro 3anuce ARP

e |P address
®opmaT: A.B.C.D.
dyHKUMA: HacTpoiika IP-agpeca ctatndeckoi 3anucu ARP.
e MAC address
®opmart: HH-HH-HH-HH-HH-HH (H — wectHaguatepuyHoe 4mcno)
dyHKumA: Hactpoiika MAC-aapeca ctaTuyeckol 3anmcu ARP.
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e Operation type

Onuuu: add / del

Mo ymonyaHuto: add

PyHKUMA: f06aBUTb MAM yaanuTb 3anmcb ARP.
e L3 interface

Onuuu: Bce co3aaHHble nHTepdencol VLAN ypoBHA 3.

Mo ymonyanuio: VLAN1

®dyHKumA: BblbepuTe nHTepdeiic VLAN ypoBHsa 3 ana Tekyuien 3anmncm ARP.
e Ethernet Port

Onuuu: Bce NOpTbl B HasHa4YeHHoM VLAN

®yHKLMA: BbIGEPUTE BbIXOA, COOTBETCTBYHOLLMIA TEKYLLLEM 3anucu ARP.

IP-adpec, cea3zaHHbIll co cmamuyeckol 3anuceto ARP, He moxem 6bimb [P-adpecom
Kommymamopa.

K 00Homy MAC-adpecy moxcHo npuseazame pasHsele IP-adpeca.

B VLAN 3anucb ARP moxtem coomeemcmeosamb mMosbKo 00HOMY Topmy fepecbisnKu.

Kak npasusno, Kommymamop aemomamuyecKku 3anomuHaem 3arnucu ARP 6e3 eMewiamesnscmea
admuHUCMpamopa.

lMpocmomp 3anuceli adpecos ARP

MNepentn [Device Advanced Configuration] = [ARP configuration] = [Show ARP] ans
BXOJ4a Ha cTpaHuuy nHdopmaumm o ARP, Kak NOKa3aHO Ha PUCYHKE HUXKe.

ARP List
age 1
192.168.0.23 00-00-00-00-00-01 Vlan1 static
| 192.168.0.74 | 68-84-Te-96-44-4f | Vlan1 | dynamic |

Puc. 98. lMpocmomp 3anuceli adpecos ARP

e ARPlist
Moptdonuno: {IP-agpec, MAC-agpec, nHtepderic L3, nopt Ethernet, Tun}
®yHKLMA: npocmoTp 3anuceii ARP.
OnucaHue: Cnncok ARP noKasbiBaeT Bce 3anucu ARP, cooTeeTcTBytowwme noptam LinkUp,
BK/1I0YAA CTaTUYeCKMe 3aNnCu U JUHAMUNYECKME 3amnncK.

OyucmkKa Kawa ARP

MNepeiitn [Device Advanced Configuration] - [ARP configuration] = [Clear ARP cache]
ONA O4YNCTKM Kawa ARP, KaK MOKa3aHO Ha PUCYHKe HMXKe.

Clear ARP Cache
Apply
Puc. 99. O4yucmka kawa ARP
Haxmunte <Apply>, 4To6bl OUNCTUTL AUHAMUYecKue 3anmcu ARP B Kawle.
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BknroueHue npokcu-ARP

Mepeitn [Device Advanced Configuration] = [ARP configuration] - [Proxy ARP
configuration] ans KoHpUrypuposaHua Kewa ARP, Kak NOKa3aHO Ha PUCYHKe HUMKE.

Enable Proxy ARP

(Vlniv] |
[ Aovly [l Dt |

Puc. 100. BknroyeHue npokcu-ARP

e VLAN interface
®dyHKumA: BblbepuTe 3-yposHeBbii MHTepdelic VLAN gna BrkaoveHMA NpoKkcn-ARP.

6.1.5. Mpumep TMNOBOM KOHPUrypaLumn

Kak nokasaHo Ha puc Huxke, PC1, PC2 1 PC3 npuHagnexkaT xoctam B O4HOM CermeHTe CeTu
M npuHagnexart K pasHbim noacetam VLANL, VLAN2 1 VLAN4 cooTBETCTBEHHO.

PC1
192 166.0.11/22

«

W

VLANT: 192.168.0.2724
WLANG: 192 168 2 2124

SWITCH1 SWITCHZ

WLANG: 192.168.2.4/24

168.1.2/24 WLAN4: 19216834724

PC2 PC3
192.168.1,3/22 192 168.3.3/22

Puc. 101. lpumep KoHguzypayuu

WLAMNZ: 19

@

PC1 nepepaet 3anpoc ARP ansa 3anpoca MAC-agpecos PC2 n PC3.

e Koraa ¢yHKumMA npoKen-ARP nHtepoderica VLANL kommyTtatopa SWITCH1 He BKAtoyeHa,
NOCKO/IbKY OHM HaxoaATcA B pasHbiX VLAN, 3anpoc ARP He moxeT goctnub PC2 n PC3, u
[AB€E CTOPOHbI HE MOTYT 0O6MEHNBATbCA AAHHbIMU;

o Korga ¢yHKUMA npoKcn-ARP nHtepdeica VLANL gna SWITCH1 skatoyeHa, nocse Toro,
Kak nHtepdeic VLANL nonyumt 3anpoc ARP, oH 06HapyKKUT, 4TO CyLLecTBYEeT MapLpyT K
PC2 n PC3, nytem noucka 3anucei B Tabnuue maplipytusaummn, 3atem SWITCH1
ncnonbsyet MAC-agpec nutepdeiica VLANL. ana otnpaBKu oTBeTHoro coobueHuns ARP
(oTBeT UcxoaHbIl IP-agpec B coobuieHnn sasnsetca IP-agpecom PC2 u PC3). Mocne Toro
Kak PC1 nony4aeT oTBeTHOe coobuleHue, oH co3aaet 3anucb ARP, a nocneaytouipe IP-
coobuieHus, otnpasnsembie ¢ PC1 Ha PC2 u PC3, otnpaBnstotca Ha uHTepdeic VLANL
KommyTatopa SWITCH1, a 3atem nepecbinatotca Kommytatopom SWITCHI.
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6.2.Layer 3 koHdUrypauma nutepdeiica

6.2.1. NMpocmoTp IP agpeca KommyTaTopa

Boiiante B CLI KommyTaTOpa 4Yyepes KOHCOJ/IbHbIA MOPT. 3anycTuTe KomaHay enable B
obuwem Bmae, 4Tobbl BOMTU B MPUBUAETMPOBAHHbIN BMA. 3anycTuTe KomaHay show interface vlan
1, uTobbl NpocmoTpeTb IP-agpec KOMMYTaTOpa, KaK MOKa3aHO B KPAaCHOM Kpyre Ha PUCYHKe

HUXe.

& 192.168.0.1 - PuTTY

how interf

up, line pro

0 ignored

0 underruns

Puc. 102. lMpocmomp IP adpeca Kommymamopa

6.2.2. KoHdurypuposaHue IP agpeca
Co3daiime uHmepgpelic VLAN yposHs 3

Xoctbl B pasHbix VLAN He MoryT B3auMMOAENCTBOBATb Apyr € Apyrom. MUx
KOMMYHUKaLMOHHbIE MaKeTbl AO/XKHbI NepecbiNnaTbCa MapwpyTU3aToOpomM UAM KOMMYTaTOPOM
ypoBHA 3 yepe3 uHtepodenc VLAN.

KommyTaTopsbl 3TON cepun nogaep:kueatotT nHTepodeiicol VLAN, KOTOpble NpeacTaBaatoT
coboi BMpTyasbHble UHTepdelicbl ypoBHA 3, UCNOAb3yemble A1A OBMeHa AaHHbIMU Mexay
VLAN. Bbl morkeTe co3gaTb oguH nHtepdeiic VLAN ana kaxxkgon VLAN. NHTepdeinc ncnonbayetca
ONA nepecblikK NakeTos yposHA 3 noptos B VLAN.

MNeperignTte B aepesBo Hasurauuu [Device Advanced Configuration] = [L3 Interface

Configuration] - [Add Interface VLAN], uto6bl BOITM B MHTepdeic co3gaHus nHtepdeica VLAN,
KaK MoKa3aHo Ha pwuc. 103.
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Add Interface VLAN

| | ]
[ Reset il Add_Ji Del |

Vian1

Puc. 103. Co30alime uHmepdgpetic VLAN yposHs 3

¢ InterfacevlanID
Onuuu: Bce co3gaHHble Homepa VLAN.
dyHKLMA: co3aaHme nHTepdeiica VLAN ypoBHs 3.

Kommymamop noddeprusaem makcumym 128 unmepgpelicos VLAN yposHs 3.

Meped cozoaHuem uHmepdgpelica VLAN ybedumecs 8 Hanudyuu coomeemcmeaytouseli VLAN. Ecau
VLAN He cyuwjecmayem, ee uHmepgpelic VLAN He moxcem 66imb cO30aH.

Bbi He moxeme yoaaumes uHmepgelic VLAN, coomeemcmsyrowuli IP-adpec Komopozo
ucnone3yemca 044 0ocmyna K Kommymamopy yepe3 web.

Py4yHas Hacmpolika IP address
Mepewitn [Device Advanced Configuration] = [L3 interface configuration] - [Allocate IP
address for L3 port] ana pyyHoro HasHayeHua IP Address ana L3 uHtepdelica, Kak NoOKasaHo

Ha PUCYHKE HUXKE.

““Allocate IP Address For L3 Port m

Note: before deleting primary IP,you should remove secondary IP first,make sure the IP address and network mask are both valid

L3 Port IP Configuration
|Vlan1 vl 0.0.0.0 IU.U.U.O I no shutdown v| primary v

rdd [l Dol

Vlan1

192.168.0.1 255.255.255.0 (Primary)

Puc. 104. PyyHaa Hacmpolika IP address

e IP Address
dopmart KoHdurypaumm: A.B.C.D.
dyHKUMA: HacTporite IP-agpec gns ykasaHHoro nHtepdeiica VLAN ypoBHsa 3.
e Subnet mask
MackKa nogceTtu npeacrasaseT cobon umcno gamHom 32 6uTa, cocTosLee M3 CTPOKN 1 1
cTpoKkn 0. «1» COOTBETCTBYET MOJAM HOMEpPA CETM U NOAAM HOMepa noacetu, a «0»
COOTBETCTBYET NoNsiM HoMepa xocTa. OBbIYHO OH HAacTpoeH Kak 255.255.255.0.
e Status
Onuwmun: no shutdown / shutdown
Mo ymonyaHuto: no shutdown
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dyHKUMA: HacTpolKa cocToaHma uHtepderica VLAN ypoBHa 3.
OnucaHue: 6e3 BblKAOYEeHUA: OTKpbiBaeT MHTepdpenc VLAN yposHsA 3. 3aBeplueHue
paboTbl: 3aKkpbiBaeT nHTepdenc VLAN ypoBHs 3.

e Type
Onuuu: secondary / primary
Mo ymonyaHuto: primary
®yHKUMA: B 0o4HOM M TOM }Ke NOPTY MOXKHO YCTaHOBUTbL 6osiee AByX IP-agpecoB pasHbix
CeTeBbIX CETMEHTOB A/1A pPeasin3aumm CBA3M MeXAy pa3HbIMU CEeTEBbIMU CETMEHTAaMU B
OAHOM W TOM Ke JNOoKanbHOM ceTu. Kak npaBuao, MNOCKO/IbKY CEermMmeHTa CceTu
NONb30BATE 0 HEAOCTAaTOYHO, MOYKHO MCNONb30BATb 3TOT METOA.
OnucaHue: BTOpUYHbIN IP-aapec MOXeT pewwnTb Npobaemy arperaumnm mapLipytTmsaumm
B8 RIP v1. Ero mo»Ho ncnonb3osatb ana NAT, nocne npeobpasoBaHMa OH He ABAAETCA
aapecom NpPAMOro NoAKAYEHUA MmapLupyTusaTopa.
Haxkmute <Add>, uto6bl HacTpouTb IP-aapec ana nHtepdeica VLAN; Haxkmute <Del>,
yTobbI YAANUTL TEKYLWMI IP-agpec, Bbl AO/IXKHbI CHavyana yaaanTb AONOAHUTENbHbIN |P-
afpec, npexae Yem yaansatb OCHOBHOW IP-agpec; HaxmuTe <Update>, utobbl UISMEHUTD
ocHoBHoM IP-agpec uHTepdeiica VLAN.

Kaxdbili uHmepgpetic VLAN yposHs 3 noddeprcusaem maxkcumym 32 IP-adpeca.

Ansa kaxncdozo unmepgpelica VLAN moxHo Hacmpoume IP-adpeca 00Ho20 U moz20o e ceameHma
cemu usau pasHelx ceaMeHmos cemu.

IP-adpeca pasHeix ceameHmMo8 cemu 00aMCHbI Bbimb HACMPOeHbl 0418 Pa3HbIX UuHMepgelicos
VLAN.

BapuaHmei npuceoeHus IP adpeca

MNepeiitn [Device Advanced Configuration] = [L3 interface configuration] = [L3 Port IP
Address Mode Configuration] gna HasHauyeHus IP Address ana L3 wHTepdeica, Kak
NMOKa3aHO Ha PUCYHKE HUKe.

L3 Port IP Mode
Por
IP Mode Specify IP w
Apply

Puc. 105. BapuaHmel npucsoeHus IP adpeca

e Interface
Onumu: Bce co3aaHHble MHTepdericbl VLAN ypoBHa 3.
Mo ymonyanuio: VLANL.

e IP Mode
Onuuu: bootp-client / dhcp-client / Specify IP
Mo ymonuaHutio: Specify IP
dyHKUMA: BbibepuTe pexknm nonydyeHums IP-aapeca.
OnucaHue: YKasatb IP-agpec — HacTpouTb IP-aapec BpyyHyto; bootp-client / dhcp-client
3aK/Il0YAETCA B TOM, YTO KOMMYTaTOp aBToMaTMyecku noaydaet IP-agpec yepes DHCP /
BOOTP. B cetn gosnkeH 6biTb cepsep DHCP / BOOTP ana HasHadeHusa IP-agpecos
KNUEeHTaM.
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6.3.SNMPv2c

6.3.1. BeepgeHue

MpocToi NpoToKoAn ynpasneHus cetbio (Simple Network Management Protocol - SNMP)
— 3TO CTPYKTYpa, ucnonb3ytowaa TCP/IP ans ynpasneHus ceTeBbiMM ycTponcTteamu. C NOMOoLLbIo
dyHKUMM SNMP agMMHUCTPATOP MOXKET 3anpallimMBaTh MHPOPMaLMIO 06 YCTPONCTBE, USMEHATb
HACTPOMKM MapaMeTpPOB, OTCAEXKMBATb COCTOAHUE YCTPONCTBA M 0OHApYXKMBaTb cOOU B CETU.

6.3.2. Peanusauun

SNMP npuvHUMMaeT pexuMm CTaHuuKM ynpasnaeHus / areHta. Takum obpasom, SNMP
BK/toYaeT B ceba ABa TMNa ceTeBblx 3iemeHToB: NMS U areHT.

» CraHums ynpasneHus ceTbto (NMS) — 3To cTaHUMA, HAa KOTOPOK paboTaeT NPorpammMHbIi
KNMEHT ynpaB/ieHna ceTbio ¢ noagep»kot SNMP. 3To Aapo Ana ceTeBOro ynpasaeHmA
cetbto SNMP.

» AreHT — 23TO npouecc B yNpaBAseMblX CeTeBbiXx ycTpoicTBax. OH MoJsiyyaeT U
obpabaTtbiBaeT nakeTbl 3anpocoB oT NMS. Korga BO3HMKaeT TpeBora, areHT
3abnarospemeHHo coobuiaeT 06 atom B NMS.

NMS sBnsietca meHeakepom cet SNMP, a areHT — ynpas/iseMbIM YCTPOMCTBOM CETU
SNMP. NMS 1 areHTbl 06MeHMBaOTCA NakeTamum ynpasneHus yepes SNMP. SNMP BkatoyaeT B
cebs cnenyolme OCHOBHbIE ONepaLuu:

Get-Request
Get-Response
Get-Next-Request
Set-Request

Trap

YV VVVY

NMS otnpasndaet naketbl Get-Request, Get-Next-Request n Set-Request areHtam agna
3anpoca, HAaCTPOMKM U ynpaBaeHUa nepeMeHHbIMU. [locne Noly4eHnsa 3TUX 3aNpPOCOB areHTbl
oTBeYatoT Nnaketamm Get-Response. Koraa BO3HWKAET TpeBOra, areHT 3apaHee coobuiaet 06 sTom
B8 NMS c nomowbto nakeTa trap.

6.3.3. OnucaHue

KommyTaTtopbl aTo cepum nogaepxusator SNMPv2c n SNMPv3, SNMPv2c coBmecTum ¢
SNMPv1. SNMPv1l ucnonb3yetr community name gna ayteHTudukaumm. Community name
OEeNcTByeT Kak naposib, orpaHuumeaa pgoctyn NMS K areHtam. Ecam community name,
nepeHocumoe naketom SNMP, He noaTBepXKAaeTcA KOMMYTAaTOpOM, 3anpoc 3aBepluaeTca
Heyaa4HO U BO3BpalllaeTcsa cooblieHne 06 owwmnbke.

SNMPv2c TaKk:Ke mMcnonb3yer community name ana ayteHtuomKaumm. OH COBMECTUM C
SNMPv1 1 pacwupseT pyHKumm SNMPv1.

Yto6b1 06ecneunTs cBAsb mexay NMS u areHTom, ux Bepcum SNMP fnonKHbI coBnagathb.
Ha areHTe MO}HO HacTpouTb pasHble Bepcun SNMP, 4TO0bbl OH MOr MCMO/b30BaTb PasHble
BepcUn gna ceasm ¢ pasHoimmn NMS.
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6.3.4. BeegeHue 8 MIB

Noboi ynpasnsemblii pecypc HasbiBaeTca ynpassiaembim 06bekTom. basa ynpasnstoLen
nHoopmauum (Management Information Base - MIB) xpaHUT ynpaBnsemble 06beKTbl. OH
onpeaenseT Mepapxmyeckme OTHOLIEHUA YNpaBasieMblX 0ObEKTOB M aTPUOYTOB 06BEKTOB, TaKMX
KaK MMeHa, paspelleHma Ha AO0CTYyNn U TUNbl SAHHbIX. Y KaXAoro areHta ectb csoa MIB. NMS
MOXeT uutatb / 3anucbiBaTb MIB Ha OCHOBe paspeleHuit. Ha puUCyHKe HUKe MOoKasaHbl
B3ammocsasm mexay NMS, areHtom 1 MIB.

Get/Set requests MIB
3

==

Get responses and Traps
NMS Agent

Puc. 106. Bzaumocssazu mexoy NMS, aeeHmom u MIB

MIB onpeaenser APeBOBUAHYHO CTPYKTYpPY. Y3/bl AepeBa ABAAKOTCA YNpPaBAAeMbIMU
obbekTamu. Kaxablii y3en nmeeT yHUKanbHbI naeHTuduKaTop obbekTa (OID), ykasbiBatowmit
pacrnonoxeHue y3na B cTpykType MIB. Kak nokasaHo Ha pucyHKe HuKe, OID obbekTa A paBeH
1.2.1.1.

Puc. 107. Cmpypkmypa MIB

6.3.5. Be6 KoHpurypupoBaHue

KoHghueypuposaHue SNMPv2

MNepeiitn [Device Advanced Configuration] - [SNMP Configuration] = [SNMP Base
Configuration] ana KoHdurypmposaHna SNMPv2, Kak NOKa3aHO Ha PUCYHKE HUMKeE.
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SNMP Base Configuration
Open

Close w

Open v

Close »

[161

Puc. 108. KoHgpueypuposaHue SNMPv2

e Snmp Agent state

Onuwuu: Enable / Disable

Mo ymonyanuto: Disable

DyHKUMA: BKAOUYUTL / OTKAOUNTL SNMIP,
e V1/V2C/V3 state

Onuwuun: Enable / Disable

PyHKLMA: BbIbepuTe Bepcnto SNMP.
e Request Port

[OnanasoH: 1765535

Mo ymonyanuto: 161

PyHKLMA: HacTpoiika Homepa nopTa aaa npuema SNMP-3anpocos.

Hacmpolika pexcuma ynpasnaeHus SNMP

MNepeigute B paepeBo Hasuraumm [Device Advanced Configuration] - [SNMP
Configuration] - [SNMP Manager Configuration], u4T06bl BOWNTM B WHTepdelic
KOHoUMrypaumnm SNMP v2, Kak noKkasaHo Ha puc. 109.

SNMP Manager Configuration

public Read Only A Valid »
private [Read And Write v| [Valid |
[Read And Write v | [Invalid |
[Read And Write v | [Invalid |

Puc. 109. Hacmpolika pexcuma ynpasneHus SNMP

e Community
Onana3oH: 4~16 cumso10B
dyHKumA: HacTpoika coobliecTtea KOMMYTaTOPOB.
OnuncaHue: NnakeT MOXKEeT Noay4mTb Aoctyn K MIB KommyTaTopa TO/IbKO B TOM C/ly4ae,
ecnm mma coobuiectsa, nepegasaemoe B nakere SNMP, coBnagaeT ¢ 3TOW CTPOKOM
coobuiecTsa.
e Access Permission
BapuaHTbl: Read Only / Read And Write
Mo ymonuaHuto: Read Only
PyHKLMA: HacTporika pexnma goctyna k MIB.
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OnucaHue: Read Only: cunTbiBaeT To01bKO MHGOpMmauuio MIB. Read And Write: uteHune n
3anuncb nHbopmaummn MIB.

e State
BapuaHTbl KOHOUrypaumm: Valid / Invalid
®PyHKUMA: ToNbKO KOoraa KOHPUIypauusa AencTBUTENbHA, CN0BO cO0bLLEeCTBa MOXKET BbITb
ycnewHo HacTpoeHo. Ecan Bbibop HepencTBUTENEH, KOHOUIYPaLUA He ByaeT akTUBHa.

Hacmpolika 6e3onacHsix IP-adpecos
Mepeiitn [Device Advanced Configuration] - [SNMP Configuration] - [IP Address of

SNMP Manager] ans kKoHourypupoBaHua 6esonacHbix IP-agpecoB, Kak MOKasaHo Ha
PUCYHKE HUXKE.

DS, e v

Set IP Address of SNMP Manager

192.165.0.74 Valid »

192.168.0.73 [Valid  ~|
Invalid »

Invalid

[Invalid |

[Tnvalid |

Apply

Puc. 110. Hacmpolika 6e3onacHeix IP-adpecos

e Security IP Check
Onuuu: Enable / Disable
Mo ymonuanuio: Disable
PYHKUMA: BKAOYUTD WAM OTKAOUMTbL MnpoBepKy 6esonacHoctn IP. Ecan nposepKa
6esonacHocTM IP oTKAloyeHa, HeT orpaHuyeHuit Ha IP-agpec NMS, niobas NMS,
NOAKNIOYEHHAA K KOMMYTaTOpy, MOXET MNoAyYuTb A[0CTyn K WHbopmauumn MIB
KommyTaTopa. ocne Toro, Kak nposepKa IP-agpeca 6e3onacHOCTM BK/AOYEHA, BaM
HeobxoaMMO YycTaHOBUTL |P-aapec 6esonacHocTn, M Tosnbko NMS c IP-agpecom
6€30MacHOCTN MOXKET NOAYYUTb ZOCTYN K MHPopmaumm MIB KommyTaTopa.

e IP Address
®opmarT: A.B.C.D.
dyHKUMA: HacTpouTb 6e3onacHbIn IP-aapec NMS.
OnucaHue: Tonbko NMS, yeli IP-agpec cooTseTcTBYeT IP-agpecy 6e30nacHOCTU, MOXKET
noayYntTb [octyn K uHoopmauun MIB KommyTtatopa. Kommytatop nossonset
Ncnonb3oBaTb MakcuMmym 6 IP-aapecos 6e3onacHoct NMS.
Mo3KHO HacTpouTb 40 6 IP-agpecoB meHeaKepa 6e3onacHoOCTU.

e State
BapunaHTbl KOHPUIYpPaLMK: aKTUBHbIN/HEaKTUBHbIIA
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KoHgpueypuposaHue trap

Mepeiitn [Device Advanced Configuration] - [SNMP Configuration] - [TRAP Manager
Configuration] ans KoHdUrypnpoBaHUa trap, Kak NOKa3aHO Ha PUCYHKE HUMKeE.

SNMP TRAP Port Configuration
| SNVP TRAP Port Confguration 65538) 152

TRAP Manager Configuration

vl v

Auth and Message Encrypt hd

TRAP Manaier List

192.168.0.74 v2c
192.168.0.73 vl

Operation successfully!

Puc. 111. KoHghueypuposaHue trap

e TRAP Port
Onuymu: 165535
Mo ymonyanuto: 162
dyHKumA: HacTpoika HoMepa nopTa 418 OTNPaBKK COOBLWEHN- trap.

e Version
Onuwma: V1 /v2C/V3
®dyHKuma: V1 / V2C ykasbiBaeT, YTO KOMMYTaTOp OTnpaBaseT cooblleHus- trap sepcum 1
/ Bepcumn 2C Ha cepsep. V3 yKasblBaeT, YTO KOMMYTaTop OTMNpaBAsfeT Ha cepBep
coobuieHus- trap sepcuu 3. Ecam bl BbibepeTe V1 / V2C, He06X04MMO HaCTPOUTb TO/IbKO
IP-apgpec Ha3HavYeHus.

e Destination IP Address
dopmart: A.B.C.D.
dyHKUMA: HacTpoiika agpeca cepeepa A1A noayyeHua coobuieHuii- trap. Bol moxkeTe
HAaCTPOUTb MAaKCUMYM 8 cepBepoB, TO ecTb 8 3anuceit- trap.

lpocmomp SNMP cmamucmuku

Mepewitu [Device Advanced Configuration] = [SNMP Configuration] = [SNMP Statistics]
ana npocmoTtpa SNMP, Kak NoKasaHO Ha PUCYHKE HUMKe.
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CT=

Incoeming Snmp Packet

Versien Error Snmp Packet

Received Snmp GetNext Packet

Received SET Reguest Packet

Outgoing Snmp Packst

Too_big Error Snmp Packet

Max-Length of Snmp Datagram

Snmp Request for Inexistent MIB Object

Bad_value Error Snmp Packet

General_error Snmp Packet

Transmitting Response Packet

Transmitting TRAP Packet

Nms SET Request Packet

Communitry String Error Snmp Packet

Communitry String Priority Error

o|lolo|o|lo|mo|o|o|Do|nojo|aln

Coding Error Snmp Packet

Puc. 112. lMpocmomp SNMP cmamucmuku

6.3.6. Mpumep TMNOBOM KOHPUrypaLumn

CraHuma ynpasneHus SNMP nopgkniodeHa K KommyTtatopy 4depes Ethernet, IP-agpec

CTaHuMn ynpasneHna — 192.168.0.23, a I|P-agpec KommyTtaTopa

192.168.0.2. NMS

OTC/IEXKMBAET U ynpaBnneT areHTom Yyepe3 SNMPv2c, cuMTbIBAET M 3anMcbiBaeT MHPOpMaLMio 06
y3ne MIB areHTa u akTMBHO oTnpasaseT coobuieHne Trap B8 NMS, Korga areHT BbIXOAUT U3 CTPOA

WM COBEpPLLAET OWNDBKY, Kak NoKasaHo Ha puc. 113.

Agent

192.168.0.2

Puc. 113. lpumep KoHgu2ypayuu

MpoLecc HacTPOKK areHTa:

192.168.0.23

NMS

HacTpoiite 6e3onacHbIn IP-agpec Kak 192.168.0.23, cm. puc. 110;

BKntountb npotokon SNMP u ctaTyc V2C, HacTpouTb NpaBa AOCTYyNa, COOB6LECTBO TO/IbKO
ONs YTeHUs HasbiBaeTcA public, a coobLLecTBO ANA UTEHUA M 3aNMCKU UMEHYeTcA private,
cm. puc. 109;

Bkntounte coctonHme Trap, Bbibepute Bepcuto V2C 1 agpec cepsepa 192.168.0.23, cm.

Ecnn Bbl XOTUTE KOHTPO/IMPOBATb M YNpPaB/ATb COCTOAHMEM areHTa, Bam HeO6XO,CI,MMO

3anycTUTb COOTBETCTBYIOLLLEE NPOrpaMmmHoe obecrneyeHmne Ans ynpasaeHusa Ha ctopoHe NMS.
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6.4.SNMPv3

6.4.1. BeepeHue

SNMPv3 obecneuymBaeT mexaHU3m ayTeHTUMPUKaumMm moaenim 6e3onacHOCTU Ha OCHOBe
nonb3oBateneit (User-Based Security Model - USM). Bbl mo¥KeTe HacTpouTb OGYHKLUK
ayTeHTUdUKaumm 1 wndpoBaHUa. AyTeHTMMKALMUA UCNONb3YETCA A5 NPOBEPKU NOAJANHHOCTH
OTNpaBuTeNa MakeTa, NpeAoTBpalias AOCTYNM HEe3aKOHHbIX nosib3oBatenei. LWudposaHue
ncnonbsyetrca gns wWudpoBaHMA MNaKeToB, nepegaBaemblx mexagy NMS u areHTom, BO
nsbexkaHve nepexsata. PyHKUMM ayTeHTUPUKaAUMM U WKMEPPOBAHUS MOTYT MOBbLICUTb
6e3onacHocTb cBasn mexay SNMP NMS n SNMP-areHTOM.

6.4.2. Peanusauun

SNMPv3 npegoctasaser natb Tabauu, KoHdurypaumu. Kaxkgas Tabavua moxkeT
cogepXatb 16 3anucei. 3T Tabamubl onNpeaensaoT, MOryT M onpeaesieHHble No/b30BaTeNu
noay4yaTtb A0CTYN K MHGopmaummn MIB.

Bbl MoxeTe co34aTb HECKOJIbKO MoJ/ib30BaTenien B Tabauvue nonb3oBatenei. Kaxkapin
Nnosb3oBaTe/b WCMNONb3YeT pasHble MOMUTUKM 6e30MacHOCTM AnsA  ayTeHTMdUKauMn U
WwndposaHums.

lpynnoBas Tabanua — 3TO COBOKYMHOCTb HECKOJIbKMX Moab3oBaTenei. B Tabauvue rpynn
npaea AOCTyna onpeaenAlTcA Ha OCHOBE rpynn Mosib3oBaTenen. Bce nmonb3osatenu rpynnbl
WMEIOT NpaBa rpynnol.

Tabnnua KOHTEeKCTa WAEHTUDULMPYET CTPOKM, KOTOpble MOryT ObiTb NpPOYMTAHbI
Nnosb30BaTeNs MM, HE3AaBUCUMO OT MmoJenen 6esonacHoCcTu.

Tabnuua npeactaBneHMA OTHOCUMTCA K MHboOpmauuun npeactasnenma MIB, Kotopas
onpeaenset nHbopmaumio MIB, K KoTopon moryT obpaluaTbcs nosb3osatenu. MNpeacraBneHme
MIB moxKeT cofepykaTb BCe y3/bl onpeaeneHHoro nogaepesa MIB (1. e. nosb3oBatenam
paspelleH A0CTyn KO BCeM y3fnam noggepesa MIB) nam He comep)aTb HUM OAHOrO U3 y3/10B
onpeaeneHHoro noaaepesa MIB (1. e. y3en nogaepesa MIB).

Bbl morkeTe onpegenntb npasBa goctyna MIB B Tabanue foctyna no MMeHW rpynnbl,
MMEHWN KOHTEKCTa, MoAeiM 6e30NacHOCTU U YPOBHIO 6e30MacHOCTM.
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6.4.3. Beb KoHpurypupoBaHue

Hacmpolika mabauysi nonezosameneli

Mepeiitn [Device Advanced Configuration] = [SNMP Configuration] > [V3 User Table
Configuration] gns KoHoUrypaumm nonbsosatenei gns V3, Kak NOKa3aHO Ha PUCYHKE HUMKE.

V3 User Table Configuration

| |
NONE v

V3 User Table List

1 active| at111 HMAC-MD5 . CBC-DES e
2 |active| h2222 HMAC-MD5 . CBC-DES e

Puc. 114. Hacmpolika mabauubl nosszosamerel

e User Name
Anana3oH: 4716 cumso0B
®dyHKumAa: Co3aaTb UMA NONb30BaATENA.
e Authentication protocol
Onuuun: NONE / HMAC-MDS5 / HMAC-SHA
Mo ymonyanuto: NONE
PyHKLMA: BbIOOP anropntma ayTeHTUPUKaumm.
e Authentication password
Onana3oH: 4~16 cumBon0B
®yHKumA: Co34aTb Naposib ayTeHTUUKaUUK.
e Privacy protocol
Onuuun: NONE / HMAC-DES
Mo ymonyanuto: NONE
dyHKUMA: BbIOEpUTE NPOTOKON WNPPOBAHMA NAKETOB.
e Privacy password
Anana3oH: 4716 cumBonoB
dyHKUMA: co3gaHme naponsa ana WwndpoBaHMA NAKETOB.
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Hacmpoume epynnosyto mabauyy

Mepeiitn [Device Advanced Configuration] - [SNMP Configuration] = [V3 Group Table
Configuration] ana KoHburypauum rpynn gas V3, Kak NOKa3aHO Ha PUCYHKE HUMKE.

V3 User Table Configuration

NONE b
NOMNE  ~

V3 User Table List

active| at111 HMAC-MD5 e CBC-DES b

2 |active| b2222 HMAC-MD5 e CBC-DES N

Puc. 115. Hacmpoume 2pynnosyto mabauyy

e Group Name
[OnanasoH: 4716 cumsonos
PyHKLMA: HacTpoKa MMeHU rpynnosoi Tabaumubl.

e Security Name
[unanasoH: Bce cyLecTByoLWMe MMeHa nosib3oBaTtenen, 4~16 cumsosoB.
®yHKumA: HacTtpoika nmeHn 6esonacHocTn. Mma 6€30MacHOCTM A0MKHO COBMAAaTh €
MMeHeM M0Nb30BaTeNA B NO/Mb30BaTeNbCKOM Tabauue. MNonb3oBaTenn ¢ 04MHAKOBbIM
MMEHeM rpynnbl NPUHAANEXaT K O4HON rpynne.

e Security Model
Mo ymonyanuio: SNMPv3
OnucaHme: SNMPv3 yKasbiBaeT, 4TO NpuHATa Mmogenb 6e30nacHOCTM Ha OCHoBe
nonb3sosatenen (USM). B HacTosiLee Bpems 3HaYeHUe A0KHO 6biTb SNMPV3.

Hacmpolika KoHmexkcmHol mabauybl

Mepeitn [Device Advanced Configuration] - [SNMP Configuration] - [V3 Context Table
Configuration] gn1s KOHPUIypaUMM KOHTEKCTHOM TabanLbl 41A V3, KaK NOKa3aHo Ha PUCYHKe
HUKe.

V3 Context Table Configuration

| ]

V3 Context Table List

1 default empty context
2 context

Puc. 116. Hacmpolika koHmeKkcmHol mabauysi
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e Context Name
JduanasoH: 4~16 cumBonoB
@DYHKLMA: HACTPOUTb UMA KOHTEKCTA.
OnucaHne: Uma nepBOro KOHTEKCTa A0KHO 6bITb MYCTbIM.

Hacmpolika mabauysi npocmompa
MNepewtn [Device Advanced Configuration] > [SNMP Configuration] - [V3 View Table
Configuration] ana koHdUrypaunmn Tabanubl npocmoTpa Ana V3, Kak NoKasaHOo Ha PUCYHKe

HUXxe.

V3 View Table Configuration

V3 Groui Table List

1 view included 13612111 Ooxcfd, Doeff, 0. Qoxff
2 view?2 excluded 13612111 Doxcfd, 0t 0xff. Qe ff
3 view-no excluded 1 Oxcfd, 0ucff, 0xff. Qe ff
4 view-all included 1 Dxfd, D, Dxff. Qxff

Puc. 117. Hacmpolika mabauybl npocmompa

e View Name
Anana3oH: 4716 cumso0B
dyHKUuMA: HacTpoiKka UMeHM nNpeacTaBaeHus.
o Type
Onuuu: included / excluded
Mo ymonyaHuto: included
®dyHKumA: Included yKkasbiBaeT, YTo TeKyLLLee NpeACcTaB/eHME BKAOYAET BCe Y3/1bl AepeBa
MIB. Excluded yka3blBaeT, 4To TeKyLLee NpeacTaB/eHne He BKAOYaeT y3/bl gepesa MIB.
e oid-tree
®dyHKumaA: MIB-gepeso, ob6o3HayeHHoe OID KopHeBoro y3na aepesa.
e Mask
®dyHKumA: Macka gepesa MIB. Oid-gepeBo U macKka BmecTe onpeaensaoT MHGopmaLmio
06 y3ne MIB Tekyuiero npeacraBsieHuns. Hanpumep, Ha pUCYHKe UMS NpencTaBieHus
«viewl» MOMeT WuMeTb [AOCTYNn TOAbKO K WHbopmaumm y3na 1.3.6.1.2.1.1.1,
1.3.6.1.2.1.2.1,13.6.1.2.1.3.11 1.3.6.1. 2.1.4.1... 1.3.6.1.2.1.n.1.

KoHgpueypuposaHue mabauysl docmyna
Mepewitn [Device Advanced Configuration] - [SNMP Configuration] = [V3 Access Table

Configuration] gnsa koHdurypaumm Tabnuubl goctyna ana V3, Kak NOKasaHO Ha PUCYHKe
HUKe.
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V3 Access Table Configuration

| |
| )

=M V3

=

Apply

V3 Access Table List

group context prefix SNMP V3 |NeAuthMoPriv|  viewl view view1

Puc. 118. KoHghueypuposaHue mabauybl docmyna

Group Name

[dnanasoH: Bce cywecTayowme nmeHa rpynn, 4~16 cumsonos

PyHKUMA: Mosb3oBaTeNn B rpynne MMetoT OAMHAKOBble NpaBa A4oCTyna.

Context Prefix

[nanasoH: Bce cyLecTBytolWmne UMeHa KOHTeKCToB, 4716 cumeonios

@DYHKLMA: HACTPOUTb UMA KOHTEKCTa. Ma rpynnbl U UMA KOHTEKCTa BMecTe onpeaenatoT
npaBa AocTyna rpynnbl. [OCKONbKY MepBOe MMA KOHTEKCTa B Tabauue KOHTEKCTOB
O0/MKHO BbITb MYCTbIM, NPEPUKC KOHTEKCTA MOXKET BbITb MYCTbIM.

Context Match

Onuwmn: exact / prefix

Mo ymonyaHutio: exact

®PyHKUMA: BbIbEpUTE PEXMM COOTBETCTBMA MMEHW KOHTeKCTa. Exact ykasbiBaeT, 4yTo
3HayeHMe npedurKca KOHTEKCTa OO/MKHO COBMajaTb C MMEHEM KOHTeKcTa. lpeduKkc
YKa3blBaeT, YTO 3HayYeHWe npeduKca KOHTEKCTA AOJIKHO COBNagaTtb ¢ nepsbimu 4-16
CMMBOJIaMW MMEHW KOHTEKCTa. B 3TOom cnyyae mMmeHa KOHTEKCTOB C OAMHAKOBbIM
npeduKcom MMetoT 0ANHAKOBbIE NpPaBa AoCTyna.

Security Model

Mo ymonyanuio: SNMP sepcuun 3.

OnucaHme: SNMPv3 yKasbiBaeT, 4TO NpuHATa Mmogesb 6e30nacHOCTM Ha OCHoBe
nonb3sosatenen (USM). B HacTosiLee BpeMs 3HaYeHUe J0IKHO 6biTb SNMPV3.

Security Level

Onuwmn: NoAuthNoPriv / AuthNoPriv / AuthPriv

Mo ymonuaxuto: NoAuthNoPriv

dyHKumA: BoibepuTe npaBa AocTyna K MHdopmauymm MIB.

OnucaHue: NoAuthNoPriv yKasbiBaeT, 4To He TpebyetrcA HW ayTeHTUOUKAUMS, HU
wuoposaHune naketoB. AuthNoPriv ykasbiBaeT, 4To Tpebyetcs ayTeHTUdMKaLMA, HO He
wudposaHune nakeTos. AuthPriv ykasbiBaeT, UTo TpebyeTcs Kak ayTeHTUDUKALMA, TaK U
wndposaHue nakeTos. Koraa Tpebyetca wndposaHMe, NONb30BATENb MOXET NOAYYUTD
JOCTYN K YyKasaHHoM wHpopmaumm MIB ToNbKO B TOM C/yvae, €CiM anroputm
WNPOBAHMA M NAPOAb UAEHTUYHBI HACTPOEHHbIM B NMO/1Ib30BATE/IbCKOM TabaunLe.

read View

Onuuu: BCe CyLwecTBylOLNE UMEHA BUA0B

dyHKUuMA: BbibepnTe UMA NpeacTaBaeHUsa TObKO ANA YTEHMUS
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e write View
Onuuu: BCe cyLLecTByoLINE UMEeHa BUAOB
®PyHKUMSA: Bbibepute nMs nNpeacTaBAeHUs 3aMmCcK.
e notify View
OnuuK: BCe CyLEecTBYHOLNE MMEHa BUAOB
®yHKUMA: Bblbepute MMSA NpeacTaBieHUs, KOTOPOEe MOXKET OTMPaBaATb COobLieHue-
trap.

Hacmpolika 6e3onacHsix IP-adpecos
Mepeiitn [Device Advanced Configuration] - [SNMP Configuration] = [IP Address of

SNMP Manager] ana KoHdurypaumm 6esonacHbix IP-agpecos, Kak NOKa3aHO Ha PUCYHKe
HUXe.

DS e )

Set IP Address of SNMP Manager

192.168.0.74 Valid «

192.168.0.73 [Valid +]|
[Invalid +|

[Invalid |

[Invalid w|

[Invalid v |

Puc. 119. Hacmpolika 6e3onacHsix IP-adpecos

e Security IP Check
Onuua: Enable / Disable
Mo ymonuaHuio: Disable
PyHKUMA: BKAOYUTD UAW OTKAOUMTBL MNpoBepKy 6esonacHoctn IP. Ecan nposepkKa
6esonacHocTM IP oTKAlouyeHa, HeT orpaHuyeHuit Ha IP-agpec NMS, nobas NMS,
MOAKMIOYEHHAA K KOMMYyTATOpy, MOXET MoAyyYuTb Aoctyn K wuHbopmauum MIB
KommyTaTopa. Mocne Toro, Kak nposepKa IP-agpeca 6e3onacHOCTM BKAlOYEHa, Bam
HeobxoaMmOo YycTaHOBUTL |P-agpec 6e3sonacHocTn, M Tosnbko NMS c IP-agpecom
6€30MacHOCTN MOXKET NOAYYUTb ZOCTYN K MHPopmaumm MIB KommyTaTopa.

e IP Address
®opmarT: A.B.C.D.
®yHKLMA: HacTpouTb 6e3onacHbli IP-agpec NMS.
OnucaHue: Tonbko NMS, yeli IP-agpec cooTseTcTByeT IP-agpecy 6e30nacHOCTN, MOXKET
noayYnTb [octyn K uHoopmauunm MIB Kommytatopa. Kommytatop nossonser
Ncnoab3oBaTb Makcumym 6 IP-agpecos 6e3onacHoctu NMS.
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KoHgpueypuposaHue trap

Mepeiitn [Device Advanced Configuration] - [SNMP Configuration] - [TRAP Manager
Configuration] ans KoHdUrypauum trap, Kak NOKa3aHO Ha PUCYHKE HUKeE.

SNMP TRAP Port Configuration
| SNMPTRAP PontConquraton(1-655%) 02

TRAP Manager Configuration

TRAP Manaier List

192.168.0.73 | w3 Auth and Message Encrypt allll context
192.168.0.74 | w3 Auth and Message Encrypt b1111 context

Puc. 120. KoHgpuzypuposaHue trap

TRAP Port

Onuuu: 1765535

Mo ymonyanuto: 162

®dyHKUMA: HacTpolika Homepa nopTa A4N1A OTNPaBKKU coobLLeHuniA- trap.

Version

Onuwma: V1/v2C/V3

®yHKumMA: V1 / V2C yKasbiBaeT, YTO KOMMYTaToOp OTnpasaseT coobueHua- trap sepcun 1
/ Bepcumn 2C Ha cepsep. V3 yKasblBaeT, YTO KOMMYyTaTOp OTNpPaBAsET Ha cepBep
coobueHuns- trap sepcun 3.

Destination IP Address

dopmart: A.B.C.D.

®yHKuMA: HacTpoika agpeca cepsepa AN NOAyYeHUn coobuweHnin- trap. Bbl moxkeTe
HACTPOUTb MAaKCMMYM 8 CepBEPOB, TO eCTb 8 3anuceit- trap.

{Security Level, Security Name, Context Name}

Onuun: {NoAuthNoPriv / AuthNoPriv / AuthPriv, 4~16 cumsonos, 4~16 cumsonos}
®yHKUMA: 3TN TpW NapameTpa HeobXxoAMMO HacTpamBaTb TOJIbKO Npu Bbibope V3. 3Tn
KOHOUrypaLmm AONKHbI COOTBETCTBOBaTb KOHOUIypaLmaAM B Tabaumue AocTyna. YpoBeHb
6€30MacHOCTM MOXKET ObITb PaBEH MM Bblle, Yem B Tabaumue goctyna. Hanpumep, korga
npaBo gocTyna nonb3oBaTtena 1111 ycraHoBneHo Ha AuthNoPriv, KommyTaTop moxKeT
OTNPaBNATb trap Ha cepBep TO/IbKO B TOM Cay4yae, ec/iM ypoBeHb He30nacHOCTU MMeHU
6e3sonacHocT 1111 — AuthNoPriv unu AuthPriv. Ums KoHTeKcTa A0/IKHO coBMaaath C
npeduKcom KoHTEKCTa B Tabanue goctyna.
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6.4.4. TunoBoii npumep KOHPUrypaumm

CraHuma ynpasaeHma SNMP nogknatoueHa K KommyTaTopy Yyepes Ethernet, IP-agpec cTaHumm
ynpasnenna — 192.168.0.23, a IP-agpec kommyTatopa — 192.168.0.2. Monb3osatensb allll m
nosb3oBaTenb 02222 KOHTPOAMPYIOT U ynpaBaatoT areHTom 4epes SNMPv3, a ypoBeHb
6e3onacHoct npuHuUmaeT AuthNoPriv, KOTOpbI/A MOMKET BbINOJHATL OMnepaunn ToAbKO ANA

yTeHus co Bcel MHPopmaumelt 06 y3ne B areHTe; KOraa areHT noay4yaer cuMrHaa TPEeBOrM, OH
aKTUBHO oTnpaBaseT coobuieHune trap v3 8 NMS, Kak noKasaHo Ha puc. 121;

192.168.0.23
Agent
192.168.0.2 NMS

Puc. 121. lpumep KoHguzypayuu

KoHdurypaums areHTa:

HacTpoiTe Tabauuy nonbsosateneit SNMPv3, uma nonbsosatens: allll, wudposaHue
ayteHTuduKaumm: HMAC-MD5, naponb wundpoBaHma ayTeHTUdMKALMKN: aaaa, NPOTOKO
wudposaHusa coobueHnit: HMAC-DES, naponb wudpoBaHUsa coobLLEHUR: XXXX, UMS
nonb3osatens: b2222, wudposBaHne ayteHTUdmkaumn: HMAC - SHA, naponb
wudposaHus ayteHTMdMKaumun: bbbb, npotokon wndposaHma coobweHnin: HMAC-DES,
naposb WNppPoBaHMA COOBLLEHNI: yyyy, cM. puc. 114;

Cospgaite rpynnosyto Tabauuy, BKAtoYatoLlyto nonb3osatenen allll u b2222, cm. puc.
115;

Co3pgaliTe KOHTEKCTHYIO TabaunLy, UMA KOHTEKCTa: context, cm. puc. 116;

Co3pgalite npeactaBneHue view-all, BKitoyan Bce y3/bl, view-no, He BKAKOYAA y3/bl, CM.
puc. 117;

Hactpoiite Tabnuuy goctyna SNMPv3, ums rpynnbl: group, MUMa KOHTEKCTa: context,
MeTOoZ, CONOCTaB/feHMsA KOHTeKcTa: prefix, ypoBeHb 6e3onacHoctu: AuthNoPriv,
npeacrasneHne uteHua: view-all, npeactaBneHune 3anucu: view-no, npeacraBieHue
yBegomneHnii: view-all, cm. puc. 118;

Bkntounte trap. Hactponmte 3anucb- trap, Bepcua: V3, [P-agpec HasHayeHuA:
192.168.0.23, ypoBeHb 6e3onacHoctu: AuthPriv, umsa 6esonacHoctu: allll, umsa
KOHTeKcTa: context, cm. puc. 120.

Ecnn Bbl XOTUTE KOHTPO/IMPOBATb WM YNpPaB/ATb COCTOAHWMEM areHTa, Bam H606X0,EI,MMO

3anyCTuTb COOTBETCTBYHOUWLEE MPOrpaMmmHoe obecneyeHue Aana ynpasaeHMA Ha CTOPOHe
NMS.
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6.5.ST-ring

6.5.1. BeepgeHue

ST-Ring n ST-Ring+ — 370 NponpueTapHble NPOTOKObI pe3epsmupoBaHus OO0 "CTynmHCKu
dnekTpoTexHyeckmi 3aBog ". Bpema BoccTtaHoBneHUs ceTu B TeyeHune 20 - 50 mc npu cboe
KaHana, obecneunBasn cTabUIbHYIO M HaAeKHYO cBA3b. TUNbl Kosey, ST-ring AenaTca Ha ABa TMna:
Ha ocHoBe nopToB (ST-Ring-Port) n Ha ocHoBe VLAN (ST-Ring-VLAN).

» ST-Ring-Port: ykasbiBaeT NopT A1A NEePECbIKM UM 6IOKMPOBKM NaKeTOoB.

» ST-Ring-VLAN: vyKasbiBaeT nopT A4NA NepecbiikM  uau  BAOKMPOBKM  NaKeToB
onpeaeneHHoi VLAN. 3To no3BonsieT Ucnonb3oBaTb Heckonbko VLAN Ha KacaTesibHOM
nopTy, TO €CTb OANH NOPT ABAETCA YACTbiO PAa3HbIX PE3ePBHbIX KoJjleL, OCHOBAHHbIX Ha
pa3Hbix VLAN.

6.5.2. KoHuenuus

» Mactep: Y o4HOro Kosbla ecTb TONbKO OAMH MacTep. Mactep oTnpaBaseT MakeTbl
npoTokona ST-Ring u onpepgenseT cocToAHME KoAbLa. Korga Konbuo 3aKpbiTo, ABa
KO/IbLEBbIX MOpPTa Ha BeAylem YCTPOWCTBE Haxo4ATCA B COCTOAHMM MepecblIku
(Forwarding) n 6nokunposku (Blocking) cootBeTcTBeHHoO.

Mepsvbili mopm, cmamyc ceA3u Komopo20 MeHAEMCA Ha Up Npu 3aKpbIMUU Koabyad, Haxooumca
8 cocmosAHuu nepecwinku (Forwarding). Apyzoli Konbyesoli nopm HAXo0uMcs 8 COCMOAHUU
610okuposku (Blocking).

> Bepombiii: KonbLo MOMeT BKA4YaTb B cebAa HECKO/IbKO BEeAOMbIX YCTPOWCTB.
MoAYMHEHHbIE YCTPOMCTBA NPOCAYLWMBAKOT U NepecbliatoT NakeTbl NpoTokoaa ST-Ring 1
coobuatoT nHbopmaumio 0b owmnbKax BeayLemy yCTPOMCTBY.

» PesepBHblii nopT: MopT Ana cBA3M Mexay Kosbuamu ST HasbiBaeTcA pe3epBHbIM
nopTom.

» OCHOBHOV pe3epBHbI/i MOPT: €C/IM KOJIbLO MMEET HECKOJIbKO pPe3epBHbIX MOPTOB,
pesepBHbI NopT ¢ 6oabwmm MAC-aapecom ABAAETCA OCHOBHbIM pe3epBHbIM NOPTOM.
OH HaxoAnTCA B COCTOAHUM NEePECHIIKMN.

» ToAYMHEHHbIN pe3epBHbI NOPT: €C/IU B KOJIbLLE MMEETCA HECKOJIbKO Pe3epBHbIX MOPTOB,
BCE pe3epBHble MOPTbl, KPOME OCHOBHOrO Pe3epPBHOro NOPTa, ABAAOTCA NOAYMHEHHbIMM
pe3epBHbIMU NOPTaMMU. OHU HAaXOAATCA B COCTOSHUM BNOKMPOBKM.

» CoCTosiHME NepecbINIKK: ECIN NOPT HAXOAMUTCA B COCTOSIHUM NEPECLIIKM, MOPT MOXKET KaK
NoAy4YaThb, TaK M OTNPABAATb AaHHbIE.

» CocTosiHue 6NOKMPOBKU: €CIM MOPT HAXOAMTCA B COCTOSHUM BJIOKUPOBKK, MOPT MOXKET
NoAy4YaTh M NepecbinaTb TOAbKO NaKeTbl NpoTokona ST -Ring, HO He ApyrMe NaKkeTbl.
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6.5.3. Peanusauua

6.5.3.1. ST-Ring-Port

MopT NnepecbiNKM Ha BeAYLLEM YCTPOWUCTBE NEPUOAMYECKM OTNPABAAET NAaKETbl NPOTOKOA
ST-Ring gns onpeaeneHns coctoAaHUA Konbua. Ecan 6noKMpylowmii NopT mactepa nosy4yaer
NakKeTbl, KO/IbLO 3aMbIKaeTCA; B MPOTUBHOM Cydae KOJIbLLO PA3OMKHYTO.

Pabounit npouecc kKommyTaTtopa A, KommyTtatopa B, KommyTtaTtopa C 1 KommyTtaTopa D:
» HacTpoiiTe KoMmMmyTaTop A KaK BeAyLuii, a OCTasibHble KOMMYTaTOPbl — Kak Begomble.
» Konbuesoi nopt 1 Ha Beayllem YCTPOWCTBE HAXOAWUTCA B COCTOAHWWM MEpPEecbLIKkW, a
KO/bL,EBOM NOPT 2 — B COCTOAHMM 6A10KMpoBKK. Oba NopTa NOAYMHEHHOIO YCTPOICTBA

HaXoAATCA B COCTOAHWUU MEPECHINKM.
» Ecnum nvHK CD HeucnpaBeH, Kak NOKa3aHo Ha CleayowemM PUCYHKe:

O

Korpa KaHan cBasu CD HeucnpaBeH, NOPTbl 6 U 7 NOAYNHEHHOTO YCTPOMCTBA
HaXxo4ATcA B COCTOAHMM O0KMpPOBKKU. [MopT 2 Ha BeayleMm YCTPOWUCTBE
NnepexoamT B COCTOSIHWME NepecbikM, obecrneuynBas HOPMasbHYO CBSidb MO
KaHany.

Koraa HeucnpaBHOCTb ycTpaHeHa, NopTbl 6 M 7 NOAYMHEHHOrO YCTPOMCTBA
HAXo4ATCA B COCTOAHUM NepecbisiKu. [opT 2 Ha BeayLeM YCTPOICTBE NepexoauT
B COCTOAHWE 6NOKMPOBKKU. MpoUCXOLUT MEpeKkNtoYeHMEe KAHANOoB, M KaHanbl
BOCCTAHAB/IMBAKOTCA A0 COCTOAHUA, NpeaLecTBytowero otkasy CD.

Bators fuce During feur

12 Fing parts
Forwarding c
® Biocking Stave

«  Faul

Puc. 122. [Mpumep pabomei ST-Ring

» Ecnum kaHan AC HencnpaBeH, KaK NOKa3aHo Ha C/eaylolWem PUCYHKeE:

O

Korga KaHan AC HeucnpaBeH, NopT 1 HaxoauTca B COCTOAHMM BJOKMPOBKM, a
nopT 2 NepexoamuT B COCTOAHWE MepecblsikK, obecneymBas HOPMasbHYIO CBA3b
no KaHany.
Mocne ycTpaHeHMA HeMCNpPaBHOCTY,
=  Ec/n Ha Beayliem ycTpoicTBe A He HacTpOeH OCHOBHOM nopT, nopt 1
BCE ellle HaXxo4MTCA B COCTOAHUM BNOKMPOBKM, @ NOPT 8 — B COCTOAHUM
nepecblku. MNepeknoyeHna He NPOUCXOaUT.
= Ecnmnopt 1 Ha macTepe A HAacTPOeH Kak OCHoBHoOM nopT. Koraa KonbLo
3aMKHYTO, OCHOBHOM NOPT JO/KEH HaXxoAUTbCA B  COCTOAHWUU
nepecblnku. NMoatomy nopt 1 nepexoauT B COCTOAHME nepecbiaku. MNopT
8 HaxoauTcA B COCTOAHWW NEepecblikKM, a MNopT 2 — B COCTOAHUMU
610KMPOBKU. NPONCXOANT NEPEKNOYEHME KAaHANOB.
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Puc. 123. [Mpumep pabomei ST-Ring

UsmeHeHue cmamyca KaHana esnuaem Ha cmamyc nopmaoes Koseua

6.5.3.2. ST-RING-VLAN

ST-Ring-VLAN nosBosiseT nepecbiiaTb NakeTbl U3 pasHbix VLAN MO pasHbIM NyTAM.
Kaxabih nytb nepecblnkn ana VLAN obpasyet ST-Ring-VLAN. Y pasHbix Koneu, ST-VLAN-Ring
MoryT ObITb pa3Hble macTepa. Kak NoKasaHo Ha cieaylolem pUcyHke, HacTpoeHbl ase ST-Ring-
VLAN.

Konbuesble 38eHba ST-Ring-VLAN 10: AB-BC-CD-DE-EA.
Konbuesble 38eHbA ST-Ring-VLAN 20: FB-BC-CD-DE-EF.

[Ba Konbua Kacatotca 3seHbes BC, CD 1 DE. KommyTtatop C 1 KommyTtatop D ncnonb3sytor
OAHMU U Te e NopTbl B ABYX KO/bLAX, HO UCMO/b3YIOT Pa3Hble N0rMyecKme KaHajbl Ha OCHOBe
VLAN.

VLAN 10
VLAN 20

Puc. 124. [Mpumep ST-Ring VLAN

B Kaxcdom nozauuveckom Konvue ST-Ring-VLAN peanuzayus udeHmuyHa peanusayuu ST-Ring-
Port.

6.5.3.3. ST -RING+ peanusauun

ST-Ring+ MmorkeT obecneunTb pesepBuMpoBaHMe ABYX Kosel, ST, KaK MOKa3aHO Ha
cnegytowem pucyHke. OaMH pe3epBHbIM MOPT HACTPOEH COOTBETCTBEHHO Ha KommyTtaTope C m
kommyTaTope D. Kakoit nopt ABnseTcA OCHOBHbIM pPe3epBHbIM MOPTOM, 3aBUCUT oT MAC-
agpecoB AByx NopToB. ECAM rnaBHbIM pe3epBHbIN NOPT WMAM €ro KaHan BbIXOAAT M3 CTPOS,
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NOAUYMHEHHbI pe3epBHbIN NopT 6ydeT nepecbinaTb MNakeTbl, NpeaoTBpallas 0bpasoBaHue
netesib U obecneynsas HOPMasIbHYO CBSA3b MEXAY PE3EPBHbIMU KONbLAMM.

Backup

I.
ot 1 SR
1 oo ~

™4 3>

Backup

Master
B D pest F H

Puc. 125. lMpumep peanusayuu ST-Ring VLAN

U3meHeHUe cmamyca KaHaAa 8audaem Ha cmamyc pe3epeHsix nopmos.

6.5.4. OnucaHune

KoHourypaumm ST-Ring A0NKHbI COOTBETCTBOBATb CNEAYIOLLMM YCI0BUAM:

Bce KOMMYTaTOPbI B 0AHOM KO/bLLE A0/1KHbI UMETb OANHAKOBbIA HOMEpP AOMEHa.
Kaka0e KoMbLLo MOKEeT MMEeTb TOJIbKO OAHOIo BeAyLLEro U HECKONbKO BeAOMbIX.

Ha Ka40M KOMMYTaTope MOKHO HacTPOUTb TO/IbKO ABa NopTa A5 Ko/bLa.

[na AByx CBA3aHHbIX KOAel, pe3epBHble MOPTbl MOMHO HaCTPOUTb TONbKO B OAHOM

YV V VY

Ko/bLLe.

B oA4HOM KO/IbLLEe MOXKHO HacTpouTb He 6onee AByX pe3epBHbIX MOPTOB.

Ha KommyTaTOope A8 04HOrO KOJibL,@ MOXKHO HAacTPOUTb TOJIbKO OAUH pe3epBHbIA NopPT.

» ST-Ring-Port u ST-Ring-VLAN Henb3A HacTpoUTb Ha OAHOM  KOMMyTaTope
OHOBPEMEHHO.

YV VvV

6.5.5. Be6 KoHpurypupoBaHue

KoHgpueypuposaHue Konbsyesoli monosaoauu

Mepenitn [Device Advanced Configuration] -> [ST-Ring Configuration] - [ST-
Ringlink_Mode] ana KoHpurypaunm KonbLLEeBOW TOMOJIOMMKM, KaK NOKa3aHO Ha PUCYHKe
HUKe.

Apply

Puc. 126. KoHgueypuposaHue Kosnbyegoli monoso2uu

e Redundancy Mode Set
Onuwuu: DISABLE / ST-PORT / ST-VLAN
Mo ymonyanuto: ST-PORT
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dDyHKUMA: cneayeT AW BKAKOUYMTb NPOTOKOoA ST-Ring M BblbpaTb peXKMM pe3epBHOro
3BOHKa.

Konbyesblie npomoKonel Ha ocHoge nopmos eKawvarom RSTP, ST-Ring-Port u STRP-Port, a
Konbyesble npomokKoasel Ha ocHose VLAN eknwuyarom MSTP, ST-Ring-VLAN u STRP-VLAN.
Konbyessie npomoKonel Ha ocHoge VLAN Asaat0mca 83aUMOUCKAYAOWUMU, U 0419 00HO20
ycmpolicmea MOMHO HACMpoumb MOsbKO MUM KO/bYeB8020 NMpomoKosaa Ha ocHose VLAN.
Konbyesoli npomoKoa Ha ocHoge nopmos U Konbuesoli npomokos Ha ocHose VLAN senaromcs

83AUMOUCKAYAOWUMU, U 0718 00H020 ycmpolicmea MOMXCHO 8bI6pamMeb MOAbKO O0UH pPexcum
KonbUegso2o npomokona.

Co30aHue ST-Ring

Mepeitn [Device Advanced Configuration] -> [ST-Ring Configuration] - [ST-
Ringlink_configure] gns koHdurypaumm ST-Ring, Kak NOKa3aHO Ha PUCYHKE HUXKeE.

Add

Puc. 127. Co3daHue ST-Ring

Haxkmute <Add>, utobbl co3aatb ST-Ring.

KoHgpueypuposaHue ST-ring u ST-VLAN-Ring, KaK MOKA3aHO HA PUCYHKe HUXe.

S$T-Ring

ST-Ring+

[ Apply S Back
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ST-Ring

ST-Ring+

Add VLAN List

1 default
2 VLANOOOZ
Apply S Back |

Puc. 128. KoHghuzypuposaHue ST-Ring u ST-VLAN-Ring

e Redundancy
MpuHyauTenbHaa HacTpolika: ST-Ring
e DomainID
[vanasoH KoHdurypaumm: 1~32
OyHKUMA: NoeHTUPUKATOP fOMEHaA UCNONb3yeTCA ANA PA3/IMYEHUA Pa3IMYHbBIX Koned,
OanH KommyTaTop NoaaepXmMBaeT Makcumym 16 Konew, Ha OCHOBe NOPTOB UK 8 Konew,
Ha ocHose VLAN.
e Domain name
OnanasoH: 1~31 cumson
DYHKLMA: HACTPOUTb JOMEHHOE NUMA.
e Station Type
BapuaHTbl: Master / Slave
Mo ymonyanuio: Master
dyHKUMA: BbIbEpUTE POIb KOMMYTATOPA B KOJIbLE.
e Ring port 1/Ring port 2
Onuuu: BCe MOPTbl KOMMYyTaTOpPA
dyHKUMA: BbIOepUTe ABA KO/bLEBbIX NOPTA.

Konbuesoli nopm  ST-Ring, pe3epsHblli nopm U  KaHan  depe2ayuu  A8AAHMCA
s83aumoucknrodarouwumu. Konsyesoli nopm ST-Ring unu pesepsHoili nopm Henwbda 0obasume K
epynne azpezaayuu; nopmel, 0obassieHHbIE 8 2pyrny azpe2ayuu, He mo2zym 6bimb HACMPOEHbI
KaK Kosnbyessle nopmel ST-Ring u pe3epeHsie nopmei.

Konbyesoli nopm ST-Ring, pe3epsHbili nmopm u nopm 048 3epKaauposaHus AeAsmcs
s83aumouckarvarowumu. Konsyesol nopm ST-Ring unu pe3epsHeili mopm Hesnb3Aa HACMPOUMsb 8
Kayecmee 3epKasnbHO20 1nopma HA3HAYeHUA; nopm HA3HAYEHUA 3epKanupo8aHUA He MOoxcem
b66Imb HAOCMpPOEH 8 KaYecmae Konbuesozo nopma ST-Ring unu pesepsHoz2o nopma.

Konbyessbie nopmsi mexoy KoabUeabiMu MpomoKoaamu Ha ocHose nopmos RSTP, ST-Ring-Port
U STRP-Port asnsomcsa 83aUMOUCKAIOYAOWUMU, MO eCmb Kosbuesoli nopm u pesepsHobili mopm
ST-Ring-Port He moz2ym 6bimb HacmpoeHol Kak nopm RSTP, konbuo STRP-Port. nopm unu
pe3epsHoili nopm STRP-Port; Mopm RSTP, konsyesoli nopm STRP-Port u pe3epaHsili nopm STRP-
Port Henb3a HACMPOUMb KAk Konbyesol nopm ST-Ring-Port unu pesepsHsili nopm.
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He pekomeHOyemca oOHOBpeMeHHO HACMPAU8amMe MopMel 8 Mol e 2pyrne u3oaayuu, Ymo u
Konbyesble nopmel ST-Ring u pesepsHbie nopmel, a nopmel ST-Ring u pe3epsHbie nopmesl He
cnedyem 006asname 8 00HY U My xe 2pynny U3oaayuu.

e ST-RING+
Onuwuu: Enable / Disable
Mo ymonyanuto: Disable
®dyHKUMA: BRAoUMTb / BbIKAOUKUTL ST-Ring+.
e Backup port
Onuuu: BCe NOPTbl KOMMyTaTOpPA
DyHKUMA: YCTAaHOBUTE NOPT B KAa4YeCTBe pe3epBHOro nopra.
O6bsacHeHue: Bkntounte ST-Ring+ nepes HacTpPoMKoW pesepBHOro nopra.
e Add VLAN list
Onuuu: Bce co3gaHHble VLAN
PyHKLMA: BbIbepuTe VLAN ana KoabL,EeBOro nopTa.

Mocne 3aBeplueHNs HAcTpoiKK B cnincke ST-Ring List oTobparkatloTca Bce co3gaHHble
KO/IbLLA, KaK MOKA3aHO Ha PUCYHKE HuXKe.

a-1
b-2

Add

Puc. 129. Cnucok Koney ST-Ring

lpocmomp u usmeHeHue KoHguaypauuu ST-Ring

ST-Ring

1

B |
IMaster v

ST-Ring+

Apply | Back |

Puc. 130. lpocmomp u usmeHeHue KoHguzypayuu ST-Ring

Haxmute <Apply>, 4yTo6bl U3MEHEHMS BCTYNWAM B CUJIY MOC/IE BHECEHUA U3MEHEHUI.
Haxkmute <Delete>, uTobbl yaanutb 3anuce KoHourypaumm ST-Ring.
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lpocmomp ST-Ring u cmamyc nopma
ST-Ring State List
ST-Ring

forwarding

blocking
RING-CLOSE

ST-Ring+
192.168.0.1
00-1e-cd-5b-db-73
blocking

Puc. 131. lMpocmomp ST-Ring u cmamyc nopma

6.5.6. Mpumep TMNOBOM KOHPUrypaLmU

Kak nokasaHo Ha puc. 125, A, B, C n D obpasytoT Konbuo Ringl, E, F, G u H obpasytor
Konbuo Ring2, a CE n DF asnAatoTca pesepBHbIMK coegnHeHnamu mexay Ringl v Ring2.
Mpouecc HacTpoKn KommyTaTopa A:

e WNaeHTuduMKaTOp AoMeHa: 1, uma gomeHa: Ring, Bbibop nopTa Kosbua 1 v 2, Tmn
CTaHUMM: NoAYMHEHHasa cTaHumA, ST-Ring+ OTKAOYEH, HeT HeobxoaumocTU
HACcTpaMBaTb Pe3epPBHbIN NOPT, CM. puc. 128;

Mpouecc HacTponKn KommyTaTopa B:

e UNaeHTuduMKaTOp gomeHa: 1, uma gomeHa: Ring, BbI6op nopToB Kosbua 1 1 2, Tun
CTaHUMM: rnaBHaA cTaHuuA, ST-Ring+ He BK/HOYEH, HET HeobxoAnMOCTU
HACcTpaMBaTb Pe3epPBHbIN NOPT, CMm. puc. 128;

Mpouecc HacTpoiKkmn kommyTaTtopa C, D:

e UNpeHTudUMKaTOp AomeHa: 1, uma gomeHa: Ring, BbIbop nopToB Kosbua 11 2, Tmn
CTaHLMW: BeAO0Man CTaHumsA, BKAtodeHne ST-Ring+, Bbibop pesepBHOro nopra 3,
cMm. puc. 128;

Mpouecc HacTpoiKkn kommyTaTtopa E, F, G:

e |ID gomeHa: 2, ums gomeHa: Ring, Bbibop nopTta Konbua 1 1 2, TMN cTaHUUMK:
NoAYMHEHHanA cTaHumA, ST-Ring+ He BKtOYEH, HET HEOBXOA4MMOCTM HacTpanBaTb
pesepBHbIA NOPT, CM. puc. 128;

Mpouecc HacTponKkn KommyTaTopa H:

e WNaeHTUdUKaTOp AOMeHa: 2, UmMA gomeHa: Ring, BbIGop NopToB Konbua 1l v 2, Tun
CTaHUMW: rNaBHas cTaHuua, ST-Ring+ OTKAOYEH, HeT HeobxoAMMOCTU
HacTpaMBaTb Pe3epBHbIA NOPT, CM. puc. 128.
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6.6.STP / RSTP

6.6.1. BeepeHue

CtaHaapTusnpoBaHHbiii B IEEE802.1D npoToKon cesAsyiollero Aepesa (Spanning Tree
Protocol - STP) npeactaBnser coboit NPOTOKO/ /IOKA/IbHOM CeTU, MCMNonb3yembld AN
NpPeaoTBPALLEHMA  LUMPOKOBELLATENbHbIX LUTOPMOB, BbI3BaHHbIX NETAAMM  KaHana, W
obecrneyeHnsa pesepBMPOBaAHUSA KaHana. YcTpoicTtBa € nogaepskkon STP obmeHuBatoTcs
naketamum n BGJOKUPYIOT onpeaeneHHble NopTbl, YTOObl COKPATUTL «METNM» Ha «AEepPeBbs»,
npeaoTBpallas pacnpocTpaHeHne n beckoHeuyHble neTan. Hegoctatok STP 3ak/toMaeTca B TOM,
YTO MOPT AOJIKEH KAaTb B ABa pa3a 60/blue 334ePKKN NepecblNiKK, YTobbl NepenTn B COCTOSHUE
nepecbl/IKU.

Ytobbl Npeoponetb 3TOT HegocTatoK, |IEEE co3gan craHaapt 802.1w B AOMO/IHEHME K
802.1D. IEEE802.1w onpeaenseT NpoToKo bbicTporo ceasytouero gepesa (Rapid Spanning Tree
Protocol - RSTP). Mo cpasHeHuto ¢ STP, RSTP aocTturaet ropasao 601ee 6bICTPON KOHBEPreHLNH,
006aBNAA aNbTEPHATMBHbIN MNOPT M pPe3epBHbIA NOPT ANA KOPHEBOFO NOPTAa U Ha3HAYEHHOro
nopTa COOTBETCTBEHHO. ECAM KOpHEBOM NOPT HEAENCTBUTENEH, a/IbTEPHATUBHbLIA NOPT MOXKET
6bICTPO BOMTU B COCTOSIHNE NEPECHIIKM.

6.6.2. OCHOBHbIE NOHATUSA

> Root bridge: cayskut root ans cetn. CeTb MMeeT To/IbKO oauH root bridge. Root bridge
MeHAeTCA B 3aBUCMMOCTM OT Tonosaorum cetn. Root bridge nepuogmyeckn otnpasnser
BPDU apyrMm ycTpoMcTBam, KoTopble nepecbinator BPDU ans  obecneyeHus
CTabnAbHOCTN TONONOTUMN.

> Root port: yKasblBaeT HauAyuylwMit NOpT ANA Nepefadn OT HEKOPHEBbIX MOCTOB K
KOpHEBOMY MOCTY. Jlydywnit nopT — 3TO MOPT C HauMMeHblUel CTOMMOCTbIO AJs
KopHeBoro mocta. Non-root bridge B3anmogeiicteyet ¢ root bridge uepes root port. Non-
root bridge umeet ToNbKO 04MH root port. Root bridge He nmeeT root port.

> Designated port: ykasbiBaeT nopt ana nepecbinkn BPDU Ha gpyrve ycTponctea wmam
NIOKanbHble ceTu. Bece nopTbl root bridge asnatorca designated port.

> Alternate port: yka3biBaeT pe3epBHbIit NopT root port. Ecam root port BbIXogUT U3 cTpoOS,
alternate port ctaHoBMTCA HOBbIM root port.

> Backup port: ykasbiBaeT backup port HasHaueHHoro nopta. Korga designated port
BbIXOAUT M3 CTpos, backup port ctaHoBuTca HoBbIM designated port u nepecbinaet
OaHHble.
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6.6.3.

BPDU

Ona npegorspawieHnAa O6pa3OBaHVIH netefib BCE MOCTbl JIOKAaNbHOM CETU BbIYMUCNAIOT

cBasyowee aepeso. [pouecc BblYUCAEHUA BKAOYaeT B cebs nepegadyy BPDU mexay
YCTPOMCTBAMM A8 onpeaeneHunsa Tononorum cetu. B tabanue HMKe noKkasaHa CTPYKTypa AaHHbIX

BPDU.

6.6.4.

BPDU,

Tabauya 5. Cmpykmypa 0aHHbix BPDU

Root Root path | Designated | Designated | Message | Max Helle | Forward

bridge 1D cost bridge ID port ID age age time delay

8 bytes 4 bytes 8 bytes 2 bytes 2bytes | 2bytes | 2 bytes | 2 bytes

Root bridge: npmopuTteT KopHesoro mocta (2 6aiTa) + MAC-agpec KopHeBoro mocTa (6
6anT).

Root path: cToMmMOCTb NyTM K KOPHEBOMY MOCTY.

Designation bridge ID: npuopuTeT HasHayeHHoOro mocTta (2 6alita) + MAC-agpec
Ha3HayeHHoro mocrta (6 6anT).

Designation port ID: npuoputeT nopta + HoOmep nopTa.

Message age: Bpems, B TeueHmne Kotoporo BPDU morKeT pacnpoCTpaHATLCA NO CETU.
Max age: MaKcMMmasibHas NPoAOIKMTENbHOCTb XpaHeHUs BPDU Ha yctpoictee. Koraa
BO3PacT COObLLEHNA NPEBbILWAET MaKkCUManbHbI Bo3pacT, BPDU oTbpacbiBaeTca.

Hello time: nntepBan gns otnpasku BPDU.

Forward delay: 3agepKka MU3ameHeHuUA cTaTyca (oTbpacbiBaHMe-o0by4eHne-nepecbiaKa).

Mpouecc peanusauyum

KOHKpeTHbIN nNpouecc A4 BCEX MOCTOB, BbIMMUCAAIOLLMIA CBA3YIOLLEE AEPEBO C MOMOLLBIO
BbIFAAUT Ceayowmm obpasom:
HauanbHaa ¢asa - Kaxkabli NMOpT BCeX YCTPOMCTB reHepupyeT KOHOUIypaunmoHHoe
coobuweHne (BPDU) ¢ cammm coboit B KayecTBe KOPHEBOIO MOCTa, WAEHTUMKATOp
KOPHEBOTO MOCTa — 3TO COBCTBEHHbIN MAEHTUOUKATOP YCTPOMCTBA, CTOMMOCTb
KOpHeBOro nytu pasHa 0, MAEHTUPMKATOP HA3HAYEHHOIO MOCTa — 3TO UAEHTUDUKATOP
ero cobcTBeHHOro YCTPOMCTBA, @ Ha3HAYEHHbIM NOPT €CTb COOCTBEHHbIN NOPT.
Bbibop nyywero BPDU - Bce ycTponcTBa OTNPaBAAlOT cBou cobcTBeHHble BPDU u
nony4yatot BPDU oT apyrux yctponcts. MNpu nonyvyeHmnn BPDU Kaxkaplit NopT cpaBHUBAET
nosay4yeHHbIn BPDU co cBomnm.
O ec/nu npuopuTeT cobcTBeHHoro BPDU Bbllwe, TO NOPT HE BbINOJHAET HUKAKUX
onepauui;
O ecau npuopwuTet nosydyeHHoro BPDU Bblle, TO NOPT 3aMeHAET 10KaAbHbIi BPDU
NONYyYEeHHbIM.
YcTpoliicTBa cpaBHuBatoT BPDU Bcex noptos 1 onpegenatoT nyywnii BPDU. MpuHUmMnbI
cpasHeHuAa BPDU cneapytowme:
o BPDU ¢ meHblUMM NaEeHTUPUKATOPOM KOPHEBOTO MOCTA MMeET bosiee BbICOKUIA
npuopuTer.
o Ecamnpentndukatopbl KopHeBoro mocta Asyx BPDU cosBnagatoT, cpaBHMBaeTcA
MX CTOMMOCTb KOPHEBOro nyTun. Ecam ctommoctb KopHesoro nyty 8 BPDU natoc
CTOMMOCTb NYTW IOKANIbHOrO NOpTa MeHbLe, npuoputeT BPDU Bbiwe.
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o Ecnm ctoumocTtb KopHesoro nytn Asyx BPDU Takke ognHaKkoBa, Ha3HayeHHble
MOEeHTMOUKATOPbl  MOCTA, Ha3HAYeHHble WUAEHTUOUKATOPLI  MOPTOB MU
naeHTMdMKaTopbl NopTa, noayyatowero BPDU, nononHUTENbHO CpaBHUBAKOTCA
no nopaaky. BPDU ¢ mMeHbWMM MAEHTUDMKATOPOM MMeeT Honee BbICOKUMN
npuoputet. BPDU c meHbwWMM MAEHTUOUKATOPOM KOPHEBOrO MOCTA MMeEET
60nee BbICOKMIA NPUOPUTET.

> Bblbop root bridge - root bridge cBsA3sylowero aepesa ABAAETCA MOCT C HAMMEHbLLMM
NMAEHTUPMKATOPOM MOCTA.

> Bblbop root port - ycTpoicTBO 6€3 KOPHEBOro MoCTa BblibUpaeT MopT, MOAy4Yatolmi
Nyywmin BPDU, B KauecTBe KOPHEBOTO MopTa.

» Pacuet BPDU designated port - Ha ocHoBe BPDU KopHeBOro noprta m CTOMMOCTU MyTK
KOpHEBOro nopTa ycTpolicTeo BblumcnseT BPDU designated port gns Kaxgoro mopra
cneayrowmm obpasom:

O 3ameHuTe UAEHTMOUKATOP KOPHEBOFO MOCTA MAEHTUPUKATOPOM KOPHEBOTO
mocTta BPDU KopHeBoli nopr.

O 3ameHuTe CTOMMOCTb KOPHEBOro MyTM Ha CTOMMOCTb KopHeBoro nytu BPDU
KOPHEBOTO NOpTa N/OC CTOMMOCTb NMYTM KOPHEBOTO MopTa.

O 3ameHuTe  Ha3HaAYeHHbIn  MAeHTMOMKATOP  MOCTa  MAEHTMdMKATOPOM
JIOKa/IbHOTO YCTPOMCTBA.

O 3ameHuTe Ha3HA4YeHHbIN OEHTUPUKATOP NOPTa MAEHTUGUKATOPOM NIOKANbHOTO
nopTa.

» Bblbop designated port - Ecnu paccumtaHHbiii BPDU nyulie, To yCcTpoCTBO Bbibupaet
NOpPT B KayecTBe Ha3HauYeHHOro noprta, 3ameHAetr BPDU nopta paccuntaHHbim BPDU m
oTnpasnAeT paccymTaHHbit BPDU. Ecnm BPDU nopTa sydlwle, TO YCTPOMCTBO He
o6HoBnseT BPDU nopta n 610KMpyeT NopT. 3a610KMPOBAHHbIE NOPTbI MOTYT NOAYYaTb U
nepecbinaTb TONbKO NakeTbl RSTP, HO He gpyrve nakeTobl.

6.6.5. Beb KoHpuUrypmuposaHue

BknrwoueHue RSTP

Mepewitu [Device Advanced Configuration] = [RSTP configuration] = [RSTP configuration]
Ans KoHdurypaumm RSTP, Kak NOKa3aHO Ha PUCYHKe HUXKe.

RSTP Configuration

| Disable v|

32763 (0-55535)
2 (1-10)

20 (6-40)

15 (4-30)
Default W

Puc. 132. BknroyeHue RSTP

e Protocol Status
Onuwuu: Enable / Disable
Mo ymonyaHuto: Disable
@DYHKUMA: BbIKNKOYEHME UM BKAKOYEHME NpoToKona RSTP.
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Konbyessbie npomokonsl Ha ocHose nopmos eKaovarom RSTP, ST-Ring-Port u STRP-Port, a
Kosnbyesble nMpomoKosel Ha ocHose VLAN esknwuarom MSTP, ST-Ring-VLAN u STRP-VLAN.
Konoeuyesoli npomoKoa Ha ocHose ropmos u Konbyesol npomokosna Ha ocHose VLAN aenaomcs
83AUMOUCKAYAOWUMU, U 0718 00H020 ycmpolicmea MOMCHO 8bI6paMb MOAbKO O0UH pexum
KO/1bUEe8020 NMpomokona.

YcmaHoska B8PeEMEHHbIX rapamempos cemeesoco mocma

e Bridge Priority
AnanaszoH: 0~65535. LWar 4096.
Mo ymonyanuto: 32768
®yHKLMA: HACTPOWKa NpuopuUTETa CETEBOIO MOCTA.
OnucaHue: MNpuopuTeT Ucnosb3lyeTca ANA Bblbopa KOPHEBOro MocTa. Yem meHbLie
3HayeHue, TemM BblLLe NPUOPUTET.
e Hello time
OnanasoH: 1710 ¢
Mo ymonyanuio: 2 ¢
dyHKUMA: HacTpoiika uHTepBana otnpasku BPDU.
e Max age time
OnanasoH: 6740 ¢
Mo ymonuanuio: 20 ¢
OnucaHue: Ecnn 3HadveHue Bo3pacTa coobuweHua B BPDU npeBblwaeT yKasaHHoe
3HauyeHue, To BPDU otbpacbiBaeTcs.
e Forward Delay Time
AnanasoH: 4~30 ¢
Mo ymonyanuto: 15 ¢
PyHKUMA: HACTPOMKA BpeMeHU n3meHeHus ctaTyca c «Discarding» Ha «Learning» nan c
«Learning» Ha «Forwarding».
e Message-age Increment
BapuaHTbl: Compulsion / Default
Mo ymonuaHuio: Default
®dyHKUMA: HacTpolite 3HayeHuMe, KoTopoe byaeT f06aBNATLCA K BO3PacTy coobLeHus,
Korga BPDU npoxogut yepes ceTeBOM MOCT.
OnwucaHue: B npuHyANTENbHOM peXkume 3HayeHue pasHo 1.
B perkMme no ymoiyaHuio 3HaveHme paBHo max (max age time / 16, 1).
Forward Delay Time, Max Age Time 1 Hello Time AonHbl COOTBETCTBOBATb C/IEAYOLLNM
TpeboBaHuam: 2 x (Forward Delay Time — 1,0 cekyHapl) = Max Age Time;
Max Age Time > 2 x (Hello Time + 1,0 cekyHZbl).

BkntoyeHue RSTP Ha nopmax, MOKA3AaHO HA PUCYHKE HUXE.
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Port Conﬁiuration

Ethernet1| GE 128 20000

Ethernet2 | GE 128 20000

Ethernet3 | GE 128 2000000
Ethernetd | GE 128 2000000
Ethernets | GE O 128 2000000
Ethernetb | GE O 128 2000000
Ethernet7 | GE O 128 2000000
Ethernets | GE O 128 2000000
Ethernetd | GE O 128 2000000
Ethernet10| GE O 128 2000000
Ethernat11| GE O 128 2000000
Ethernet12| GE O 128 2000000
Ethernet13| GE O 128 2000000
Ethernet1d| GE O 128 2000000
Ethernet1s| GE O 128 2000000
Ethernet16| GE O 128 2000000
Ethernet1?| GE O 128 2000000
Ethernet18| GE O 128 2000000
Ethernet19| GE O 128 2000000
Ethernet20| GE (o] 128 2000000
Ethernet21| GE O 128 2000000
Ethernet22| GE O 128 2000000
Ethernet23 GE O 128 2000000
Ethernet24) GE O 128 2000000
Ethernet25 GX O 128 2000000
Ethernet26) GX O 128 2000000
Ethernet27| GX O 128 2000000
Ethernet2g GX O 128 2000000

Puc. 133. BknroyeHue RSTP Ha nopmax

e Protocol Status
Onuuu: Enable / Disable
Mo ymonyanuio: Disable
®yHKumA: BKntoveHue / BbikatouyeHne STP / RSTP Ha nopTax

Mopm RSTP u channel nopm asnaiomcsa 83aumouckaroyarowumu. lMopm RSTP Henb3sa 0obasume
8 2pynnbi azpe2ayuu; nopm, 0obassneHHbIl 8 2pynny azpe2ayuu He Moxcem 6bime HACMPOEH KaK
nopm RSTP.

lTopm RSTP u nopm HA3HQ4YE€HUA 3epKAAUPOBAHUA ABAAOMCA 83AUMOUCKAOYarowumu. lopm
RSTP Henb3a Hacmpoume Kak MNopm HA3HAYEHUA 3€epKanuposaHusd; rnopm HA3HAYeHUA
3epKanuposaHus He Moxcem 6bimb HACMPOEH Kak nopm RSTP.

Konbyessbie nopmsi mexoy KonabUueabiMu npomoKoaamu Ha ocHose nopmos RSTP, ST-Ring-Port
u STRP-Port Aasnaromca 83aUMOUCKAYAOWUMU, mo ecmb nopm RSTP Henb3a HaOCMpoume Kak
Konbuesol nopm STRP-Port / ST-Ring-Port unu STRP-Port / ST-Ring-Port pesepeHsiii nopm;
Konbuyesol nopm STRP-Port / ST-Ring-Port u pesepsHsili nopm STRP-Port / ST-Ring-Port Henb3Aa
Hacmpoumeoe Kak nopm RSTP.

He pekomeHOyemca 0OHOBPEMEHHO HACMPAusame rnopmsl 8 epynre U30AAUUU KAK nopmsi
RSTP, a nopmel RSTP Henb3a dobassasme 8 2pynny u3oaayuu.

e Port Priority
OwnanasoH: 0~255. War 16.
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Mo ymonyaHuio: 128

PyHKLMA: HacTpoiKka nprMopuTeTa NOpTa, KOTOPbIM onpeaenseT poan NopPToB.

Path Cost

[OwnanasoH: 1~200000000

Mo ymonuaHuio: 2000000 (nopT 10M), 200000 (nopT 100M), 20000 (nopt 1000M)
OnucaHue: CToMMOCTb MyTU MOPTa MCNONb3YeTCA ANA pacyeTa Hauaydlero nyTu.
3HayeHWe napameTpa 3aBUCUT OT MPOMYCKHOM cnocobHocTU. Yem 6onblue 3HayeHue,
TEM HUXKe CTOMMOCTb. Bbl MOXKeTe USMEHUTb POb MOPTa, USMEHUB 3HaYeHMe NapamMeTpa
CTOMMOCTM NyTU. YTOObI HAaCTPOUTb 3HAYEHUEe BPY4YHY, Bbibepute NO ANA cyeTYMKa
3aTpar.

Auto Cost Count

OunanasoH: Yes / No

Mo ymonyanwuto: Yes

OnucaHue: Yes yKasblBaeT, YTO CTOMMOCTb MyTW MOPTA MPUHUMAET 3HaYeHue Mo
yMoniyaHuto. No 03HauYaeT, UTo Bbl MOKETE HaCTPOUTb CTOMMOCTb NYTU.

lpocmomp RSTP cmamyca, noKasaHo Ha pUCyHKe HUMce.

Root Info

0:1ecd:5bidb: T3
32768
0

None

20

15

Bridge Info

0lecd 5hidbT3

32768

2

20

2

15

Port Info
_ Pot | Prioty  PahCost  Role | State LinkState

1 128 20000 Designated | Forwarding Up
2 128 20000 Backup Discarding Up
3 128 2000000 Disabled Discarding Down
4 128 2000000 Disabled Discarding Down

Puc. 134. lMpocmomp RSTP cmamyca
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6.6.6. Mpumep TMNOBOM KOHUrypauumu

Mpuoputetbl KommyTtaTopos A, B u C pasHbl 0, 4096 1 8192 cooTBETCTBEHHO, @ CTOMMOCTb
NYTM KaXKA40ro KaHana pasHa 4, 5 1 10, Kak noKasaHo Ha puc. 135;

Kommyrarop A
Mpuopurer 0

Kommyratop B
Mpuopwurer 4096

Kommyratop C
Mpuopwurer 8912

Puc. 135. lpumep KoHguzypayuu

KoHdurypauma kommyTtaTopa A:

® [IpuopuTteT paseH 0, a 1A NapameTpa BpeMeHU YyCTaHOB/IEHO 3HAYEHME N0 YMOIYAHUIO,
CM. puc. 132;
Cronmoctb Nyt nopta 1 paBHa 5, a cTOMMOCTb NyTK NopTa 2 pasHa 10, cm. puc. 133;
KoHourypauma kommyTtaTtopa B:
e [puoputetr paseH 4096, a AonA nNapameTpa BpPemMeHM YCTaHOB/JIEHO 3HayeHWe Mo
YMOJIYaHMUIO, CM. puc. 132;
e CroumocTb Nyt nopTa 1 paBHa 5, a cToMmMoCTb NyTM nopTta 2 pasHa 4, cm. puc. 133;
KoHourypauma kommytaTtopa C:
e [lpnoputer paseH 8192, a ana napameTpa BpPeMeHW YCTAHOBJIEHO 3HayeHue Mo
YMOIYAHMUIO, KaK NOKa3aHo Ha puc. 132;
e CrommocTb nyTv nopTa 1 pasHa 10, a cToMMOCTb NyTK NopTa 2 pasHa 4, cm. puc. 133;

MpuopuTteT KommyTaTopa A paseH 0, AEHTMOUKATOP MOCTA HAMMEHbLUMI, N OH BblbpaH B
KayecTBe KOPHEeBOro MocCTa;

Cronmoctb nytn oT AP1 K BP1 pasHa 5, a ctommocTtb nyt oT AP2 Kk BP2 pasHa 14, nostomy
BP1 BbI6paH B KayecTBe KOpHEBOro NopTa;

Cronmoctb nytv oT AP1 oo CP2 paBHa 9, a ctroumocTb Nyt oT AP2 no CP1 pasHa 10, noatomy
BblbepuTe CP2 B KauecTBe KOPHEBOTO NopTa U BP2 B KauecTBe Ha3Ha4YeHHOro NopTa.
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6.7.STRP

6.7.1.

BsepeHue

STRP — 3TO NPOTOKO/ 3aWMTbl OT M3ObITOYHOCTM NPU Nepesade AaHHbIX, NPeaN0XKEHHbIN

Halleit KomnaHuen Ans KonbuesBol Tononornn. Koraa Konbuo Ethernet 3akpbiTo, npoTokon
MOMeT NpeaoTBPaTUTh LUMPOKOBELLATeIbHbIM LITOPM, BbI3BaHHbIN KONbLOM AaHHbIX, U OTKa3

KaHana uam oTKas y3a1a NponUCXoauT B KOJIbLEBOM CeTU.B ciydae c60a OH MOXKET NepeKItoYnTbLCA
Ha pe3epBHbI KaHal B peXume peanbHOro BpemeHM, YTobbl obecneuynTb HOPMabHYIO

nepenayy Naketos AaHHbIX.

B cooTBeTcTBUM CO cTaHgapTom IEC 62439-6 STRP ncnonbayet mexaHM3m Bbibopa mactepa

6e3 PpuKcmpoBaHHoOro macrtepa. STRP npegocTaBaseT ciegytolme BO3MOXKHOCTY:

> Bpemsa BoccTaHOBNEHUA, He 3aBucALLee OT macwTaba ceTu.

STRP obecneumBaeT Bpemsa BOCCTAaHOB/IEHMA, He 3aBuUCALLEee OT macwTaba ceTu, 3a cyeT
ONTUMM3ALUN MEXaHN3MA MEPECHIJIKM NakeToB 0OHapy»KeHua Kosbua. STRP nossosner
CeTAM BOCCTaHaBAMBaTbCA B TedeHue 20 mc 61arogaps BBEAEHUIO NPepbiBaHMA OTYETOB
B peasibHOM BPEMEHM, YTO MOBbIWAET HAAEKHOCTb Mepesayn AaHHbIX B peasnbHOM
BpemeHn. 3Ta OyHKUMA NO3BOSIAET KommyTaTopam obecrneunmBaTb 60see BbICOKYIO
HaAEeXHOCTb AN1A NPUIOXKEHWUI B SHEPTETUKE, }KENE3HOA0POKHOM TPAHCNOPTE U MHOTUX
APYrux oTpacaax, TPebyoLWmX yNpaBAeHUsA B peXMMe PeasibHOro BpeMEHMU.

PasHoo6pasHble GpyHKUMM 0B6HaPYKEHUA CCbIIOK.

[Ons nosblweHua ctabunbHocTM cet STRP npenoctaBnset pasHoobpasHble GyHKUUK
OOHapy»KeHWa KaHa/MoB A/ TUMWUYHBIX CeTeBbiX COOEB, BK/OYas ObOHapy)KeHue
BbICTPOro OTK/OYEHMA, OBHApyKeHMe OAHOHaMNPaB/AEHHbIX KaHas0B OMNTOBOJIOKHA,
NMPOBEPKY KayecTBa KaHasoB M NpoBepKy pabotocnocobHocTM 060pyaoBaHUS,
obecneunBan Hagnexallyo nepenayy AaHHbIX.

anMGHMMO K HECKOJIbKUM CceTeBbiM TONO1I0TMAM.

Momumo ObICTPOro BOCCTAaHOBAEHUA AAA NPOCTbIX KosbLeBbix ceTei, STRP Takxke
noAanepKMBAET C/IOXKHble KOJIbLEBbIE TOMOJ/IOMUM, TAaKME KaK NepeceKatowwmecs KobLa n
KacaTesbHble Konbua. Kpome Toro, STRP nogaepXmBaeT HECKOJIbKO 3K3eMMAAPOB Ha
ocHoBe VLAN, 4To noaxoauT ANA pa3/INyYHbIX CETEBbIX NPUNOXKEHWNIN C TMOKOM ceTbio.

MoluHble GYHKUMM ANArHOCTUKM N 0BCYXKNBAHUA.

STRP npefocTaBaseT MOLLHble MEXaHN3Mbl 3aMPOCOB O COCTOAHWUM U CUTHANOB TPEBOTU
ONA  OMArHOCTUKM U OBCAYMMBAHMA CETM, a TaKXe MexaHU3M npeaoTBpalleHus
HenpeLHamMepeHHbIX Onepaumii M HenpaBW/bHbLIX KOHQUIrypaumii, KoTopble MOryT
NPMBECTU K KO/IbLLEBbIM CETEBbLIM LUTOPMaM.
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6.7.2. KoHuenuua

STRP BkAtoyaeT gga pexumma: STRP-Port-Based n STRP-VLAN-Based.

STRP-Port-Based: nepeHanpaBasetr nan 6N1OKMPYET NaKeTbl Ha OCHOBE OMpeaeneHHbIX
nopToB.

STRP-VLAN-Based: nepeHanpaaseTt unu 6aoknpyet nakeTbl Ha ocHose VLAN. Ecan nopt
HaxoAMTCA B COCTOAHUM OJIOKMPOBKM, BAOKUPYIOTCA TONIBKO MaKeTbl AaHHbIX YKA3aHHOW
cet VLAN. Takum o6pa3om, Ha NopTax KacaTe/IbHOro KOJibL,@a MOXHO HAaCTPOUTb HECKO/IbKO
VLAN. T[lopT MOXeT npuHagnexatb pasHbiIMm Konbuam STRP B cooTtsetctBumM ¢
KOHUrypauuamm VLAN.

6.7.3. CocroaHue noptosB STRP

Forwarding state: ecnu NopT HaXO4MUTCA B COCTOSHUM MEPECHIIKU, OH MOMKET NOAYYaTb U
nepecoblziaTb NakeTbl AaHHbIX.

Blocking state: ecnn NOpPT HaxoAWUTCA B COCTOAHMM BNOKUPOBKWM, OH MOXKET MOy4aTb U
nepecbinaTb NakeTbl STRP, HO He Apyrne NakeTbl AaHHbIX.

Primary port: yka3blBaeT KOJbLLeBON NOPT (B KOPHEBOM KaTasiore), COCTOAHME KOTOPOTro
HaCTPOEHO KaK NpUHyAWUTENbHAA Nepeaapecaumn Noab3oBaTeem, Koraa KosbLo 3aKpbITo.

6.7.4. Ponb ycrpoucrtea STRP

STRP onpegenset poan KOMMyTaTopoB, Nepecblinas nakeTbl Announce, npefoTepallas
ob6pa3oBaHMe neTenb B KO/bLLax N36bITOYHOCTH.

INIT: yKkasblBaeT yCTPOMCTBO, Ha KoTopom BKAtodeH STRP, a gBa KonbLeBbiXx MopTa
HaxoaATca B coctossHum Link down.

ROOT: yKasblBaeT yCTPOMNCTBO, Ha KOTOPOM BKtodeH STRP, M no KpailHen mepe oguH
KOMbLEBOM MOPT HAXoAMTCA B COCTOAHMM coeaMHeHusA. B Kosbue root BbibupaeTca B
COOTBETCTBMM C BEKTOPaMK NakeToB Announce. 3TO MOXeT M3MEHUTbCA B 3aBUCUMOCTU OT
Tonosorum cetu. Root nepuoanyeckm oTnpasaseT cBoM cObCTBEHHbIE NaKeTbl Announce Ha
Apyrue yctpoiictea. CTaTycbl KonbLeBbix NoptoB: OgMH KO/bLEBOM MOPT HAaxXoamuTCA B
COCTOAAHMM NEePEeCbISIKK, a APYroi — B COCTOAHUM BNOKMPOBKU. NoayunB nakeT Announce oT
Apyroro yctpovictea, Root cpaBHMBAET BEKTOP MaKeTa C BEKTOPOM CBOEro cobCcTBeHHOro
naketa Announce. Ecan BeKTop nosydeHHOro naketa 6osble, Root MeHseT CBOIO POJib Ha
Normal nnu B-Root B 3aBUCMMOCTU OT COCTOAHMA KaHana u yxyaweHuna CRC nopTtos.

B-Root: yKasblBaeT yCTPOWCTBO, Ha KOTopom BKAtoueH STRP, oTeeuyatouee xoTs 6Obl
OAHOMY W3 ClefylowWwmnx YC/NOBUA: OAWMH KONbLEBOW MNOPT HAxoAMTCA B COCTOAHWUM
COoeAMHEHUA, a APYroil — B COCTOAHWUM coeguHenus, aerpagaumna CRC, npuoputeT He meHee
200. B-Root cpasHMBaeT U nepecblnaeT nakeTtbl Announce. Ecan BeKTOp NOAYYEHHOro
naketa Announce MeHblle BEKTOpa ero cobcTBeHHoro naketa Announce, B-Root meHset
CBOIO poJib HAa Root; B NPOTMBHOM C/ydae OH NepecblIaeT NOYYEHHbIN NAKeT N He MeHAeT
cBolo ponb. Cratycbl nopToB Koabua: OAMH MNOPT KOAbLQ HAxoAUTCA B COCTOAHUMU
nepecblIKu.

Normal: yKasbiBaeT yCTPOICTBO, Ha KOTOPOM BK/toYeH STRP, n 0ba Ko/bLEeBbIX NopTa
Haxo4AaTcA B COCTOAHMM coeamHeHua 6e3 yxyaweHua CRC, a npuoputet Bbiwe 200.
HopmanbHbIli TONbKO nepecbinaeT nakeTbl Announce, HO He MPOBEPAET COAEpPKMMOe
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naketos. CTaTycbl KO/bUEBbIX MOPTOB: Ob6a KO/ibUEBbIX MOPTa HAaXo4ATCA B COCTOAHWUU
nepecobiNikn.

YxyoweHue CRC: yKaseleaem, 4mo Koaudecmeo nakemose CRC npesviwwaem nopoz2oeoe
3Ha4eHue 3a 15 muHym.

6.7.5. Peanusauun

Kaxablh KoMmMmyTaTop NoAfep’KMBaeT CBOW COOCTBEHHbIN BEKTOP MakeTa Announce.
KommyTaTtop c 60/1blMM BEKTOPOM ByAeT BbiIbpaH KOPHEBbIM.
BeKTop nakeTa Announce coaepXuT cneayowyo MHpopmaumio 419 HasHaYeHUsA Poau.

Tabauya 6. Bekmop nakema Announce

Link GG degradation Role IP address | MAG address

status CRC degradation status CRC degradation rate priarity Sl i

Link status: 3HauyeHue ycTaHaBAMBAETCA paBHbIM 1, ec/M OAMH KO/bLEBOW MopT
HaxoauTcA B cocToaHUM Link down, u yctaHasausaeTca B 0, ecin 0b6a KobLeBbIX NOPTA
HaxogaTca B coctosiHmm Link up.

Cratyc gerpagaummn CRC: ecnm gerpagauma CRC nponcxoaut Ha 04HOM NMOPTY, 3HAYEHMe
ycTaHaBnmBaeTca pasHbiMm 1. Ecim gerpagauma CRC He npoucxoamuT Ha ABYX KOJbLEBbIX
nopTax, 3Ha4YeHue yCcTaHaBAMBaeTca pasHbim 0.

CkopocTtb aerpagaumnm CRC: oTHoweHne Konnyectsa naketos CRC K nopory 3a 15 muHyr.
Role priority: 3HayeHne MOXKHO YCTaHOBUTL B BEG-MHTEepdeEiice.

MapameTpbl B Tabs1. 6 cpaBHMBaAlOTCA B CeAytoLWel npoueaype:

» CHayana npoBepsaeTcA 3HaYeHWe CTaTyca KaHana. YCTPOMCTBO € 60/MbMM 3HAYEHUEM
CTaTyca KaHasa CYMTaeTCsa MMeLWMM 6oNbLINI BEKTOP.

» Ecnv gBa cpaBHUBAEMbIX YCTPOWCTBA MMEIOT OAMHAKOBOE 3HaYEHME COCTOAHUA KaHana,
CPaBHMBAIOTCA 3HayeHMA cocToAaHMA yxygweHua CRC. YcTpoiicTBO C  60nbwnMm
3HauYeHMeM cTaTyca gerpagaumm CRC cuntaeTcs MMetoLMm 601bLLINI BEKTOP.

» Ecnu 3HayeHue crtaTyca gerpagaumm CRC Bcex CpaBHMBAeMbIX YCTPOMCTB paBHO 1,
CYMTAETCA, YTO YCTPOMCTBO C HOMbLWIMM 3HAa4YEeHMEeM cKopocTu aerpagaumnm CRC nmeet
60nblumnii BeKTOp. ECNM ABa cpaBHMBAEMbIX YCTPOMCTBA MMEIOT OAMHAKOBOE 3HAYeHMe
COCTOAHMA KaHana M 3HadyeHwe gerpagaumm CRC, 3HayeHusa npuopwuteta ponewn, IP-
agpecoB U MAC-agpecoB CpaBHMBAKOTCA NOC/AeA0BATE/NbHO. YCTPOMUCTBO € 60MbWMM
3HAYEHMEM CYMTAETCA MMEIOLWMM BONbLUMIA BEKTOP.

»  YcTporcTBO ¢ 601bLWNMM BEKTOPOM BbIBMPAETCS KOPHEBbLIM.

Tos1bKO Ko20a 3Ha4eHue cocmosHuA 0eepadayuu CRC pasHo 1, 3HayeHUe ckopocmu dezpadayuu
CRC yyacmeyem 8 CpasHeHUU 8eKmopos. B npomusHom cay4ae 8eKmMopbl CPasHUBAOMCHA

He3asucumo om 3Ha4eHuUA ckopocmu dezpadayuu CRC.
Peanuszauyusa pexcuma STRP-Port-Based.

Mpouecc BbIbOpa posiv KOMMYTATOPA BbIFIAAMUT C/ieaytowmm obpasom:
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B ncxogHOM COCTOAHMKM BCe KOMMYTaATOpbl HaxoaAatca B coctoaHun INIT. Korga nopt
Linked, ponb nepekntovaetca Ha Root, Root oTnpaBnseTr u nonydvaeTr coobuieHwuA
Announce pgna BblbopoB, a posb MopTa BbibMpaeTcAa NyTemM CpPaBHEHMA BEKTOPOB
Announce coobLLeHUs;

KommyTaTop, KOTOpbIA NOAKAOYAETCA K KOMbLEBOMY CETEBOMY COEANHEHUIO U MMEET
HanbO/bLLNI BEKTOP CpaBHEHMA coobLleHMiM Announce, BbIbMpaeTca KOPHEBbIM, Cpeamn
OCTa/IbHbIX KOMMYTaTOPOB, €C/IN KO/bLEBOM NOPT KOMMYTATOPa HAXOAUTCA B COCTOAHUM
Link down wnan CRC yxyaweH, poab YCTPOWCTBO ABNAETCA KOpHeBbiMm B. Ecam vy
KoMMmyTaTopa 06a KO/bLEBbIX MOpTa MNOAKAOYEHbl M HeT yxyaweHua CRC, ponb
ycTpoiictea Normal.

Mpouecc BoccTaHOBAEHMA Nocae cbos KoMMyTaTopa NOKasaH Ha puc. 136:

B ncxogHoit Tononornmn A agnAaeTca KOpHeM; NOpPT 1 HAXOANTCA B COCTOSIHUW NEPECHINIKMY,
a nopT 2 B cOCTOAHUN 6A0KMPOBKU. B, C 1 D ABNAOTCA HOPMAIbHBIMM, U UX KOJbLEBbIE
NOpPTbl HAXOAATCA B COCTOAHUM NEPECHIIKM.

Mpwn oTkAtO4eHUM nnHKa CD no npotokony STRP KonbueBble NOpPTbl 6 M1 7 KOMMYTAaTOPOB
C 1 D yctaHaBAMBatOTCA B COCTOSIHME 610KMPOBKM, a ponn Cu D nepekntoyatoTcs Ha Root,
Root A, Root C n kKopeHb D Bce paccbinatoT Ons Kaxaoro coobuieHua Announce,
NOCKO/IbKY CBA3b Mexay KopHem C 1 KopHem D OTKAtoueHa, BEKTOp CpaBHEHUA B 3TO
Bpems Jo/mKeH ObiTb Bosiblie, YemM BEKTOp cpaBHeHMA KopHA A. lMpepgnonaras, yto
BEKTOp cpaBHeHuMa D 6onbwe, yem C, D BbibMpaeTca KopHeBbiIM, a posb C
nepekntoyaetcas Ha B-Root, nocne nonyyeHus coobuweHna Announce oT D, A
obHapyXuBaeT, 4To OH bosblle, YeM ero COBCTBEHHbIN BEKTOP CPAaBHEHWUS, U BCE €ro
KO/IbLEBbIE NOPTbl MOAKAIOYEHbI, MO3TOMY OH MepeKkatodaeT poab Ha OO6bluHyl WU
nepeBoAMT KOJIbLLEBOW MOPT 2 B COCTOAHNE NEPECHINKM.

Mocne BoccTaHOBEHMA KaHana CD BekTop cpaBHeHusA Root D Bce ewte 6onblue, yem y B-
Root C, a ponb KommyTtaTtopa D octaeTca Kak Root.

o Ecnu Ha D He HacTpoeH OCHOBHOWM MOPT, NOPT 7 MO-NPEeKHeMy HaxoAWTCA B
COCTOAHMM BNOKMPOBKK, @ NOPT 8 — B COCTOAHUM NEPECHINKM.

o Ecnu nopt 7 Ha D HacTpoeH Kak OCHOBHOW NOpT, NOPT 7 NepexoauT B COCTOAHUE
nepecbiNKK, a NopT 8 — B cOCTOAHME BNOKNPOBKM.

STRP n3meHseT coctosHMe nopTa 6 Ha nepecblnKky. B pesynbtate C ctaHoBuTcs Normal.
MosToMy PO KOMMYTATOPOB HE MEHAKOTCA NPU BOCCTAHOB/IEHNWN KaHana.

A 2 il B
Root | Mormal

1 normal 1-8 Ring pons
’ > Forwarding
@ Blocking
LA . L X Fault

of — —
D |7 rl c | D 7 e] € |
Roat [ | mormal | Roat | Normal |

Fault recovery-- no Fault recovery-- port 7
configured primary port configured as primary porl

Puc. 136. lNpouyecc soccmaHosneHus nocse cbos
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B Konbyesoli cemu STRP posu KOMMymamopos MeHAoMCcA rnpu cboe KaHasd, HoO He MeHAMCcsA
fpu 80CCMAHOB/EHUU KaHAA4d. 3mom MexaHu3m rnossiwaem 6e3onacHocme cemu U
HadexHocmb rnepedavyu OaHHBIX.

Peanusauusa pexcuma STRP-VLAN-Based

STRP-VLAN-Based ycTtaHaBnuBaeT conoctaBneHne mexay VLAN u aksemnaspom STG.
OpHa unum Heckosbko cetelt VLAN moryT 6bITb CONOCTaB/IEHbI C OAHUM 3K3emnaapom STG.
Iksemnnap STG: KaxKabIM ak3emnnap STG cooTBETCTBYET 0A4HOMY KO/bLly Ha ocHoBe STRP-
VLAN. C nomouubto STRP ak3emnasap STG 3anmcbiBaeT Poan YCTPOMUCTB U COCTOAHME MopTa.
Mocne nonyyeHMsA NakeTa KOMMYTaTOp oNpeaensaeT CONoCTaBAeHHbIN ak3emnaap STG Ha
ocHoBe aTpubyta VLAN naketa. KommyTtaTtop obpabaTbiBaeT nakeT B COOTBETCTBMU C
POSAMM YCTPOMCTBA M CTAaTYCOM MOPTa 3K3emnasapa.

Mpn HacTpoMke Kosbla Ha ocHoBe STRP-VLAN nakeTbl M3 pa3sHbix VLAN moryt
nepecbi1aTbCA MO pa3HbiM NyTAM. KaK MOKa3aHO Ha PUCYHKE HUXKe, COMOCTaB/eHue
aksemnnapos STG 1 VLAN ogMHaKOBO A5 BCEX YCTPOMCTB.

KonbueBaa ccbinka Ha 6ase STG1: AB-BC-CD-DE-EA. NMaketbl VLAN10 wn VLAN20
nepecblatoTcA No KaHany A — root.

KonbueBasa ccbinka Ha 6ase STG2: FB-BC-CD-DE-EF. MakeTtbl VLAN30 nepecbiiatoTca no
KaHany F — root.

[Ba Konbua Kacatotca 3seHbes BC, CD u DE. KommyTtatop C n KommyTatop D ncnonbsyror
OAHM W Te e NopTbl B ABYX KOMbLAX, HO UCMONb3YIOT pPa3Hble NOrMYecKne KaHanbl Ha
ocHose VLAN.

RGQSTGH) Rool{3TG2)

VLANTO
VLANZO
VLAN3O

VLAN1C
VLANZO
VLAN30

c D

VLAN1T0. VLANZO
VLAN3O0

STGTVLANIO. VLANZO
STG2:VLAN3D

Puc. 137. llepecbinka nakemos rno pa3Heim VLAN

CocmosHue nopma u Ha3Ha4eHue poseli 0519 Kar 0020 Konsya Ha ocHoge STRP-VLAN makue xce,
KaK u 0418 KoAbUa Ha ocHose rnopma STRP.

STRP Backup

STRP Takke MoxeT obecneunBaTb pesepBMpoBaHMe ABYyX Kosel, STRP, npeaoTspatlas
obpa3oBaHMe neTenb U obecneymBas HOPMaNbHYIO CBA3b MEXAY KOJibLLaMu.

Backup port: ykasbiBaeT MopT cBA3M mMexay Konbuamum STRP. MoXKHO HacTpouTb
HECKOJ/IbKO pe3epBHbIX NOPTOB, HO OHM AOJIKHbI HAXOAUTLCA B OAHOM KosbLe. MepBbin
pe3epBHbIA NOPT, KOTOPbIN MOAKAOYAETCA, ABAAETCA OCHOBHbIM Pe3epBHbLIM MOPTOM,

116



cCT=3

PykoBoAacTBO Nonb3oBaTena

KOTOpPbIA HAxoA4MUTCA B COCTOAHMM MNepecblikU. Bce ocTanbHble pesepBHble MOpPTI
ABNAOTCA NOAYMHEHHBIMU. OHU HAaXOAATCA B COCTOSAHUM BJIOKMPOBKM.

Kak MOKa3aHO Ha cieaylowem PUCYHKE, Ha Ka*KAOM KOMMYTaTOpe MOXHO HacTpouTb
OAMH pe3epBHbIV NOPT. [NaBHbIM pe3epBHbI NOPT HAXOAUTCA B COCTOAHUMN NEPECHISIKK, A
Apyrve pesepBHble NOPTbl — B COCTOAHUN BAOKMPOBKK. ECAn rnaBHbIN pe3epBHbIA NOpPT
WAW €ero KaHan HeucnpaseH, Aas NepecbiKM AaHHbiXx byaeT BblOpaH NOAYMHEHHbIN
pe3epBHbIV NOPT.

Backup

Backup
Root B D pon F H Root

Puc. 138. PesepsuposaHue 08yx Kosey,

UN3meHeHue cmamyca KaHasa enudaem Ha cmamyc pe3ep8HbiX rnopmeaoe.

6.8.DHP

6.8.1. BeepeHune

DHP (Dual Homing Protocol - npoTokon ABOMHOrO NOAKAKYEHMA): 3TO NPOTOKO/ KaHana
OBOWMHOro noaxntodeHna. Kak nokasaHo Ha cneaytowem pucyHke, A, B, C u D cMOHTMpPOBaHbI Ha
Konbue. DHP peanusyet cnegytowme GyHKUUKM, €CAN OH BKAtOYEH Ha A, B, Cu D.

» A, B, C 1 D moryT B3aumoZeincTBoBaThb APYr C A4PYrOM, He BAUASA Ha NpaBuibHYyto paboTy
YCTPOMCTB B KO/bLLE.

> Korga nuHua mexay coeguHUTeNbHbIMU YCTpolicTBaMn AB OTK/IlOYEHA, YCTPOWCTBO A
BCE elwe MOXeT obecneynTb HOPMAJIbHYIO nepegadvy AaHHbix ¢ B, C u D yvepes
coegmHeHne mexay 1 1 2 B KONbLLEBOM CETU U peann3oBaTb CBA3b mexay A, B u D.
®PyHKUMA pe3epBHOro KoNMpoBaHMA ana ccolnok C m D.

Home-nade
i

Homa-pant

Narmaknode Mormal-node

DHP

Home-node

A L‘»(f
v Ring

Puc. 139. lNMpumep npumeHeHuUA DHP
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6.8.2. KoHuenuusa

Peanusauma DHP ocHoBaHa Ha STRP. MexaHu3m Bblbopa M Ha3HayeHus poseir 8 DHP

Takol ke, Kak n B STRP. DHP obecneunBaeT pesepBHOE KOMMPOBAHWE KaHasa NnocpencTBoM
KoHdurypaummn Home-node, Normal-node n Home-port.
Home-node: yka3biBaeT ycTpoiicTBa Ha 060mx KoHuax KaHana DHP v 3aBepluaet naketbl STRP.
Home-node: yKa3sblBaeT NopT, COEANHAIOWMN OMALIHUI y3en C BHeWHen ceTbto. JomMmallHni
nopt obecneuymBaeT cnegyrowme GyHKUUK:

» OTnpaBKa OTBETHbIX NMaKETOB B KOPHEBOW y3e/ Noc/e NoayYyeHUs NakeToB ONoBeLLeHUs

M3 KOpPHEBOTO y31a. KopeHb MAEHTUPULIMPYET COCTOAHME KOJbL,A KaK 3aKPbITOE, eC/IN OH
nosy4yaeT OTBeTHble naKkeTbl. ECAM KOpeHb He noayyvyaeT OTBETHble MaKeTbl, OH
MAEHTUPUUMPYET COCTOAHUE KOJbL,A KaK OTKPbITOE.

BnokunpoBka naketoB STRP BHelIHUX ceTei 1 n3oaauma KaHana DHP oT BHelwHux ceTen.
OTnpaBKa NaKeToB OYMCTKM BXOAa HA NOAKAHOUYEHHbIE YCTPOMCTBA BO BHELLHMX CETAX NPU
M3MEeHEeHMN TONONOrnM KaHana DHP.

Normal-node: ykasbiBaeT ycTpoicTBa B KaHane DHP, ncknwouas ycTpoiicTBa Ha 060MX KOHLaX.
Normal-node nepefatoT oTBeTHbIE NaKeTbl LOMALLHWUX Y3/10B.

6.8.3. Peanusauun

A B C D
8 7 615 1 2 3 N Homie-pc
Home-port 4y oo I'J'>~._ ENormalt =" p Root & — “SNorm | "Home-port
—m ——ONormalO——O —ONormale—
Home-node Normal-node Normal-node Home-node

—n ANnounce packet
Response packet
@® Blocking port

&3 Home-port

Puc. 140. Peanusayus DHP

Kak nokasaHo Ha npegbloywem pucyHke, KoHourypaumm A, B, C 1 D Ha pucyHKe

cneayoume:

>

KoHdurypauma STRP: C — Root; nopT 2 HaxoauMTca B COCTOAHUU 610KMpPOBKKU; A, B n D
ABNAIOTCA HOPMaNbHbIMU; BCE OCTa/lbHble KOMbLEBble MOPTbl HAXOAATCA B COCTOAHWUU
nepecblIKu.

KoHourypauma DHP: A 1 D — Home-nodes; nopt 8 n nopt 4 — Home-ports; B u C
asnatorca Normal-nodes.

C, Root, oTnpaBaseT nakeTbl Announce Yyepes ABa CBOMX KONbLEBbIX NOpTa. JomallHui

nopT 8 1 AOMaLUHUIM NOPT 4 3aBepLIAtOT NoAyYeHHble NakeTbl Announce 1 OTNPaBAAOT

oTBeTHble NakeTbl Ha C. C nageHTMdULUMpyeT COCTOAHNE KOJbLA KaK 3aKkpbiToe. MopT 2

HaxoAuTCcA B COCTOAHUM BNOKUPOBKU.

Korza KaHan mexay A n B 3a610KMpoBaH, TONOIOMMS BKAOYAET ABa KaHana: A u B-C-D.

A nsbupaetca KopHeM. MopT 7 HAXOAUTCA B COCTOAHUM BNOKUPOBKU.

B ccbinke B-C-D B BbibpaH B KayectBe KOpHA. [MoOpT 6 HaxoaAuTcA B COCTOAHMUM

610KMPOBKN. C CTAaHOBUTCA HOPMasbHbIM. [TOPT 2 HAaXO4MTCA B COCTOAHUM NEPEChINKU. A
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MOXeT cBa3biBaTbcA ¢ B, C n D yepes ycTponcTBo 1 1 yCTPOMCTBO 2, KaK NOKa3aHOo Ha
cneayrowem pUcyHKe.

A B C D
Han it 7 6: JS a 1 :2 3 AH:- na-port
- +Root ] ® Root ¢ INormal CNormale—
Home-node Normal-node Normal-node Home-node

———+ Announce packet
Response packet
@ Blocking port
@  Home.port

Puc. 141. Peanu3ayua DHP

6.8.4. OnucaHue

KoHdurypaumm STRP oTBeyatoT cneayrowmm TpeboBaHUAM:

> Bce KOMMyTaTOpbl B 04HOM KO/bLLE AO0MKHbI UMETb OANHAKOBbI HOMep A0OMeHa.

» OQAHO KOJbLO COAEPKUT TONIbKO OANH KOPEHb, HO MOKET COAEPKaTb HECKOIbKO KOPHE
B unu Hopmanei.

> Ha KaKZom KOMMYTaTope MOXKHO HacTPoUTb TO/IbKO ABa NopTa ANA KoJbla.

» [na ABYX CBA3aHHbIX KoJiel, pe3epBHble NMOPTbl MOXKHO HaCTPOUTb TO/IbKO B OAHOM
KonbLe.

> B 0AHOM KO/blLie MOYHO HaCTPOUTb HECKO/IbKO pe3epBHbIX MOPTOB.

» Ha KommyTaTope A/ 04HOI0 KOJIbLLa MOXHO HaCTPOUTb TONIbKO OAMH Pe3epBHbIN NopT.
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6.8.5. Be6 KoHpurypauua
KoHgpueypuposaHue STRP mode

MNepewitn [Device Advanced Configuration] = [STRP configuration] - [STRP Mode] gns
KoHdurypaumm STRP mode, Kak NOKa3aHO Ha PUCYHKe HUMKE.

STRP Mode Configuration
L smewes |

Apply

Puc. 142. KoHguzypuposaHue STRP mode

e STRP Mode
Onuuu: Port Based / VLAN Based
Mo ymonyaHuto: Port Based
®dyHKumA: KoHpurypmuposaHmne STRP mode

Konbyesbie npomoKonsl Ha ocHoge nopmos eKawyarom RSTP, ST-Ring-Port u STRP-Port, a
Kosnbyesble npomoKosbl Ha ocHose VLAN ekarouarom MSTP, ST-Ring-VLAN u STRP-VLAN.
Konbyessie npomokossl Ha ocHoge VLAN A8410mcA 83GUMOUCKAKOYAOWUMU, U MOSbKO murl
Konbueso2o npomokosa Ha ocHose VLAN moxcem 6bimb HacmpoeH 0159 00H020 ycmpolicmea.
Konbsuesoli npomokosa Ha ocHose nopma u Konsyesol npomoKosa Ha ocHoee VLAN sensomcs
830UMOUCKMIOYAIOWUMU, U MOABLKO OOUH PexUuM KO/AbUeso20 MPOMoKoaa moxem 6bimb
8blbpaH 05 00HO ycmpolicmeo.

Co30aHue STRP-Port-Based 3anucu
MNepeiitn [Device Advanced Configuration] = [STRP configuration] = [Port-Based STRP

Configuration] gns Bxoaa Ha cTpaHuuy co3gaHue STRP-Port-Based 3anucu, Kak nokasaHo Ha
PUCYHKe HUXKe.

STRP Co nfii uration

Puc. 143. Co3daHue STRP-Port-Based 3anucu

Haskmute <Add>, ytobbl co3aatb 3anucb STRP.

YcTtaHoBUTE napameTpbl gna 3anucu STRP-Port-Based, Kak nokasaHo Ha cneayrowem
PUCYHKe.
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STRP
K |
E |
[1 v]
2 v]
[Home-node v|
[Ring-Port-1 v|
[100 |
[128 |
[— v]
[Ring-Port-1 v|
[ Back

Puc. 144. Hacmpolika 3anucu STRP

Redundancy

Ob6s3aTtenbHan KoHouUrypauma: STRP

Domain ID

[OnanasoH: 1~32

OnucaHue: Kaxgoe KoAbLO MMeeT YHUKabHbIM MaeHTUdMKATOp AomeHa. Ha oaHom
KOMMYyTaTOpe MOXHO HAacTpOUTb Makcumym 16 Koneu, STRP.

Domain name

AnanasoH: 1~31 cumson

@DYHKLMA: HACTPOUTb LOMEHHOE UMA.

Ring Port 1/Ring Port 2

Onuuu: BCe NOPTbl KOMMyTaTOpPA

®yHKUMA: BbIbepuTe ABa KO/bLEBbIX NOPTA.

DHP Mode

Onuuu: Disable / Normal-node / Home-node

Mo ymonyanuio: Disable

DyHKumA: oTkAoUnTb DHP nam Hactpoutb pexkum DHP.

DHP Home Port

BapuaHTbl: Ring-Port-1 / Ring-Port-2 / Ring-Port-1-2

PyHKLMA: HacTponTb Home-port ana Home-node DHP.

OnucaHue: Ecim B KaHane DHP ecTb ToNbKO 04HO yCTPOMCTBO, 06a KO/bLEBbIX NOPTa
OOMALLHETO y3/1a A0/1XKHbl ObITb HACTPOEHbI KaK fOMaLUHWE NOPTbI.

Crc Threshold

Onana3oH: 25765535

Mo ymonyanuto: 100

PyHKLMA: HaCcTpPoUTb Noporosoe 3Ha4veHune CRC.

OnucaHue: 3TOT napameTp UCcNonb3yeTca npu Bblbope root. CucTeMa NoACYMTLIBAET
Konunyectso noaydeHHbix CRC. Ecam KonmyectBo CRC ogHoro KoabLesoro nopra
npeBsbillaeT NOPOroBoe 3HaYeHue, CUCTeMA CYMTAET, UTO NOPT umeeT yxyaweHne CRC. B
pe3synbTate 3HadeHue aerpagaumnm CRC yctaHaBamMBaeTca paBHbIM 1 B BeKTOpe naketa
Announce nopra.

Role-Priority

OnanasoH: 0~255

Mo ymonyanuto: 128
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-

W

®yHKUMA: HacTpoika nprMopuTeTa KOMMyTaTopa.
e Backup Port

Onuuu: Bce NOpTbl KOMMyTaToOpa

®yHKUMA: HacTpoiika pe3epBHOro nopra.

He Hacmpausaliime Konbyesoli nopm 8 Kauecmee pe3epsHo20 nopma.

e Primary-Port
Onuuu: --/Ring-Port-1 / Ring-Port-2
Mo ymonyanwue: --
®dyHKumA: Hactpoiika ocHoBHOro nopta. Korga KonbLuo 3aMKHYTO, OCHOBHOWM NopT root
HaxoamMTCcA B COCTOAHUM NEePeCbIIKN.
Mocne 3aBepLIEHNA HACTPOMKM NAPaMeTpPoB CO3LaHHan 3anmcb ByaeT oTobpaXKaTbCs B
cnncke STRP, Kak NoKa3aHO Ha cneaytolem puUcyHkKe.

a-1

Add

Puc. 145. Cniucok 3anuceli STRP

Konbuesoli nopm STRP unu pe3epsHblli nopm U KaHan [opma  A8AAMCA
s83aumMouckroyarouwumu. Konosyesol nopm STRP unu pesepsHsili nopm Hens3s dobasums K
KaHasay nopma; nopm 8 KaHase nopma He moxem bbimb HAOCMPOeH 8 Kayecmee Kosbuesozo
nopma STRP unu pe3epsHo20 nopma.

Konbuesoli unu pesepsHoili nopm STRP u nyHKM HA3HA4YeHUS 3epKasaupoBaHUs SA6/410mcs
s83aumouckarvarowumu. Koasyesoli nopm STRP unu pe3epsHsili mopm Hesnb3a HacCmpoums 8
Kauecmge opma HG3HAYEHUA  3ePKAAUPOBAHUA;, MOPM  HOA3HAYEHUA  3epPKasnbHO20
0mobpaxceHus Hesb3s HACMPOUMb 8 Kayecmee Konbuesozo rnopma STRP uau pesepsHozo
nopma.

Konbyessie nopmei mexody KoabuesbiMu npomoKoaamu Ha ocHose rnopmos RSTP, ST-Ring-Port
u STRP-Port Asnaomca 83aUMOUCKAIOYAOWUMU, MO ecCmb KoAbuesol nopm u pesepsHobil mopm
STRP-Port He mo2ym 6bimb HacmpoeHosl Kak nopm RSTP, konwbuo ST-Ring-Port. nopm unu
pe3epsHsbili nopm ST-Ring-Port; Mopm RSTP, konbyesoli nopm ST-Ring-Port u pezepgHeoili nopm
ST-Ring-Port Henb3a HACMpPoumMe Kak Kosneyesoli nopm STRP-Port unu pezepaHoili nopm.

He pekomeHOyemcsa, ymobbi nopmel 8 2pyrne U30AAyUU HacCmpausanucs 00HO8PEeMeEHHO KaK
nopmsl STRP u pe3epsHbie nopmsi, a nopmsel STRP u pe3epsHbie nopmsl He mo2ym 6bimb
dobassneHsbl 8 2pynny U30AaYuUU.

MpocmoTp HAcTpoeKk napameTpos 3anmcu STRP-Port-Based

LLenkHys 3anmcb STRP M MOMKHO NMpoOCMaTpMBaThb, MU MU3MEHSATb HAaCTPOMKM NapameTpoB
3aMnmncK, Kak NOKa3aHOo Ha Caeayowem pUCYHKe.
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STRP
3
B |
[ v|
B v|
[Home-node v|
|Ring-Port-1 v|
100
e |
[ v
[Ring-Port-1 v|
Dol Y Back

Puc. 146. Hacmpolika napamempos 041 3anucu STRP

Mocne 3aBeplueHMA U3MeEHEHMA HaxkmuTe <Apply>, 4Tobbl U3SMEHEHWE BCTYNUIO B CUAY.
Bbl moxkeTe yaanuTb 3anucb STRP, HaxkaB <Delete>.

MpocmoTp ponn n ctatyc nopta Koabua STRP BO3MOXKEH, Kak MOKa3aHO Ha caeaylowem
pUCYHKe.

Ring State List
STRP
ROOT
FORWARD
BLOCK

DUAL-OPEN

Puc. 147. CocmoAaHue Konsya STRP

KoHgpueypayus Ha ocHose STRP-VLAN

Meperitn [Device Advanced Configuration] = [STRP configuration] - [STRP Mode] gns
BXOZa Ha CTpaHuuy KoHdurypauumn STRP mode. Bbibepute Vlan Based.

KoHgpueypauyus skzemnnspa STRP
MNepewitn [Device Advanced Configuration] - [STRP configuration] - [VLAN-Based STRP

Configuration] = [STRP STG Instance Configuration] ans Bxoaa Ha cTpaHULy KOHbUrypaumm
ak3emnaapa STRP STG, Kak NOKa3aHO Ha caeaytoLLem pPUCYHKe.
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STRP 5TG Instance Configuration
18 |

Pdd Etg Instance 17 successiully

Puc. 148. KoHghueypauyus akzemnaapa STRP

e STG Instance No. (16-31)
OnanasoH: 16 ~ 31
®dyHKumA: HacTpoiika naeHtndmrKkaTopa aksemnnapa STRP.

KoHgpueypayus VLAN e skzemnnape STRP

MNepeiitn [Device Advanced Configuration] < [STRP configuration] - [VLAN-Based STRP
Configuration] = [STG Instance Protocol VLAN] gns BxoAa Ha CTpaHWUuy KOHUrypauumm
VLAN 3Kk3emnndApa STRP, Kak NOKa3aHO Ha CaeayloLWeM PUCYHKe.

STRP STG Instance VLAN Configuration
16 v 2

add Nl Dol |

Puc. 149. KoHgpueypayusa VLAN e sksemnnsape STRP

e STRP STG Instance VLAN Configuration
MNoptdonmno: {naeHtndmkaTop sksemnaspa STG, naeHtnpurkatop VLAN}
OunanasoH: {16~31, 1~4093}
dyHKumA: Hactpoiite naeHtudukatop VLAN ana aksemnnsapa STRP.
OnucaHue: oaMH 3K3eMMNAAP MOXKET COOTBETCTBOBATb HECKONbKUM MAeHTUdMKaTOpam
VLAN, HO oguH wungeHtudmukatop VLAN MOXKET COOTBETCTBOBaTb TOJIbKO OAHOMY
aK3emnaapy.

lMpocmompume uHgpopmayuro 06 skzemnnsapax STRP

Mepewtn [Device Advanced Configuration] - [STRP configuration] - [VLAN-Based STRP
Configuration] = [STG Instance Information] gna Bxoga Ha cTpaHuLy MHPopmauun o6
ak3emnnsape STRP, KaKk NMOKa3aHO Ha CAeayioLLLeM PUCYHKE.
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ztrp Mode @ Vlian Based

Instance ID Vlan List
18 1 2
17 3
18

Puc. 150. lMpocmomp uHgpopmayuu 06 sxkzemnaapax STRP

KoHgpueypayusa STRP-VLAN-Based

cT=3

Mepeittn [Device Advanced Configuration] = [STRP configuration] > [VLAN-Based STRP
Configuration] - [Ring Configuration] ana Bxoaa Ha cTpaHuuy co3gaHusa STRP-VLAN-Based,

KaK NOKa3aHO Ha cnegyrowem pucyHke.

STRP List

Add

Puc. 151. KoHgpueypayusa STRP-VLAN-Based

Haxkmute <Add>, ytobbl co3gatb 3anucb STRP. YcTaHOBMTE NapameTpbl 414 3anucK, KaK

NMOKa3aHO Ha cieayrouem pucyHKe.

STRP
1
E |
[ v]
z v]
| Disable v|
— W
[100 |
[128 |
= v
[16 v]
B |
[Ring-Port-1 v|
 Del I Back |

Puc. 152. lNMapamempeor 3anucu STRP

e Redundancy

Ob6s3atenbHan HacTponka: STRP
e DomainID

AwvanasoH: 1~32

OyHKumA: Kaxkaoe KoMbLO MMEEeT YHUKaNbHbIM uaeHTMduMKaTop gomeHa. Ha ogHom

KOMMYTaTOpe MOXHO HACTPOUTb Makcumym 8 Konel, STRP.
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e Domain name
OnanasoH: 1731 cumson
PYHKUMA: HACTPOUTL AOMEHHOE UMS.
e Ring Port 1/Ring Port 2
Onumun: Bce NOpPTbl KOMMYTATOPaA
®PyHKUMA: BbIbepuTe ABA KOMbLEBbIX NOPTa.
e DHP Mode
Onuuu: Disable / Normal-node / Home-node
Mo ymonyaHuio: Disable
®dyHKUMA: oTKAYUTL DHP naun Hactpoutb pexkum DHP.
e DHP Home Port
BapuaHTbl: Ring-Port-1 / Ring-Port-2 / Ring-Port-1-2
PYHKUMA: HACTPOUTbL AOMALLHUI NOPT ANA AoMaluHero y3na DHP.
OnwucaHue: Ecav B KaHane DHP ecTb TO/IbKO 0A4HO YCTPOMCTBO, 06a KO/bLEBbIX NOPTa
[AOMaLLUHEro y31a A0JIKHbl 6bITb HACTPOEHbI KaK AOMaLLHWE NOPTbI.
e CrcThreshold
Onana3soH: 2565535
Mo ymonuanumio: 100
PyHKUMA: HacTpoUTb Noporosoe 3HavyeHne CRC.
OnucaHue: 3TOT NapameTp MUCNoJib3yeTcs Npu Bbibope root. CucTema noacuyUTbiBaET
KonmnyectBo nosydeHHbix CRC. Ecam koamnuectso CRC ogHOro KonbLeBoro noprta
npeBbIWAeT NOPOroBoe 3HaYeHUe, CUCTEMA CUMTAET, YTO NOPT nmeeT yxyaweHne CRC. B
pe3ynbTate 3HavyeHue gerpagaumm CRC ycTtaHaBnmBaeTca paBHbIM 1 B BEKTOpe naketa
Announce noprta.
e Role-Priority
OnanasoH: 0~255
Mo ymonyanuto: 128
®dyHKUMA: HacTpolika npuopuTeTa KOMMyTaTopa.

Koneyesoli nopm STRP unu pe3epsHbili nopm U  KAHAA rnopma  A8A40MCA
e83aumouckardarouwumu. Konsuesoli nopm STRP unu pesepsHebili nopm Hens3s 0obasumoe K
KaHany nopma; rnopm e KaHase nopma He moxcem 6bimb HACMPOEH 8 Kayecmeae Kosblesozo
nopma STRP unu pe3epsHo20 nopma.

Konbuyesoli unu pesepsHbili nopm STRP u nyHKM HG3HAYeHUA 3EpKaaupoB8aHuA ABAAIOMCA
g83aumouckarodarowumu. Konsyesoli nopm STRP uau pe3epsHbili mopm Hesb3A HACMpPoums 8
Kayecmee 1opma HA3HAYEHUA  3epKAAUPOBAHUSA;, MOPM  HA3HAYEHUA  3epKAnAbHO20
o0mobpaxceHus Hesb3s HACMPOUMb 8 Kayecmee Konbuesozo rnopma STRP unu pesepsHozo
nopma.

He pekomeHdyemcs, umobbi nopmel 8 epynmne u3oAauuu Hacmpausaauce 0OHOBPEMEHHO KAK
nopmsl STRP u pe3epsHsie nopmei, a nopmsel STRP u pesepsHbie nopmsi He mo2ym 6bimb
dobassieHsbl 8 2pynny U30aa4uUU.

e Backup Port
Onumun: Bce NOPTbI KOMMYTATOPA

®yHKUMA: KoHPUryprpoBaHMe pe3epBHOro NopTa

He Hacmpausalime Konbyesol nopm 8 Kauecmee pe3epsHo20 nopma.
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STG Instance

Onuuun: cosaaHHble akzemnaAapbl STRP

DYHKLMA: HACTPOUTb IK3EMNAAP ANA KOMbLA.

OnucaHue: 610KUPYIOWMIA NOPT B KoJble byaeT 6/10KMpOBaTh MaKkeTbl AAaHHbIX BCEX
VLAN, COOTBETCTBYIOLLNX IK3EMNAAPY.

Protocol VLAN (1~4093)

OnanasoH: 174093

Onucanue: ngeHtuoukatop VLAN goskeH 6biTb OAHUM U3 TeX, KOTOPble COOTBETCTBYHOT
aksemnnapy STG. ®yHKuma: naketol STRP ¢ nageHtnduratopom VLAN cay»aT ocHOBOW
AN AUArHOCTUKKU M 0BCNyKMBAHUA KONbLa Ha ocHoBe STRP-VLAN.

Primary-Port

Onuuu: -- / Ring-Port-1 / Ring-Port-2

Mo ymonyanmio: --

dyHKumA: HacTpolika ocHoBHOro nopta. Korga KoabLo 3aMKHYTO, OCHOBHOM MOpT root
HaxoAWUTCA B COCTOAHUW NEPECHINKN.

Mocne 3aBepLIEHNs HAaCTPOWMKM co34aHHble Konbla oTobparkatotcsa B cnucke STRP List,
KaK MOKa3aHO Ha c/ieytoLem PUCYHKe.

STRP List

a-1

Puc. 153. Cniucok STRP List

MepeignTe B COOTBETCTBYIOWMIM NapameTp STRP, 4Tobbl NpoCMOTPETb KOHGUrypauuto
KO/IbLLA U U3MEHUTb ee, KaK NOKa3aHo Ha puc. 154.

STRP
1
2 |
[ v]
2 v]
| Disable v|
- W
[100 |
[128 |
= v|
6 v
B |
[Ring-Port-1 v|
[ Dol I Back |

Puc. 154. Mpocmomp KoHgpuzypayuu 041 3anucu STRP

Mocne 3aBeplUeHMA U3MEHEHUA HaxKmuTe <Apply>, UTobbl U3MEHeHWe BCTYNUIO B CUAY.

Bbl moxkeTe yganuTb 3anmcb STRP, Haxkas <Delete>.

MpocmoTp poan u ctatyc nopTa Konbua STRP, Kak NOKa3aHO Ha caeayloWwem PUCYHKE.
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Ring State List
STRP

ROOT
FORWARD
BLOCK

RING-OPEN

Puc. 155. lMpocmomp poau u cmamyca nopmos 01: Konvya STRP

6.8.6. Mpumep TMNOBOU KOHPUrypauum

Kak nokasaHo Ha puc. 138, A, B, C u D obpa3sytoT Konbuo Ringl, E, F, G u H obpasytot
KonbLo Ring2, a CE 1 DF aABnAtoTcA pe3epBHbIMKU coeguHeHnamn mexay Ringl u Ring2.

Mpouecc HacTpoKkn KommyTaTopa A, B:

e WUNaeHTudMKaTOp AomeHa: 1, uma gomeHa: Ring, npuopuTeT NnopTa NPUHUMAET 3HaYEHNE
Mo YMO/I4aHMI0, BbibepuUTe KoNbLEBOM NOPT 1 1 2, pe3epBHbIN NOPT BblIbpaTb HE/b3A, CM.
puc. 144;

KoHourypaumusa kommytatopos C n D:

e UNaeHTudMKaTOp AomeHa: 1, umsa gomeHa: Ring, npMopuTeT NnopTa NPUHUMAET 3HaYEHUE
Nno YMOJI4aHuto, BbibepuTte 1 1 2 ana KOAbLEBOro Nnopta 1 BbibepuTe 3 AN pe3epBHOro
nopra, cm. puc. 144;

KoHourypauma kommytaTopos E, F, G, H:

e UNaeHTUdMKaTOp AOMEHa: 2, UMA goMmeHa: Ring, npMopuTeT nopTa NPUHMUMAET 3HaYeHUEe
Mo yMOoN4YaHuto, BbibepuTe KonbLLeBOM NOPT 1 1 2, pe3epBHbLIN NOPT BbIOPATb HENb3A, CM.
puc. 144,
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6.9. KoHpurypuposaHmne MSTP

6.9.1. BBeaeHue

XoTs npotokon RSTP obecneumBaeT H6bICTPYIO KOHBEPreHUMIO, Y Hero, Kak u y STP, ectb
cnepylowmii HeAOCTaTOK: BCE MOCTbl B JIOKaAbHOM CETU COBMECTHO MCMNOAb3YIOT OAHO
cBAsylolee aepeso, U nakeTbl Bcex VLAN nepecbinatoTca no ceasytowemy gepesy. Kak nokasaHo
Ha PWUCYHKE HUKe, HeKoTopble KOHOUrypaumm MmoryT 6/0KMpPOBaTb COEAMHEHUE MeXAay
KommyTatopom A n kommyTtatopom C. Nockonbky KommyTtaTtop B n kommyTtatop D He BXOAAT B
cetb VLAN 1, oHM He moryT nepecblnatb naketbl cet VLAN 1. B pesynbtate nopt VLAN 1
KOoMMyTaTopa A He MOXKET CBA3aTbCA C KommyTaTopom C.

Switch A Switch B

SwitchC Switch D

Puc. 156. lMpumep nodknroYeHus

Y1o6bl pewnTb 3Ty npobnemy, nossuacsa npotokon Multiple Spanning Tree Protocol
(MSTP). OH obecneumnBaeT Kak bbICTPYHO KOHBEPreHL Mo, TaK U OTAE/bHbIE NYTU NepPecbINKK ANd
TpadmKa pasHbix VLAN, obecrneumBas ny4ywuii MexaHM3M pacnpeneneHua Harpysku ans
M3b6bITOYHbIX KaHANOB.

MSTP oTtobpakaeT ogHy unu Heckonbko VLAN B oauH 3k3emnasp. KommyTtatopbl C
OAMHAKOBOM KoHbUrypaumel obpasytoT AomeH. B Kaxgom gomeHe GopmMmmpyeTca HECKOIbKO
cBAsyoWNX AepeBbeB. CBA3ylowMe faepeBbA He 3aBUCAT Apyr OT Agpyra. 3TOT AOMeH
9KBMBANEHTEH y3/Iy KOMMYTATOPa U APYTMM AOMeHaM. 3aTeM BbINOJIHUTb OMNepaLmio anropnTma
cBA3ylOLWero Aepesa, YTobbl MONYYMTb MOIHOE CBA3ylOllee AepeBO. B cooTBeTcTBMM € 3TUM
a/IrOPUTMOM CETb, NOKa3aHHas Ha puc. 156, 06pasyeT TONOA0rMIo, NoKasaHHyto Ha puc. 157. O6a
KommyTaTopa A 1 C HaxoaATca B pervoHe 1. B aTom fomeHe HET NeTaun, No3Tomy 610K KaHanos
He TepsAeTcA, TO e BepHO M AnA pernoHa 2. Regionl u Region2 3KBMBANEHTHbl y3/1am
KoMmyTaTopa. Mexay ABYMA KOMMYTAaTOpPaMu eCTb NeTAs, MO3TOMY Mepecblika A0XKHA ObITb
3abnoKkMpoBaHa.

' D A .
Switch A Switch B
3
VLAN 1 VLAN2
VLAN 1 § VLAN 2
3
Switch C Switch D
Region 1 Region 2
\ )

Puc. 157. lMpumep nodknroveHus
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6.9.2. OCHOBHbIE NOHATUSA

B coueTaHuu c puc. 158 — puc. 161 gns NOHMMAHMA CBA3AHHbIX KOHUenuuit MSTP:

Puc. 158. MISTP KoHyenuusa

Switch A

Region 2
Instance 1
VLAN 1

Sviltch C

Puc. 159. Mapping to Instance 1

Switch A

SwitchC

Puc. 160. Mapping to Instance 2

Swriteh A

Reglon 2

Instance 0
Other VLANs

e 'Svmch B

SwitchC

Puc. 161. fipyaue VLAN Mapping to Instance O

3K3emnnsp: Habop n3 HeckonbKkMx VLAN. OgHa ceTb VLAN mMoMKeT ObITb CONOCTaB/IeHa C
oAHMM 3K3emnnapom (oaHa ceTb VLAN obpasyeT 04HO CBA3yiOLLee AepeBOo), KaK NOKa3aHo Ha
puc. 159 n 160; Heckonbko ceteit VLAN c OAMHAKOBOM TOMOJOrMElN TaKke MOryT O6biTb

130



cT=3

PykoBoAacTBO Nonb3oBaTena

COMNOCTaB/IeHbl C OAHUM 3K3emMnasspom (HeckonbKko ceTeit VLAN COBMECTHO MCMOMb3YOT OAHO
cBA3ylOWEee AepeBO), KaK NOKasaHo Ha pwuc. 161. PasHble 3K3eMnaApbl COMOCTABAAOTCA C
pasHbIMW CBA3YOWMMKU aepeBbAMU. dk3emnnap 0 ABAAeTcA CBA3yOWMM AepeBom AA
YCTPOWCTB BCEX PEFMOHOB, @ OCTA/IbHblE SK3EMNIAPbI — CBA3YIOWMUM AEPEBOM A5 YCTPOMNCTB
onpeaeneHHoro perMoHa.

OomeH MST (HECKO/IbKO PEervMoHOB CBA3YIOWEro [epeBa, HECKO/IbKO pPerMoHosB
CBA3YOLWEro AepeBa): UMA gomeHa MSTP, ypoBeHb Bepcum, KOHOUIypaLma CONOCTABAEHMUA
VLAN 1 3Kk3emnnApa CBA3ylOWero gepesa OAMHAKOBbLI, @ B3aMMOCBA3aHHbIE KOMMYTaTOpPbI
Haxo4ATCA B O4HOM AOMeHe, Kak NoKasaHo Ha puc. 158. Regionl, Region2, Region3, Region4 —
3TO YeTbipe pasHbiXx gomeHa MST.

Tabanuya conoctasneHma VLAN: coctout u3 conoctasaeHna mexay VLAN v ceasyowmmm
aepesbaMn. Tabnmua conoctaBnenns VLAN pernoHa 2 npeacrtaBnser coboit conocraBneHue
mexay VLAN 1 u sk3emnaapom 1, Kak nokasaHo Ha puc. 159; VLAN 2 conocrtasnseTca ¢
9K3emMnAApoM 2, Kak nokasaHo Ha puc. 160. Apyrmne VLAN conoctasaatotca ¢ aksemnaapom O,
KaK MOKa3aHo Ha puc. 161.

IST (Common and Internal Spanning Tree, 0buea0CTyNHOE U BHYTPEHHeE CBA3ylollee
JEepPeB0): TO eCTb 3K3eMNAApP cBA3ytoLero aepesa 0, KOTOPbI OTHOCKTCA K OAHOMY CBA3YOLEMY
JepeBy, COeANHAOLLEMY BCe YCTPOMCTBA B KOMMYTUPYyemol ceTu. Kak nokasaHo Ha puc. 158,
OHo coctouT 13 IST n KHT.

IST (Internal Spanning Tree, BHyTpeHHee cBasytlowee aepeo): dparmeHT CIST B someHe
MST, 1o ecTb ak3emnaAp 0 B KaXXA0OM AOMeEHE, KaK MOKa3aHo Ha puc. 161;

CST (Common Spanning Tree, 06L1e0CTyNHOE CBA3YIOLEE AEPEBO): eguMHOoe CBA3yloLee
AepeBo, coeanHaowee Bce AomeHbl MST B KommyTupyemomn cetu. Ecnm Kaxapin gomeH MST
paccmaTpuBaeTca KaK «y3en yctpolictBa», CST npeacrasnser coboit cBasylollee Aepeso,
BbluMCAAEMOE 3TUMM y3namu no npotokony STP/RSTP, Takoe Kak cBAsyiollee Aepeso,
cocTosLLee U3 KpacHbIX IMHUI Ha puc. 158.

MSTI (Multiple Spanning Tree Instance, Multiple Spanning Tree Instance): HeCKoONbKO
CBA3YIOLWMX AepeBbeB MOIYT BbITb CO34aHbl B 04HOM AomeHe MST, Kaxaoe cBasylolLee AepeBo
He 3aBUCUT ApYr OT ApYra, U Kaxkgoe ceasylwee aepeso Asasetca MSTI, Kak noKa3aHO Ha puc.
159 u puc. 160; IST TakKe asnaeTca cneymanbHbim MSTI.

O6bwuit KopeHb: YyKasbiBaeT KopHesBol mocT CIST. KommyTatop € HauMMeHbLIMM
NMAEHTUDMKATOPOM KOPHEBOIO MOCTa B CETU ABAAETCA OOWMM KopHem. B pernoHe MST
OCTOBHbIE AEPEBbS MMEIOT Pa3HYI0 TOMONOTNIO, U UX PErMOHA/bHbIE KOPHU TaKKe MOryT 6biTb
pa3HbIMKU, TPU 3K3EMNAAPA MMEIOT pa3Hble pernoHanbHble KopHW. KopHesoit moct MSTI
paccunTbiBaeTca Ha ocHose STP/RSTP B Tekywem pervoHe MST. KopHesoit mocTt IST — 310
YCTPOWMCTBO, KOTOPOE MOAKIOYEHO K Apyromy permoHy MST v BbiI6paHO Ha OCHOBE NOyYeHHOM
nHbopmauum o npuoputete. MPaHUYHbIN NOPT: YKa3biBAET NOPT, KOTOPbIN COEAUHAET PEervoH
MST ¢ apyrum permoHom MST, paboumm perroHom STP wmam paboumm pervoHom RSTP.
CocToaHue nopTa. MopT MOXKeT HaXoANTLCA B OAHOM U3 CeAYIOLNX COCTOAHUIA B 3aBUCMMOCTH
OT TOro, u3y4aet M oH MAC-agpeca v nepecbinaet v Tpadumk.

Forwarding state: yka3sbiBaeT, 4to nopT M3ydaet MAC-agpeca u nepecbinaet Tpaduk.

Learning state: yka3sbiBaeT, 4To nopT M3ydaet MAC-agpeca, HO He nepecbliaeT TpaduK.

Discarding state: ykasbiBaeT, 4To nNopT He nsydyaet MAC-agpeca v He nepecbinaeT TpaduK.

Root port: yka3sbiBaeT Ay4lunin NOPT OT HEKOPHEBOFO MOCTa K KOPHEBOMY MOCTY, TO CTb
NOPT C HAUMEHbLUE CTOMMOCTbBIO A/17 KOPHEBOIro MOCTA. HEKOPHEBOW MOCT B3aMMOENCTBYET C
KOPHEBbIM MOCTOM 4Yepe3 KOPHEBOW NOpT. HeEKOpPHEBOW MOCT MMEET TONIbKO OAWMH KOPHEBOWM
nopt. KopHeBON MOCT He MMeeT KOpHeBOro nopta. KOpHeBOW MOPT MOXKET HaXxoAMTbCA B
COCTOAAHMM NepecblIkK, 0byyeHma unam cbpoca.
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HasHauyeHHbI NOPT: yKa3blBaeT NOPT A4Ma nepecbiikn BPDU Ha apyrve yctpoictea mam
JIOKanbHble ceTn. Bce mnopTbl KOPHEBOrOo MOCTa ABAAKTCA HA3HAYEHHbIMWM  MOPTAMMU.
HasHayeHHbIN NOPT MOMKET HAXOAMTBLCA B COCTOAHUM NePEeChbIKKN, 0byueHnsa nnm cbpoca.

[NaBHbIA NOPT: YKA3blBAET MOPT, KOTOPbIA coeanHAeT pernoH MST ¢ obwum KopHem.
MopT HaxoAMTCA Ha KpaTyanwem nyTM K obuwemy KopHto. B CST rnasHblA NopT AsBnAeTcA
KOPHEBbLIM NMOPTOM pervoHa (Kak ysna). Mactep-nopT — 3TO cneumasbHblii NOrpaHMYHbIA NOpT.
3710 KOopHeBon nopT aas CIST v rnaBHbIA NOPT ANA APYTMX 3K3EMNAAPOB. [NaBHbIN NOPT MOXKET
HaXoAUTbCS B COCTOAHUM Nepecbisikm, 0bydyeHns nnm copoca.

ANbTEPHATUBHbIA NOPT: YKa3blBAaeT pe3epBHbIN NMOPT KOPHEBOrO NOpTa UAM OCHOBHOO
nopta. Mpu cboe KOPHEBOro MW FNABHOFO MOPTa a/ibTEPHATMBHbIA NOPT CTAHOBUTCA HOBbIM
KOPHEBLIM WMAW NABHbIM MOPTOM. [NaBHbIN MOPT MOMKET HaXo4MTbCA TOJIbKO B COCTOSHUM
oTbpacbiBaHMS.

Pe3epBHbI NOPT: YKa3blBaeT pe3epBHbIA NOPT Ha3HaYeHHOro nopTa. Koraa HasHayeHHbIM
NnopT BbIXOAWUT U3 CTPOA, PE3EPBHbIN MOPT CTAHOBUTCA Ha3HAYEHHbLIM MOPTOM WU nepecbinaeT
OaHHble 6e3 Kakux-1Mbo 3ageprKeK. Pe3epBHbIN NOPT MOXKET HAaXOAUTLCA TObKO B COCTOAHUMU
oTOpacbIBaHMUA.

6.9.3. Peanunsauyua MSTP

MSTP penut ceTb Ha HECKONbLKO pernoHoB MST. CST paccumTbiBaeTCA MeXAy PperMmoHamMu.
HecKo/ibKO OCTOBHbIX AepeBbeB PacCUMTbIBAIOTCA B pervoHe. Kaxpoe csAsylowee Aepeso
anaetcAa MSTI. ksemnnap O — 370 IST, a ocTanbHble 3Kk3emnaapbl — 370 MSTI.

» Pacyuet CIST

o YcTpolicTBO OTMNpaBAseT M nonydaeT naketbl BPDU. Ha ocHoBe cpaBHeHUA
coobuweHnin KoHourypaumm MSTP ycTpoWCTBO C HaMBbICWIMM MPUOPUTETOM
BblbMpaeTcs B KayecTBe obuiero KopHa CIST.

o IST paccunTtbiBaeTca B Kaxkgom gomeHe MST.

o Kaxabii gomeH MST paccmaTpuBaeTca Kak oTgenbHoe ycTpoictso, u CST
pPaccYnTbIBAETCA MeXKAY JOMEHAMMN.

o CST u IST coctasnstot CIST Bceit ceTw.

» Pacuet MSTI
o B pernoHe MST MSTP co3paeT pasnunyHble ceasytowme aepesba ana VLAN Ha
ocHoBe conocTtasneHna mexay VLAN u ceasywowmmn gepesbamn. Kaxkpoe
OCTOBHOE [epeBO paccyMTbiBaeTca HesaBucumo. lpouecc pacyeta nopobeH
Tomy, yTo B STP.
o BHyTpu pomeHa MST naketbl VLAN nepecbinatotca no cooTseTcTayowmnm MSTI.
Mexay permoHamu MST nakeTbl VLAN nepecobinatotca no CST.
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6.9.4. Be6 KoHpurypupoBaHue

robansHoe sxknroveHue MSTP npomokona

MNepeiitn [Device Advanced Configuration] - [MSTP configuration] - [Enable MSTP] ann
BXOJ4a Ha CTpaHuLUy KoHduUrypauumn npoTokosia MSTP, KaK NoKasaHO Ha PUCYHKE HUKe.

Open/Close MSTP
e |

Apply

Puc. 162. nobanbHoe sknoyeHue MSTP npomokona

e Mstp status
Onuuu: Enable / Disable
Mo ymonyanuto: Disable
®yHKUMA: BKAtoyeHue / BbikatoveHne MSTP

Konbyessie npomokonsi Ha ocHose nopmos gKnovarom RSTP, ST-Ring-Port u STRP-Port, a
Kosbuyesble npomoKosbl Ha ocHose VLAN ekarouarom MSTP, ST-Ring-VLAN u STRP-VLAN.
Konbuesbie npomokonsl Ha ocHoge VLAN sensomca 83aUMOUCKAIOYAOUWUMU, U 0715 00HO020
ycmpolicmea MOXHO HACMpPoumMb Mos1bKO MUI KOAbUeso20 NPOMmMOoKosa Ha ocHose VLAN.
Konbuesoli npomoKos Ha ocHoge Mopmos U Kosbuesol npomoKos Ha ocHoge VLAN sagasromca
83AUMOUCKAIOYAOUWUMU, U 078 00HO20 ycmpolicmea MOMCHO 8bI6paMb MOIbKO 00UH PeX UM
KO/1bUEe8020 NMpomokoa.

BraroyeHue nopma e pexcume MSTP, KOK MOKA3GHO HA PUCYHKE HUM(e.

MSTP Port Mcheck

I e

Apply

Puc. 163. BknroyeHue nopma e pexcume MSTP

e Port
Onumun: BCe NOPTbl KOMMYTaTOPa
Mo ymonuaHuio: Disable
®dyHKumA: Koraa nopt ¢ nogaepkkoh MSTP noaKknoyeH K yCTPOMCTBY C NOAAEPHKKOM
STP, aToT nopT 6yaer aBTOMaTUYECKM M3MeHeH gnsa paboTtbl B perkmme STP. Ecau
YCTPOWCTBO C noaaepKoi STP byaeT yaaneHo, 3TOT NOPT HE BEPHETCS aBTOMATUYECKU
K paboTe B pexkume MSTP. Ecnn Bbl XOTUTE BepHYTbCA K paboTe B pexxume MSTP B aTom
COCTOAIHMM, yCTaHOBUTE 3Ty GYHKUMIO Ana nopTa. Kak ToNbKO NOPT cHOBa nosyynt STP-
coobLEeHNE, OH aBTOMATUYECKM NEPEKIOUMTCA HA paboTy B pexkmume STP.

3ma KoHgu2ypayus ecmynum 8 cusy, mosbKo ecsu Kommymamop pabomaem e pexcume MSTP;
8 MPOMUBHOM Cy4Yae amo becrnosesHo.
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YcmaHosume pexcum pabomer MSTP, Kak noKa3aHo Ha puc. 164;

MSTP Mode Config

|

Puc. 164. Pexxum pabomsi MSTP

e MSTP Mode Config
BapuaHTbl KoHdUrypaumu: mstp/rstp
KoHdurypauma no ymonyaHuo: mstp
dyHKUMA: BbIGEPUTE NPOTOKO/ CBA3YIOLLErO AepeBa.

Hacmpolika cocmosaHus MSTP nopma

Mepewitn [Device Advanced Configuration] - [MSTP configuration] - [Enable Port MSTP]
019 BXOAa Ha CTPaHULy KoHurypaumum npotokona MSTP, Kak NOKa3aHO Ha PUCYHKe HUMKE.

OpenfClose Port MSTP
ke |

Puc. 165. Hacmpolika cocmoaHus MSTP nopma

e Port
Onumun: BCe NOPTbl KOMMYTaTOPA
Mo ymonyaHuIO: ecnn BKAKYEH rnobanbHbli npotokon MSTP, coctosaHue MSTP Bcex

NopTOB OTKPbLITO.
DyHKUMA: BKAOYUTD / OTKAOUMTL MSTP Ha nopTy.

Hacmpolika napamempos domeHa MSTP

Mepeiitn [Device Advanced Configuration] - [MSTP configuration] = [MSTP Region
Config] ana Bxoga Ha cTpaHMLy KOHGUIypauum napameTpos permoHa MST, Kak NOKa3aHo Ha
PUCYHKE HUXKeE.

MSTP Region Config
(000011111111 |

0 |

Puc. 166. Hacmpolika napamempos domeHa MSTP
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e MSTP Region Name config
Onanas3oH: 1-32 cumBona
Mo ymonuaHuto: MAC-agpec ycTpoiicTaa.
®dyHKUMA: HacTpolika umeHn permoHa MST.
e MSTP Revision level config
Onuuun: 0765535
Mo ymonyanuto: O
®PyHKUMA: HacTpolika napameTpa Bepcun gas permoHa MSTP.
OnucaHue: MapameTp Bepcun, uma permoHa MST u Tabnuua conoctasneHua VLAN
onpeaensaoT permoH MST, K KOTOPOMY MpUHAANEXMUT ycTpoicTBo. Koraa Bce
KOHUrypaunmn oaMHaKOBbI, YCTPOMCTBA HAaXo4ATCA B O4HOM pernoHe MST.

Hacmpolika mabauysi conocmasnaeHus VLAN, KaK NOKA3GHO HA PUCYHKE HUM(E.

AddiDel Instance
3 |
[30-40 |

[ Del |
Instance List
0 1-7 9 16-20 52 - 4094

8 21-51
10-15

[R] =Y

Puc. 167. Hacmpolika ma6auuybl conocmasneHus VLAN

e {MSTP Instance ID, VLAN list}
OunanasoH: {0~16, 174094}
Mo ymonuanuto: {0, 1~4094}.
®yHKuMA: HacTpowTe Tabanuy conoctasnenus VLAN B pernoHe MST.
Onucanue. No ymonyanumto sce VLAN conoctasaatoTca ¢ akzemnaapom 0. VLAN moxKHO
COMOCTaBUTb TOJIbKO C OAHMM 3K3eMnaapom cBaAsylowero agepesa. Ecam VLAN ¢
YCTAaHOBNEHHbIM OTHOLUEHMEeM COMNOCTaB/eHUA MOBTOPHO COMNOCTaBAAETCA C ApYyrvm
3K3eMMASPOM, MCXOL4HOE OTHOLWIEHME COMNocTaB/ieHus Oyaer oTmeHeHo. Ecau
OTHOLIEHMe CONOCTaBAEHUA MeXKay YKasaHHbiMu VLAN un aKk3emnnapamum cBA3yoLWEro
Aepesa yaaneHo, 3t VLAN 6yayT noBTOPHO COMNOCTaB/EHbI € 3Kk3emnaapom O.

<Del> He moxcem ydanume cnucok VLAN sk3zemnaspa 0

Mocne 3aBepLUeHUA HACTPOMKM «CNMUCOK IK3EeMNAAPOB» NMOKAXKET CONOCTAaBNEHUNE MEXKAY
VLAN u aKk3emnnAapom.

Hacmpolime npuopumem mocma KOMMymamopa 8 yKa3aHHOM 3K3eMAasape

Mepewitn [Device Advanced Configuration] - [MSTP configuration] - [MSTP Instance
Config] gns BxoAa Ha CTpaHMLy KOHUrypauuu napameTpoB sKsemnaapa MSTP, Kak
MOKA3aHO Ha PUCYHKe HUXKe.
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MSTP MST Priority

[32768

| Apply [l Defauit |

Puc. 168. [lpuopumem mocma Kommymamopa

e MSTP Instance ID
Onuuu: BCe co3aaHHble IK3eMNAApPDI

e MSTP Bridge Priority
JOuanasoH: 0761440 c warom 4096
Mo ymonyanuto: 32768
PYHKUMA: HACTPOUTL MPUOPUTET MOCTAa KOMMYTATOPa B HA3HAaYEHHOM 3K3eMnsApe.
Onucanue: MpuoputeT MOCTa onNpeaenseT, MOXeT M KOMMyTaTtop 6biTb BbibpaH B
KayecTBe pPervMoHasbHOrO KOPHA 3K3emnaapa CBA3yHOULEro aepesBa. Yem MmeHblue
3HayeHue, TeM Bbille NpuopuTeT. YcTaHoBUB Hosiee HU3KUIA NpUOPUTET, onpeaeneHHoe
YCTPOMCTBO MOKET OblTb Ha3Ha4YeHO KOPHEBbIM MOCTOM CBA3YIOLWEro JAepesa.
YcTpoiicTBo ¢ nogaepko MSTP MOMKHO HacCTpoWUTb C pasHbIMU NpUOpUTETAMMU B
pa3sHbIX 3K3emnaApax CBA3yOLWEro Aepesa.

Hacmpolika npuopumema nopma u cMoumocmu nymu 8 Ha3Ha4eHHOM 3K3eMnsape,
KQK MOKA3AHO HA PUCYHKe HUME.

MSTP MST Port Cost And Prlont).r

V

|123 |

[200000 |

Puc. 169. Hacmpolika npuopumema nopma u cmoumocmu nymu

e MSTP Instance ID
Onumun: BCce co3gaHHble 3K3eMNAAPbI

e Port
Onuuu: Bce MOPTbl KOMMyTaTOpPa
e  Priority

OnanasoH: 0~240 c warom 16

Mo ymonyaHuio: 128

®PyHKUMA: HACTPOUTL NPUOPUTET NOPTA B HA3HAYEHHOM 3K3emnasApe.

Onucanue: NMpuoputeT nopTta onpeaensaet, 6yaeT v oH BbIOpaH B KaYecTBe KOPHEBOrO
nopTta. B Tom e cocTosiHMM MOPT ¢ bosee HU3KMM MpuopuTeTom byaeT BbibpaH B
KauyecTBe KopHeBoro nopta. MopTbl ¢ nogaep*kkon MSTP MOXKHO HaCTPOUTb C PasHbIMK
npuopuTETaMM U UrpaTb pPasHble POJINM NOPTOB B PA3HbIX IK3EMMNAAPAX CBA3YIOLLEro
Jepesa.
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MSTP Port Path cost

JduanasoH: 1~200000000
Mo yMON4YaHMIO: KaK YKa3aHO B TabAMLAX HUXKe.

Tabauya 7. Pacuem MSTP Port Path cost

Port Type Default Path Cost Recommended Range
10Mbps 2000000 2000000~20000000
100Mbps 200000 200000~2000000
1Gbps 20000 ‘ 20000~200000
Tabauya 8. Pacuem MSTP Port Path cost
Number of Aggregation Ports Recommended Range
Port Type
(in Allowed Aggregation Range)
10Mbps ‘ N 2000000/N
100Mbps ‘ N 200000/N
1Gbps ‘ N 20000/

®yHKUMA: HacTpoliKa CTOMMOCTM NyTU MOPTA B Ha3HAYEHHOM 3K3emnAasApe.

OnucaHue: CTOMMOCTb NMYTU NOPTa UCMOJb3YETCA A4J/1A pacyeTa ONTUMAJIbHOTO NyTU. 3TOT
33aBUCMT OT MPOMYCKHON cnocobHoctn. Yem 6Gosblie nponyckHas
CNOCOBHOCTb, TEM HMMKE CTOMMOCTb. M3MeHeHMe CTOMMOCTM MyTU MnopTa MOXKET
M3MEHUTb NYTb Mepesayn Mexay YCTPOWCTBOM M KOPHEBbIM MOCTOM, TEM CaMbiM
M3MEeHMB Ponb nopTa. MopT ¢ noagepKo MSTP MOXKHO HacTPOUTb C Pa3/IMYHOM
CTOMMOCTbIO MYTU B Pa3HbIX 3K3eMNAAPaXxX CBA3YIOLLEro AepeBa.

napameTp

KoHghueypuposaHue napamempoe MSTP spemeHuU

Mepeitun [Device Advanced Configuration] - [MSTP configuration] - [MSTP Time Config]
A9 BXOAa Ha CTPaHMLY HacTPOMKKM NapameTpos BpemeHM MSTP, Kak NoKa3aHo Ha PUCYHKe

HWXe.

Puc. 170. KoHguzypuposaHue napamempos MSTP epemeHu

e MSTP Forward Time Config

Onuymun: 4~30 c

Mo ymonyanuto: 15 ¢

MSTP Time Confi

15

20
20
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®yHKUMA: HacTpoiKa BpeMeHHOro MHTepBasia A/1a CMeHbl cocToAaHua nopta (Discarding
— Learning unu Learning — Forwarding).
e MSTP Hello Time
AnanasoH: 1710 ¢
Mo ymonyanuio: 2 ¢
®dyHKUMA: HacTpolika BpeMeHHOro MHTepBana ansa oTnpasku BPDU.
e MSTP Max Age Time
AnanasoH: 6740 ¢
Mo ymonyanumio: 20 ¢
PyHKUMSA: YCTaHOBUTE MaKCMMa/bHbIV BO3pacT naketos BPDU.

3HaueHus Forward Delay Time, Hello Time u Max Age Time 0oaxHblI coomeemcmeosame
cnedyrowum mpebosaHuam: 2 * (Forward Delay Time — 1,0 cexyHOb1) >= Max Age Time; Max Age
Time >= 2 * (Hello Time + 1,0 ceKyHO®bI).

PekomeHOyemca yCmaHo8Ka no yMoa4YaHUIo.

e MSTP Max Hop
dnanasoH: 1~40
Mo ymonuanumio: 20
@DYHKLMA: HaCTPOUTb MAKCMManbHOE KOAMYEeCTBO MNepexofoB Ana pernoHa MST.
MaKcumanbHble nNpbiKKKM obnactu MST  orpaHuumBatoT macwtab obnactm MST;
MaKCMMa/ibHOe KO/IMYeCTBO NepexoioB perMoHaNbHOro KOPHA PaBHO MaKCMManbHOMY
KO/IMYecTBy nepexoaos perMoHa MST.
OnucaHune: HaumHaA ¢ KOPHEBOrO MOCTA CBA3YyOLWEro gepesa B permoHe MST, Homep
nepexoaa BbluntaeT 1, koraa BPDU npoxoanTt yepes yCTPOICTBO B PEFMOHE. YCTPOMCTBO
oTbpacbiBaeT BPDU c Homepom nepexoaa 0.

JelicmeumenbHa MosbKO MAKCUMGAAbHAA KOH(U2ypauusa nepexo0o8 KOPHE8o20 mMocma 8
peauoHe MST. Ycmpolicmeo HeKopHe8020 Mocma NpUHUMaem KoHg@uU2ypauuo MakKCcumaabHO20
MPLIXKA KOPHEB8o20 Mocma.

PexkomeHdyemcs ycmaHOBKa M0 YyMOAYAHUIO.

Hacmpolika ¢pyHKkyuu 6bicmpoeo nepexooa cocmosHus MSTP

Mepewitn [Device Advanced Configuration] - [MSTP configuration] - [MSTP Fast Transfer
Config] ansa BxoAa Ha CTpaHULY KOHGUIypaLUmK, Kak NOKa3aHo Ha PUCYHKE HUXKe.

MSTP Fast Transfer Config

AUTO v
Ordinary Fort v

Avpy [l Deieuit |

Puc. 171. Hacmpolika ¢pyHKyuu 6bicmpoeo nepexoda cocmosaHus MSTP

e  MSTP Port Link Type
Onuwmn: AUTO / Force True / Force False
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Mo ymonyanuto: ABTO
®PyHKUMA: YcTaHOBUTE TUM coegMHeHMA NopTa. ECiv nopT NogKAoOYEeH K KaHany «TOYKa-
TOYKa», COCTOAHME NopTa MOXKeT ObiTb ObICTPO NepeaaHo.
Onucanue: AUTO o03HayaeT, 4YTO KOMMYTaTOp aBTOMATUYECKM onpeaenaeTr Tun
COegMHEHMA B COOTBETCTBUM C COCTOAHMEM aynnekca noprta. Korga nopt pabotaeT B
NOJIHOAYM/IEKCHOM peXume, npotokon MSTP aBTomaTMyecku npeanonaraet, YTo KaHan,
NOAK/IOYEHHbIN K MOPTY, ABAAETCA KaHAaNOM «TO4YKa-Touka». Korga nopt paboTaet B
nonyaynaekCHom pexxume, npotokon MSTP aBTomaTmMyeckn npeanoaaraeTt, YTo KaHan,
NOAKNIOYEHHDBIM K NOPTY, ABNAETCA 06wWMm KaHanom. Force True o3Ha4aeT, YTO CCbI/IKa,
NOAKNIOYEHHaA K IOKaNbHOMY NOpTY, ABAAeTcA AByxTodeyHon. Force False o3Hauvaer,
YTO CCbINIKA, NOAKAIOYEHHAA K IOKAIbHOMY MOPTY, ABAAETCA 0OLLEN CChIIKOW.

e Set/Cancel Edge Port
BapuaHTbl: Edge port / Ordinary port
Mo ymonuaHuto: Ordinary port
®PyHKUMA: HacTpoliTe nopT Kak nopt Edge nam obblvHbIM NoprT.
OnucaHue: Korga MNoOpT HanpAMyl MOAKAOYMEH K KOHEYHbIM YCTPOMCTBAM, HO He
NOAKNIOYEH K APYrMM YCTPOMCTBAM MM OBLWMM CermeHTam, 3TOT MOPT sABAAeTcA
rPaHMYHbIM NOPTOM. MMOrpaHMYHbIN NOPT MOXKET ObICTPO NepenT OT BAOKMPOBKMU K
nepecbinike 6e3 3agepKKN. Kak TONbKO NOrpaHMYHbIN NOPT Noay4mT coobuweHne BPDU,
3TOT NOPT CHOBA M3MEHMUTCA HA OObIYHbIM NOPT.

Mpocmomp MSTP KoHghuaypayuu

Mepeitn [Device Advanced Configuration] - [MSTP configuration] - [MSTP Information]
Ans Bxoga npocmoTtpa MSTP KoHbUrypaumm, Kak NOKa3aHO Ha PUCYHKE HUXKeE.

- nfomaflonDisply

—- M3T? Bridge Config Info --

Hallo Tims 2, Forwvard Dalay 15

SIIEXTEATTLEININTLIALNL

TEIITTEIILL

D=gBridge D=gFoct

FEREIITERREISRRIRISSTEIESE
w:73

Puc. 172. lMpocmomp MSTP KoHgpuaypayuu
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6.9.5. Mpumep TMNOBOM KOHUrypauum

KommytaTtopsl A, B, C u D B ceTu, noKasaHHOM Ha puc. 173, npuHagnexaTt gomeHy MST, a
KpacHble MeTKM 0603HayatoT nakeTbl VLAN, KOTOpPbIM pa3peLleHo NPoXo4MTb NO 3TOMY KaHany.
bnarogapAa HacTpoike nakeTbl pasHbix VLAN nepecblnatoTca MO pasHbIM  3K3emnaspam
csasytowero gepesa: naketol VLAN 10 nepecbinatotca no sk3emnaapy 1, a KOpHEBbIM MOCTOM
aKk3emnaapa 1 asnaetrca kommytatop A; naketbl VLAN 30 nepecbinatorca no aksemnasapy 3, a
KOpHEeBOM MOCT 3K3emnaspa 3 — SwitchB; nakeTtsbl VLAN 40 nepecblnatoTca Yyepes aksemnasap 4,
a KopHeBoM mocT 3k3emnaapa 4 — 3to Switch C; naketbl VLAN 20 nepecblnatotca yepes
ak3emnaap 0, a KOpHeBOM MOCT ak3emnaspa 0 — ato Switch B.

Switch A Switch B

All VILANS

VLAN 20,VLAN 40

Switch C Switch D

Puc. 173. lpumep KoHguzypayuu

Mpouecc HacTpoMKn KommyTtaTtopa A:

1. Co3pgalite BUpPTYanbHble siokanbHble cetn 10, 20 u 30 Ha KommyTaTope A M HacTpouTe
nopTbl, YTOObI paspelnTb NPOXOXKAEHNE Yepe3 COOTBETCTBYIOWME BUPTYasIbHbIE NTOKAJIbHbIE
cetu;

2. BkntounTe npotokon MSTP rnobanbHO, Kak NoKasaHo Ha puc. 162;

3. HacTtpoiite uma gomeHa MST Kak «PermoH» n usmeHmte napameTp Ha 0, KaK NOKa3aHo Ha
puc. 166;

4. Co3spaiite ak3emnaspbl 1, 3 n 4 u conoctasbTe VLAN 10, 30 1 40 ¢ ak3emnaapamn 1,3 n 4
COOTBETCTBEHHO, KaK MOKa3aHo Ha puc. 167;

5. Hactpolite npuoputeT mocTa KommyTaTopa B 3k3emnaape 1 Ha 4096 n 3HayeHue no
YMOIHaHMIO B ApYTMX SK3eMMIAPaXx, Kak MOKa3aHo Ha puc. 168;

KommyTtaTtop B HacTpoeH cneaytowmm obpasom:

6. Cosgatite VLAN 10, 20 1 30 Ha KomMyTaTope B, HacTpoiiTe COOTBETCTBYIOLLME NOPThI KaK
TpaHKOBbIe NOPTbl U paspeLwmnTe NpoxoxageHne cootseTcTaytowmx VLAN;

7. BkntounTe npotokon MSTP rnobanbHO, Kak NoKasaHo Ha puc. 162;

8. HacTtpoiite uma gomeHa MST Kak «PerMoH» n usmeHute napameTp Ha 0, KaK NOKa3aHO Ha
puc. 166;

9. Cospgaiite ak3emnaspbl 1, 3 n 4 u conoctasbTe VLAN 10, 30 1 40 c ak3emnnapammn 1,3 n 4
COOTBETCTBEHHO, KaK MOKa3aHO Ha puc. 167;

10. HacTpoiTe npuoputeT mocTa KommyTaTopa B 3ksemnasapax 3 u 0 Ha 4096 u 3HayeHue
Mo YMOJIYaHMIO B APYIUX SK3EMNAPAX, KaK NOKa3aHo Ha puc. 168;

KommyTtaTtop C HacTpoeH cneayowmm obpasom:

11. Cospavite VLAN 10, 20 1 40 Ha KommyTaTope C, HacTpoKTe COOTBETCTBYHOLLME NOPTbI KaK
TPAHKOBbIE MOPTbI M Pa3peLLmTe NPOXoXKAeHMe cooTBeTcTBYOWNX VLAN;

12. BKkatoumTe npotokoa MSTP rnobanbHO, Kak NOKa3aHo Ha puc. 162;
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13. Hactpoite uma gomeHa MST Kak «PerMoH» u nameHute napameTp Ha 0, Kak MoKa3aHo
Ha puc. 166;

14. Co3paitte aksemnaapbl 1, 3 n 4 n conoctasbte VLAN 10, 30 1 40 c ak3emnaspamu 1, 3 u
4 cOOTBETCTBEHHO, KaK MOKa3aHo Ha puc. 167;

15. Hactpointe npuopuTeT MOCTa KommyTaTopa B 3k3emnaspe 4 Ha 4096 1 3HayeHWe no
YMOJIYaHMUIO B APYIUX dK3EeMMIAPax, Kak NMOKa3aHo Ha puc. 168;

KommyTtaTtop D HacTpoeH cneayrowmm obpasom:

16. Co3pamte VLAN 20, 30 1 40 Ha KommyTaTope D, HacTponTe COOTBETCTBYIOLLME NOPTLI KaK
TPaHKOBbIE NOPTbI M paspeLlmTe NpoxoxKgeHne cootsetcraytowmx VLAN;

17. BKkatoumnTe npotokon MSTP rnobanbHO, Kak NOKa3aHo Ha puc. 162;

18. Hactpoite uma gomeHa MST Kak «PerMoH» u nameHute napameTp Ha 0, Kak MoKasaHo
Ha puc. 166;

19. Co3paitte aksemnaapbl 1, 3 n 4 n conoctasbte VLAN 10, 30 1 40 c ak3emnaspamu 1, 3 u
4 cOOTBETCTBEHHO, KaK NOKa3aHO Ha puc. 167;

Mocne Toro, Kak BbluncneHme MSTP 3aBepweHo, MSTI, cooTBeTcTBYIOWMI Kaxaolh VLAN,
nokKasaH Ha puc. 174;

Switch A Switch B Switch A Switch B

S5~

Root

Root

Switch C Switch C Switch D
Instance 1 VLAN 10 Instance 0 VLAN 20
Switch A Switch B

Root
Switch C Switch D

Switch D

Instance 3 VLAN 30 Instance 4 VLAN 40
------ Blocked link MSTP

Puc. 174. STP 014 kaxool VLAN
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6.10.

Alarm

6.10.1. BsegeHue

KOMMyTaTopr aToM cepun nognepxnBaroT caeayrouime Tunol aBapMVIHbIX CUrHanos.:

ABapUIiHbINA CUrHAN ncnosb3oBaHua Namat / LIM: Ecav aTa GyHKUMA BKAKOYEHA, CUTHAN
TPEBOrN reHepupyeTcs, Korga ucnonb3oBaHue LM / namaTv npesbiwaeT yKasaHHbIW
nopor.
ABapuiiHbIN curHan KoHpaukTa IP 1 MAC agpeca.
ABapuiHbIA CUFHaN nopTa: ecan 3Ta QPYHKUMA BKAKOYEHA, aABAPUMHbLIA  CUTHAN
cpabaTbiBaeT, Koraa NopT HAXOAUTCA B COCTOSHUM OTCYTCTBUA COEANHEHMA.
ABapWMMHBLIA CUTHAA MUTAHWUA: OH MPUMEHMM K NMPOAYKTAM C ABOMHbIM MCTOYHUKOM
nuTaHua. Ecnm ata GyHKLMA BKAOYEH], TpeBora cpabatbiBaeT Npu OTKAOYEHUN NUTAHUA
WM OTKAOHEHUU OT HOPMbI.
TpeBora KonbLeBol Tononoruun: Ecnm ata GyHKUMA BKAKOYEHA, TPeBora cpabaTbiBaeT,
Kora Ko/abLo Pa3OMKHYTO.
ABapPUIAHbBIA CUIHAN BbICOKOM TemMnepaTypbl: eCAn 3Ta GYHKUMA BKAKOUYEHA, aBaPUIAHbBIN
curHan cpabaTbiBaeT, Korga Temnepatypa KOMMYTAaTopa MpeBbiaeT MNoporosoe
3HaYeHWe BbICOKOM TemnepaTtypbl.
[unanasoH obLiero nopora BbicOKon Temnepatypsbl (T-high) coctasnset ot 85 °C
[0 94 °C c HacTpoiikol no ymonyaHuio 85 °C.
[mana3oH onacHoro BbicokoTemnepaTypHoro nopora (T-Max) cocrasnset ot 95°C
[0 100°C ¢ HacTpoiikoi no ymonyaHuio 95°C.
O6wMin  aBapuiMHbIA CUTHA/M BbICOKOW TemnepaTypbl cpabaTtbiBaeT, Koraa
TemnepaTtypa KommyTaTopa (T-cur) Bbiwe nopora T-high 1 Huxke nopora T-Max (T-
high <T-cur<T-max).
ABapuiHbIA CUrHA/A OMacHOM BbLICOKOM TemnepaTypbl cpabaTbiBaeT, Koraa
TemnepaTypa KOMMyTaTopa paBHA WM NPEBbILLAET NOPOrosoe 3HavyeHne T-Max
(T-cur>=T-max).
ABapuiHbIA CUTHaN HU3KOM TemnepaTypbl: ecAn 3Ta GYHKUMA BKAKOUYEHA, aBapUMHbIN
curHan cpabaTtbiBaeT, Korga TemnepaTypa KOMMYTaTopa MpPEeBbIAET MNOPOroBoe
3Ha4YeHMe HU3KOW TemnepaTypbl.
[nanasoH nopora HMU3KoW TemnepaTtypsbl (T-low) coctasnset o1 -40 °C go 10 °Cc
HaCTPOMKOM No ymonuaHuio -40 °C.
ABapuiiHbIA CUFHAN HU3KOW TemnepaTypbl cpabaTbiBaeT, Koraa TemnepaTypa
KommyTaTopa (T-cur) HUXKe noporoeoro 3HayeHua T-low (T-cur<T-low).
ABapuiiHbIA cMrHan TpaduKa noprta: ecamn 3ta GYHKUMA BKAKOYEHA, aBAPUIMHBIN CUTHAN
reHepupyeTca, Korda CKOpoCTb BXoAgsliero/mcxogauiero tpaduka noprta npesblllaeT
yKa3aHHbIN nopor.
ABapuitHbiA curHan ownbkn CRC / notepu naketa: Ecam 3ta QyHKUMA BKAOYEHa,
aBapuHbIN CUTHaN reHepupyeTca, Korga KosmyectBo owmnbok CRC / noTepu naketa
nopTa NPeBbILLAET YKa3aHHbI NOPOr.

Korga (byHKLI,MFI TpeBOrn BK/KOYEHa, peXnmMbl TPpeBOrn BKAKOYAKOT 3aMMCb B XKYpHan,

MWraHue CBeTOAMOAa TPEBOIM Ha NepeaHelt naHenu, cpabatbiBaHMe KieMMHOTo 610Ka TpeBoru
M OTNpaBKy NakeTos trap SNMP.
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TonbKo enasHas cmaHyusa Koasua ST-Ring u STRP root noddepxcusarom pyHKUUO Konbuesol
cueHanusayuu.

6.10.2. Be6 KoHpurypauusa

Hacmpolika u omobpaxceHusa npedynpexcdeHuli 06 ucrnonszosaHuu namamu/LrI.
Mepeiitn [Device Advanced Configuration] = [Alarm Control] = [Basic Alarm] ans sxoaa
Ha CcTpaHuUy KOoHdUrypauum aBapuiMHOrO CUrHana ucnosb3osaHua namatu/LMN, Kak

NMOKa3aHO Ha PUCYHKe HUXe.

Mem and CPU Usage Alarm

[ Mem Usage Alarm [J CPU Usage Alarm

[a5 |i50~100) [85 i50~100)

5 (1~20) 5 (1~20)
Disable Disable

Puc. 175. Hacmpolika anapma namamu/LM

e Mem Usage Alarm/CPU Usage Alarm
Onuwuu: Enable / Disable
Mo ymonuaHuio: Disable
®OYHKUMA: BKAOYMTb / BbIKAOYUTL CUTHAAM3ALMIO WMCNOAb30BaHWUA nNamatn [/
npoueccopa.

e Threshold (%)
OwnanasoH: 50~100
Mo ymonyanwuto: 85
®yHKLMA: yCTaHOBKA Mopora Mcnonb3oBaHua namatu/UMN. Korga wcnonb3oBaHue
namatn/LM KommyTaTopa NpeBbIaeT NOPOroBOe 3HaYeHWe, TeHepPUPYEeTCA aBapUNHBbIN
CUTHan.

e Margin Value (%)
OnanasoH: 1~20
Mo ymonyanwuto: 5
®YHKUMA: YCTaHOBMTE 3HaYeHue 3anaca Ucnosb3oBaHua namatu / L.
OnwucaHue: Ecav ucnonb3osaHue namatu / LN konebaetca 0Koa0 NOPOroBoro 3HaveHus,
aBapuiiHble CUrHaNbl MOTYT reHepupoBaTbca M cOpacbiBaTbCs HEOAHOKPaATHO. YTOObI
npeaoTBPATUTb 3TO ABNEHME, Bbl MOXKETE YKa3aTb 3HaUYEHWE MapPKU (Mo ymondaHuto 5%).
ABapuiHbIf curHan 6yaet copoLleH TONbKO B TOM C/ly4ae, eC/iv UCNOJIb30BaHWeE NaMaATU
/ UM HuKe NoporoBoro 3HayeHWa Ha BeaMUMHY 3anaca unu 6onee. Hanpumep, nopor
NCNO/Ib30BaHMA NaMATU YCTaHOBEH Ha 60%, a 3Ha4YeHue NoaA ycTaHoBeHOo Ha 5%. Ecin
NCNONb30BaHWE NAaMATU KOMMYTATOpPa MeHblLUe UaK paBHO 60 %, aBapUHbIA CUTHaN He
reHepupyetca. Ecam ncnonbsosaHne namsTu npesbiwaeT 60%, byaeT creHepupoBaH
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CUrHan TpesBoru. ABapuiiHbIA cuUrHan byaeT cbpolieH TONbKO B TOM CAyyae, eciu
MCNONb30BaHWE NAMATU PAaBHO UK HUKe 55%.

Alarm Status

Onuwu: Disable / Normal

®YHKUMA: MPOCMOTP COCTOSHMA MCMOAb30BaHMA namaty / LM kommyTatopa. Tpesora
03HayaeT, YTo Mucnosb3oBaHMe namatn / LM npesbiliaeT NoporoBoe 3HayeHue U
Bbl3blBaeT TPEBOTY.

3aepyska LI 8 smom 0okymeHme omHocumcs K cpedHeli 3aepy3ske LM 3a namoe muHym.

Hacmpolika u omobpaxeHue CcuesHan08 mpegoau Mo UCMOYHUKY NUMAHUA U
memmepamype, KaK MOKA3aHO HA PUCYHKE HUME.

Power Alarm

Power Alarm Power 2: Alarm

High-Temperature Alarm| Normal
Lo'.f.r—Temperature,i\Iarm| Normal

Puc. 176. Hacmpolika anapmos rno numaxuro u memmnepamype

Power Alarm/High-Temperature Alarm/Low-Temperature Alarm

Onuuu: Disable / Enable

Mo ymonyaHuio: Disable

OYHKUMA: BKAOYMTL / OTKAOYMUTD CUFHANM3ALMIO NUTAHMA / CUTHANN3aALMIO BbICOKOM
TemnepaTtypbl / CUTHAAU3aLMIO HU3KOM TemnepaTypbl.

Power Alarm Status

BapuaHTbl: Normal / Alarm

®YHKLMA: NPOCMOTP COCTOAHUSA aBapUMHOIo CUrHaNa NUTaHMA.

ABapUiiHbIA CUrHAA: ANS NPOAYKTOB C pe3epPBHbIM NMUTaHUEM OAMH U3 MOoAY/1el NUTaHNA
BbIXOAUT U3 CTPOA UAKN paboTaeT HEHOPMasIbHO, U CpabaTbiBAeT aBaPUIHbIN CUTHaN.
HopmasnbHbIii: AN NPOAYKTOB C O4HUM UCTOYHUKOM NMUTAHMA MOAYNb NUTaHWA NodaeT
nuTaHMe B 0ObIMHOM peXume; OANA NPOAYKTa C pe3epBHbIM MUTAHMEM ABa CUNOBbIX
moayna 0bbluHO obecneyumBatoT NUTAHME.

High-Temperature Alarm Status / Low-Temperature Alarm Status

BapuaHTbl: Normal / Alarm

®PyHKUMA: npocMmoTp paboueit TemnepaTypbl KOMMyTaTopa. TpeBora O3HayaeT, 4To
Temnepatypa KOMMyTaTopa MpeBblllaeT MNOPOroBoe 3HayeHue BbICOKOW/HU3KOWM
TeMnepaTypbl U Bbi3blBAeT TpeBory. HopmasnbHbI 03HavaeT, 4yTo paboyan TemnepaTtypa
KOMMYTaToOpa HoOpMa/ibHas.

Hacmpolika u omobpaxceHue onoseuwjeHus o KoHgpnaukme IP, MAC, Kak nokasaHo Ha
PUCYHKE HUXKE.
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IP and MAC Conflict Alarm
IP&Mac Alarm
120 |(180s~600s)
IP:Mormal
MAC:Normal

Apply

Puc. 177. Hacmpolika anapmos o koHpaukme IP, MAC

¢ [P and MAC conflict alarm
Onuwmu: Enable / disable
KoHdurypauma no ymonyanutio: disable
DyHKUMA: BKAKOYUTD 1M CUTHANIU3ALMIO O KOHOIMKTE agpecos.
e Time Interval
[OunanasoH koHdurypaumm: 180 ¢~ 600 ¢
Mo ymonyanuto: 180 ¢
DyHKLMA: HacTpolika BpeMeHHOro MHTepBana a5 obHapyKeHnAa KOHGAMKTOB aApecos.

Hacmpolika u omobpaxceHue cuzHas108 mpesoau nopma

MNepewitn [Device Advanced Configuration] = [Alarm Control] = [Set Port Alarm] ans
BXOZa Ha CTpaHuLYy KOHOUTYPUPOBaAHUA TPEBOTU, KaK MOKa3aHOo Ha PUCYHKE HUXKe.

Set Port Alarm

Apply
et Mamswe P AemSwe
Ethernetl LinkDown Ethernet2 LinkDaown
Ethernet3 LinkDown Ethernetd LinkUp
Ethernet5 Disable Ethernets Disable
Ethernet? Disable Ethernetd Disable
Ethernet9 Disable Ethernet10 Disable
Ethernet11 Disable Ethernet12 Disable
Ethernet13 Disable Ethernet14 Disable
Ethernet15 Disable Ethernet16 Disable
Ethernet17 Disable Ethernet18 Disable
Ethernet19 Disable EthernetZ0 Disable
Ethernet21 Disable Ethernet22 Disable
Ethernet23 Disable Ethernet24 Disable
Ethernet25 Disable Ethernet26 Disable
Ethernet27 Disable Ethernet28 Disable

Puc. 178. Hacmpolika u omobpaxceHue cueHasn108 mpegoau nopma
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Port

Onuuu: Disable / Enable

Mo ymonyaHuio: OTKAOUYNTD

OYHKUMA: BKAOYUTL / BbIKAOYNUTL TPEBOTY NOpTa.

Alarm Status

Onuwmu: LinkDown / LinkUp

PYHKUMA: NPOCMOTP COCTOAHMA MogKAtodeHns nopta. LinkUp o3HauvaeT, uto nopt
HAaXoAMTCA B COCTOAHMUW NOAKAIOYEHMA U NOALEPKMBAET HOPMASbHYIO cBA3b. LinkDown
O3HaYaeT, YTO NOPT OTKNIOYEH WAM HAXOAWUTCA B HEHOPMANbHOM coeauHeHun (cboi
CBA3M), M ByAeT creHepMpPoOBaH aBapPUMHBbINA CUTHa.

Hacmpolika u omobpaxeHue asapuliHo20 cueHan mpaguxka nopma
Mepeiitn [Device Advanced Configuration] = [Alarm Control] - [AlarmPortRate] ans

BXO4a Ha CTpaHWUy KoHdMrypauuu onoselleHWAa O TpaduKe MOPTOB, KaK MOKa3aHO Ha
PUCYHKE HUKeE.
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Set Port Rate Alarm

input rate alarm/output rate alarm
Onuuu: Enable / Disable
Mo ymonuaHuio: Disable
DYHKLUMA: BKAOYUTb / OTKAOUUTb CUrHaM3auMio TpadurKa nopTa.

Threshold

Puc. 179. Hacmpolika anapma mpaguka nopma

1 O 0 bps  w | Disable O 0 bps ~ | Disable
2 O 0 bps « Disable O 0 bps Disable
3 O 0 bps Disable O 0 bps Disable
4 [10 |[bps ~|  alarm [10 |[kbps ~]  Normal
5 O 0 kbps Disable O 0 kbps Disable
6 [1000000000 |[bps _~|| Normal [1000000 |[kops ~|| Normal
7 (] 0 kbps w | Disable O 0 kbps ~ || Disable
8 O 0 kbps w Disable O 0 kbps Disable
9 O 0 kbps Disable O 0 kbps Disable
10 O 0 kbps | Disable O 0 kbps » | Disable
11 O 0 kbps ~ | Disable O 0 kbps ~ | Disable
12 O 0 kbps v Disable O 0 kbps + Disable
13 O 0 kbps Disable O 0 kbps . v Disable
14 O 0 kbps w | Disable O 0 kbps ~ || Disable
15 O 0 kbps Disable O 0 kbps ~ Disable
16 O 0 kbps Disable O 0 kbps Disable
17 (] 0 kbps w | Disable O 0 kbps ~ || Disable
18 O 0 kbps w Disable O 0 kbps Disable
19 O 0 kbps Disable O 0 kbps Disable
20 O 0 kbps | Disable (] 0 kbps ~ || Disable
21 O 0 kbps w Disable O 0 kbps Disable
22 O 0 kbps Disable O 0 kbps Disable
23 O 0 kbps Disable O 0 kbps Disable
24 O 0 kbps ~ | Disable O 0 kbps ~ | Disable
25 O 0 kbps Disable O 0 kbps Disable
26 O 0 kbps Disable O 0 kbps Disable
27 O 0 kbps w | Disable O 0 kbps. ~ || Disable
28 O 0 kbps™ v Disable O 0 kbps Disable
Apply

OunanasoH: ot 1 ao 1000000000 6uT/c mam ot 1 go 1000000 k6UT/C.
®YHKUMA: HAaCTPOMTb NOPOroBoe 3HaYeHMe Ana TpadpuKa nopTa.

Alarm Status

BapuaHTbl: Alarm / Normal
®YHKUMA: NPOCMOTP COCTOAHMA TpaduKa noprta. Tpesora O3HAYaeT, YTO CKOPOCTb
Bxogallero / ncxogaiero TpadmKa NpeBbILAeT NOPOroBoe 3Ha4YeHne U U reHepupyeTca

aBapWUItHbIM cUrHan.
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Hacmpolika u omobpaxceHue cuzHana owubku CRC / nomepu nakema.

Mepeittn [Device Advanced Configuration] - [Alarm Control] - [Alarm about CRC/ Pkt
Loss] AN BXoAa Ha CTpaHuLy KoHduUrypaumm asapuinHoro curdana owmnbkmn CRC / notepu

NaKeTa, KaK MNoKa3aHO Ha PUCYHKe HUNXKe.

Alarm about CRC/Pkt Loss

Puc. 180. Hacmpolika anapma owubku CRC / nomepu nakema

e CRC/Pkt Loss Alarm

Onuwuun: Enable / Disable

Mo ymonuaHuto: Disable

dyHKUMA: BKAOYeHne/oTkAoueHne CRC/curHana notepu Pkt.
e Threshold

[AwnanasoH: ot 1 go 1000000pps.

®yHKUMA: HacTpoiTe Noporosoe 3HadeHue Ana aBapuHOrO CUrHana notepu NOpPToB

CRC/Pkt.
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1 O 0 pps Disable O 0 pps Disable
2 O 0 pps Disable O 0 pps Disable
3 O 0 Pps Disable O 0 ops Disable
4 ’1—\pps Normal |1—\pp5 Normal
5 O 0 pps Disable (] 0 pps Disable
B 1000000 Pps Normal 1000000 pps Normal
7 O 0 pps Disable O 0 pps Disable
8 O 0 Pps Disable O 0 ops Disable
9 O 0 pps Disable O 0 pps Disable
10 O 0 pps Disable (] 0 pps Disable
1 O 0 pps Disable (] 0 pps Disable
12 O 0 pps Disable O 0 pps Disable
13 O 0 Pps Disable (] 0 ops Disable
14 O 0 pps Disable [l 0 pps Disable
15 O 0 pps Disable O 0 pps Disable
16 O 0 pps Disable (] 0 pps Disable
17 O 0 pps Disable O 0 pps Disable
18 O 0 pps Disable O 0 ops Disable
19 O 0 pps Disable O 0 pps Disable
20 O 0 pps Disable (] 0 pps Disable
21 O 0 pps Disable (] 0 pps Disable
22 O 0 pps Disable O 0 pps Disable
23 O 0 Pps Disable O 0 ops Disable
24 O 0 pps Disable O 0 pps Disable
25 O 0 pps Disable (] 0 pps Disable
26 O 0 pps Disable (] 0 pps Disable
27 (=] 0 pps Disable (] 0 pps Disable
28 O 0 Pps Disable (] 0 ops Disable
Apply
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e Alarm Status
BapuaHTbl: Alarm / Normal
®yHKUMA: NpocMOoTp cTaTyca notepu noptos CRC / Pkt. ABapuiiHbIi curHan o3HadaerT,
yto notepa CRC / Pkt nopTta npesbIlaeT NOPOroBoe 3HaYeHMEe U BbI3bIBAaET aBapUMHbINA
curHan.

Hacmpolika u omobpaxceHue cuzHana mpeesoau ST-Ring

MNepeitn [Device Advanced Configuration] = [Alarm Control] - [Set Ring Alarm] ans
BXOJa Ha CTpaHuLUy KoHdurypauum Tpesorn ST-Ring, Kak NoKa3aHO Ha PUCYHKe HUKe.

11 Alarm
2 Normal

Puc. 181. Hacmpolika u omobpaxceHue cueHana mpesoau ST-Ring

e Alarm About ST-Ring
Onuwu: Disable / Enable
Mo ymonyanuto: Disable
dDYHKUMA: BKAOUYUTL / OTKAOYUTL curHan ST-Ring.
e Alarm Status
BapuaHTbl: Alarm / Normal
PyHKUMA: nNpocmoTp cocToAHMA ST-Ring. HopmanbHbI 03HayaeT, 4To Konbuo ST
3aKpbITO. ABapUIMHbIN CUrHan o3HayaeT, Yto ST-Ring Pa3sOMKHYT WAKW, HaxoAuTCA B
HEHOPMa/IbHOM COCTOAHUMN.

KoHgpueypuposaHue u omobpaxceHue SFP nopma RX mpeeoau
Mepeiitu [Device Advanced Configuration] = [Alarm Control] - [Sfp Port Rx Power Alarm]
ON15 BXO4A Ha CTpaHuLUy KoHOUrypaumm aBapuiMHOro cMrHana nutaHua nopta SFP RX, Kak

NMOKa3aHO Ha PUCYHKe HUXKe.

Sfp Port Rx Power Alarm

Oazs 400~82) Disable
il Disable

a7 -220 400~82) Disable
() -220 400~82) Disable

(-

26 -220 (-400~82
(-
(-

Puc. 182. Hacmpolika anapma SFP nopma RX

e Sfp Port Rx Power Alarm
Onuwuu: Enable / Disable
Mo ymonyanuto: Disable
®YHKUMA: BKAOYEHMEe / OTKNIOUYEHME CUTHaNa TpeBorn nutaHua RX nopta SFP.
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e Threshold
OnanasoH: -400~82 (egnHuua nsmepenun: 0,1 abm)
Mo ymonuanuto: -220 (-22,0 abm)
®dyHKuMA: HacTpolika nopora gnsa cMrHana Tpesoru mouwHocti RX nopta SFP.
e Alarm Status
BapuaHTbl: Alarm / Normal
PyHKUMA: nocsie BKAOYEHUA QYHKLMM TpeBOra 03Ha4aeT, YTo MoLWHOCTb RX Ana nopTa
SFP meHbLUe yKa3aHHOro Nopora v Bbi3blBAET TPEBOTY.

Hacmpolika u omobpaxceHue cuzHana mpesoau onmuyecko2o modynsa (mpaHcusepa).

Mepeiitu [Device Advanced Configuration] = [Alarm Control] = [Alarm about transceiver]
A1 BXO4a Ha CTPaHWLy KOHPUrypaumu TpeBOr TPaHCMBEpPa, KaK MOKa3aHO Ha PUCYHKe
HUKe.

Alarm about transceiver

| Disable

251 40.5dBm Normal Alaim | 66dBm MNorma Norma

% | 405dBm | free | 5 0d6m Norma

Puc. 183. Hacmpolika u omobpaxeHue cu2Has1a mpesoau ornmu4ecKko2o Mooy

e Alarm about transceiver
Onuuu: Enable / Disable
Mo ymonuaHuio: Disable
®YHKLMA: BKAOYUTL / BbIKAOYUTD CUTHAAM3ALMIO NpUemMonepesaTymka. ABapuinHbIi
CUTHA/ O HU3KOM YPOBHE ONTUYECKOM MOLLHOCTU FeHEPUPYETCSA, KOTAa OTCNEXMBaemMoe
3HaYeHMe ONTUYECKOM MOLLHOCTM HA NopTy SFP meHblue HUXKHEro Nopora aBapumnHoOro
CUTHANa; TpeBOra BbICOKOM  ONTUYECKOMW  MOLLHOCTM  reHepupyeTca, Koraa
OTCNEXKMBAEMOE 3HAYEHME ONTUYECKON MOLLHOCTN Ha NopTy SFP npeBbiwaeT Noporosoe
3HayeHMe BepPXHEN TPEBOTMW.

Huskuli u eblcokuli nopoz onmuyeckoli MowHocmu onpedeasomca  annapamHeim
obecrieyeHUem u He mo2ym 6blmb HOCMPOEHbLI PO2PAMMHO.

150



cT

ll
w

PykoBoAacTBO Nonb3oBaTena

6.11. KoHdurypayumsa KypHana

6.11.1. BeeaeHue

®YHKUMA KYpHANa KOMMYyTaTopa B OCHOBHOM 3aMMUCbiBaeT TaKylo MHPOpMauUMio, Kak
N3MEHEHMA COCTOAHUA, HEUCMPABHOCTU, OTNaAKa U OLUMOKU cUcTeMbl KOMMYyTaTopa. C NOMOLLLbIO
KOH}Urypaumm MHbOpMaLMA KypHana MOXKeT BbiTb 3arpy’KeHa Ha cepBep, NOALEPKMBAOLLMIA
npoTokon Syslog, B pexume peasbHOro BpemeHu. MHPopmaums KypHana pasgeneHa Ha 3
YPOBHS  BaXHOCTW, OT HM3KOro K Bbicokomy: ERROR (OLUMBEKA), WARNNING
(MPEAYNPEXAEHWUE), NOTICE (YBEAOMJIEHUE)

MHPOPMALMOHHDIN Onmcanme
YpOBeHb

ERROR AHOMaNbHbIM NpoLecc HenpasuabHOM PaboTbl MAKM 0bopyaOBaHMA
TpebyeT BHUMAHMA U aHaN3a NPUYMH

WARNNING AHOMa/IbHbIe MOMEHTbI B HEHOPMabHOM paboTe 060pyA0BaHUA U
NMPOLLeCCOB, KOTOPble MOFYT NPUBECTU K c60AM, TPeOYIOT BHUMAHMA

NOTICE KpuTtnyeckas onepatnsHas nHGopmaLmsa oaa NpaBuabHOro
byHKUMOHMpPOBaHMA 06opyaoBaHUA

6.11.2. Be6 KoHdUrypuposaHue

Hacmpouka pyHKYuUU #ypHana
Mepeitn [Device Advanced Configuration] - [Logging Configuration] - [Logging
Configuration] ana Bxoda Ha CTpaHMLYy KOHOUIypMpOBAHWE KypPHana, Kak NMoKasaHO Ha

PUCYHKE HUKe.

Log Configuration

[192.158.0.73 |
[Local0 ~|
[Warning ~|

Configuration Information
192.166.0.2 Locald Warning

Puc. 184. HacmpouKa ¢hyHKyuUU #cypHana

e IP Address of remote logging server

HacTpoitte IP-agpec cepBepa, Ha KOTOPbIN 3arpy:KaeTca MHPopPMaLMA KypHana.
e Facility

Onumu: LocalO - Local7
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Mo ymonyaHuto: LocalO

OnucaHue: CpeactBo Mcnosb3yetcs ANA MAEHTUOUKALMU PasIUYHbIX UCTOYHUKOB
KYPHaN0B Ha cepBepe KypHanNos.

Level

BapuaHTbl: ERROR / WARNNING / NOTICE

Mo ymonyanuto: Warning

®yHKUMA: BbibepuTe ypoBeHb 3anmcbiBaeMon MHGOPMaL MM KypHana.

OnucaHue: MHPopmaymsa KypHana MoXKeT bbiTb 0TOUALTPOBAHA MO YPOBHAM.

Bbl MOKeTe ycTaHOBUTb NporpammHoe obecneyeHune Syslog Server, Hanpumep, Tftp32, Ha

MK ana cospgaHua «Syslog Server». MHGopMaLMaA KypHANa MOMKET oTobpaxKaTbCa B peXxunme
peanbHOro BpeMeHu Ha cepsepe Syslog, Kak NMoKa3aHO Ha PUCYHKE HUMKeE.

"4 Titpd32 by Ph. Jounin

Current Directary b ftpd3: ;I Browse |
Server interfaces |192.188.EI.?4 Intel|R) Ethernet Connection (8] 121 S-LMj Shaw Diir |
Titp Server I Titp Client I DHCP server  Sislog server I Laog viewer I
texta | from | date | _E%
<132 ZWARNMNING[2001-071-01 01:2415(T... 192.168.01 17/0211:3%:11.601
<132 ZWARNMINGI2007-01-07 01:24:200T...  192.168.01 17402 11351 6.600
Clear | Copy I

Puc. 185. OmobpaxceHue uHopmayuu 8 Syslog Server

lMpocmomp KoHghu2ypayuu xypHana

Mepeitn [Device Advanced Configuration] - [Logging Configuration] - [showLoglnfo]

AN19 BXO4A Ha CTPaHMLY MPOCMOTPA JIora, Kak MOKa3aHOo Ha PUCYHKE HUXKe.

showLoglnfo
1 |

4 |

Puc. 186. [lpocmomp KoHgu2ypayuu #ypHaaa

Level
Onuuu: ERROR / WARNNING / NOTICE
Mo ymonyaHuto: Warning
dyHKUuMA: BbIbepUTe YypoBeHb 0TOBparkaemon MHGOPMaLMM KypHana.
Begin Index/End Index
OnanasoH: 1765535
152



PykoBoAacTBO Nonb3oBaTena

CT:

OyHKUMA: NPOCMOTP YKasaHHOW MHbOpMaLMKM KypHana B bydepe, U oaHA CTPOKA
yKa3blBaeT Ha OAHYy 3anucb. Ha puUCyHKe HUXKe MOKasaHa yKasaHHaa MHbopmauma
ypHana B bydepe.

lplarm diszabled!

sreasssrs Tog information on Aotive Master #s%sssswsvesiswy
o MVBREM for logging
|Current messages in SORRM:220%

2200 RWARNNING|2001-01-01 01:-32:33|TEMPLATE|STEZ42824 |MODULE MRWRGEINTE-tWebCig- IP
fet port Ethernstd output rate alarm disabkle.
2155 RWARNNING|2001-01-01 01:32:33|TEMPLATE|STEZ4224 |MODULE BSD-tWeblfg-tInterface

155 RWARNNING|2001-01-01 01:-32:33|TEMPLATE|STEZ4E824 |MODULE MRNRGEINTF-tWebCig- IF
Eet port Ethernetd input rate alsrm dissble.
157 RWARNNING|Z2001-01-01 01:-32:33|TEMPLATE|STEZ4E824 |MODULE_BSEP-tWebCfg-tInterface

lplazm diszbled!

156 SWARNNING|2001-01-01

lpver threshold!

punder threshold!

lrver threshold!

uinder threshold!

ver threshold!

pnder threshold!

lprer threshold!

pnder threshald!

lover threshold!

2155 &WARNNIKG|2001-01-01

2154 ®WARNNIKG|2001-01-01

2153 WARENNING|2001-01-01

152 SWARNNIKG|Z2001-01-01

151 RWARNNING|2001-01-01

2150 SWARNNING|2001-01-01

|2185% ®WARNNIKG|2001-01-01

2185 &WARENNIKNG|2001-01-01

01:32:20 | TEMPLATE | STEZ4E824 |MODULE_BESD-tbmrates—-%Interface
01:32:08 | TEMPLATE | STEZ4E824 |MODULE_BSD-tEmrates-%Interfacs
01:32:00|TEMPLATE | STEZ4E24 |MODULE_BSP-tEmrates-%Interface
01:31:30 | TEMPLATE | STEZ4224 |MODULE_BSD-tEimrates-%Intarface
01:31:20|TEMFLATE | STEZ4E824 |MODULE_BSEP-tSmrates—%Interfacs
01:31:05|TEMPLATE | STEZ4E224 |MODULE_BESP-tbmrates-—%Interface
01:31:00|TEMPFLATE | STEZ4E824 |MODULE BED-tbmrates-%Interfacs
01:30:40|TEMPLATE | STEZ4E24 |MODULE_BSP-tEmrates—-%Interface

01:20:36 | TEMPLATE | STEZ4824 |MODULE_BSD-thomrates-%Intarface

Puc. 187. OmobpaxceHue xypHana

3aepy3ka yypHana c nomouwibro FTP

address 152.168.0.74

Ethernsetd cutput rate

address 132.168.0.74

Ethernetd4 input rate

Ethernatd

Ethernetd

Ethernetd

Ethernatd

Ethernetd

Ethernatd

Ethernetd

Ethernetd

Ethernatd

2204 SWARNNINGI2001-01-01 02:04:43 | TEMPLATE|STEZ4824 |MODULE MANRGEINTF-tWebCIig-%User [admin] login
sucoess, IP address iz 153Z.182.0.74

cutput

output

OULDUL

output

output

cutput

output

OULDUL

output

rate

rate

ratce

rate

rate

rate

rate

ratce

rate

Meperitn [Device Advanced Configuration] = [Log Configuration] = [Log Transmit] ans
BXOZa Ha CTPaHMLLY 3arpy3Ku }KypHana, Kak MoKa3aHo Ha PUCYHKE HUMKeE.

Log Transmit

[192.168.0.74

|admin

e

| log.txt

220
220
331
230
200
200
150

228

-FileZilla Server

send file_ .. ...
Send file ok

Close ftp client.

8.1

Please wizit https://filezilla-project.crg/
Flszs=, specify the password.

Login successful.

Type set to I

DPORT command successful.

Ztarting data transfer.

Cperaticon succsssful

Puc. 188. 3az2py3Ka #ypHana c nomowbto FTP
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PykoBoAacTBO Nonb3oBaTena

o FTP Server
®opmarT: A.B.C.D.
dyHKuma: YctaHosuTe IP-agpec FTP-cepBepa.
e User Name
®dyHKuMA: HacTpolika umeHn nonb3osatena FTP.
e Password
®dyHKuMA: HacTtpolika napona nonb3osatensa FTP.
e File Name
Onana3oH: 1732 cumBona
PyHKUMA: YyCTAaHOBUTbL MMA daiina, COXpaHEHHOro Ha cepBepe.

FTP-cepgep donxeH 0cmasamscs 8 OHAAUH-COCMOAHUU 80 8PeMSA 3a2py3KU HCYPHA08.

6.12. KoHndurypaumua DHCP

C NOCTOSIHHBIM paclMpeHnem maclTaba cetm U POCTOM C/I0XKHOCTM CETU, B YCIOBUAX
YyacToro nepemelleHMA KOMMNbIOTEPOB (TaKMX KaK HOYTOYKM mam becnposBoaHas ceTb) U
KO/IMYecTBa KOMMbIOTEPOB, MNpeBblWaloWmUX Bblaendemole |P-agpeca, npoTtokon BootP,
CNeumnanbHO NpeaHa3HAYeHHbIN A5 CTAaTUYECKOro XOCTa. KoHdUrypaLuma ctaHoBMTcA Bce bonee
HecrnocobHoW ya0BNETBOPUTb GaKTUYecKmne noTpebHocTu. [Ana 6bicTporo AocTyna v Bbixoaa U3
CeTU W ynydweHus KosdpduumeHTa Mcnosb3oBaHUA pecypcoB IP-aapecoB Ham HeobxoaMmo
pa3paboTaTb aBTOMATMYECKMIA MeXaHU3M Ha ocHoBe BootP ans HasHayeHus IP-agpecos. DHCP
(NnpoToKON AMHAaMUYECKOW KOHUrypauum xocTa) Obin BBEAEH ANA PELeHUs 3TUX npobnem.
DHCP ncnonb3yeT Mmogaenb CBA3M KNMEHT-cepBep. KAneHT oTnpasaseT 3anpoc KoHGUrypaLmm Ha
cepBsep, a 3aTem cepBep OTBEYaEeT Ha NapameTpbl KOHOUIypaummn, Takue Kak IP-agpec, KAneHTy,
[0CTUras AnHamudeckor KoHourypaumm IP-agpecos. CTpyKTypa TMNMYHOTO npunoxKeHna DHCP
NMOKa3aHa Ha PUCYHKE HUXKE.

DHCP client  DHCP client
DHCP server

B

DHCP client DHCP client

Puc. 189. CmpyKmypa murnu4yHo20 npunoxceHus DHCP

B npouyecce OuHamu4eckozo ronyvyeHus IP-adpecos coobujeHuUs nepedaomcsa crnocobom
wupokosew,amesnobHol paccelsaku, moamomy mpebyemcs, ymobel DHCP-kaueHm u DHCP-cepsep
Haxodunuce 8 00HOM ceameHme. Ecau oHU Haxo0amca 8 pasHbIX ceaMeHmax, KaueHm moxem
€883ambCA C cepsepom 4Yepe3 pempaHcasmop DHCP, umobel noay4ums IP-adpeca u dpyeue
napamempbl KOHGpuU2ypayuu.

DHCP nopaep»mBaeT gBa TUNa MEXaHU3MOB pacnpeaenenma IP-agpecos.
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PykoBoAacTBO Nonb3oBaTena

CtaTMyeckoe pacnpegefieHne: CceTeBOM aAMMHUCTPATOP CTaTUYECKU NpuBA3bIBaEeT
duKcupoBaHHble IP-aapeca K HECKO/IbKMM KOHKPETHbIM KMeHTam, Takum kak WWW-cepsep, 1
oTnpasaseT ceasbiBatowme IP-agpeca KaneHtam no DHCP.

OnHamunyeckoe BblgeneHune: DHCP-cepeep anHammyeckun sblaensaet IP-agpec KnneHTy.
3TOT MexaHW3M BblAENIEHNS MOXKET BblAe/IMTb KANEHTY NOCTOsiHHbIN IP-agpec nan IP-agpec c
OrpaHUYEHHbIM CPOKOM apeHAabl. Koraa cpoK apeHabl UCTEKAET, KMEHTY HEOBXOAMMO NOBTOPHO
npumeHnTb IP-agpec.

CeTeBOM aAMUHUCTPATOP MOXKeET BblbpaTb mexaHu3m pacnpegeneHuns DHCP ana kaxkaoro
KNeHTa.

6.12.1. KoHdurypaumua DHCP Server

6.12.1.1. BeepeHune

DHCP-cepsep — nocrtaswuk ycayr DHCP. OH ncnonbsyet DHCP-coobueHna ana ceasu C
DHCP-knneHTOM, 4TOObI BbIAENNTD KAMEHTY, noaxoaawmin IP-agpec v npu HeobxoammocTu
Ha3Ha4MTb emy Apyrve ceTesBble nNapameTpbl. B cneayrowmx cnyyasx DHCP-cepsep 06bI4HO
ncnonb3yeTca ana sblaeneHmna IP-agpecos.
> bBosbluoi macwiTab cet. Paboyas Harpyska py4yHol HaCTPOMKKU BENKA, U TPYAHO YNpaBAaThb
BCEW CeTblo.

» KonnuyectBo XOCTOB MpeBblAeT KOAMYEeCTBO HasHadaemblx |P-afpecos, n OH He MOXeT
BblAENINTb PUKCUPOBaAHHbLIN IP-aapec Kaxaomy XocTy.

» TONIbKO HECKO/IbKO XOCTOB B CETU Hy»AatoTca B GUKCMPOBaHHbIX IP-aapecax.

6.12.1.2. Nyn appecos

DHCP-cepBep BbibMpaeT IP-agpec M3 nyna apecoB U BblAENAET ero BMecTe ¢ APYyrumu
napameTpamu KnnenTy. lMocnenosatenbHOCTb pacnpeaeneHus IP-agpecos cneayrowan:
IP-appec ctaTnyeckun npusasaH K MAC-aapecy KameHTa.

IP-agpec, 3anucaHHbI Ha DHCP-cepBepe, KOTOpPbI Koraa-1Mbo 6bin BblAeNEH KAUEHTY.
IP-appec, yKa3aHHbI B coobLLeHMM 3anpoca, OTNPaBAEHHOM OT K/IMEHTA.

MepBbiit Bblgensembll IP-agpec, HallaeHHbIM B Nyae afpecos.

Ecnn HeT poctynHoro IP-agpeca, nposepbTe IP-agpec, CpoK apeHabl KOTOPOro UCTeKaeT
W KOTOPbI Men KOHGAMKTbI No nopaaky. Ecam HalaeHo, sbiaenute IP-aapec. Ecau Her,
TO HeT npouecca.

YV VY VY

6.12.1.3. Beb KoHpurypupoBaHue

BknroyeHue DHCP cepsepa
Meperitn [Device Advanced Configuration] - [DHCP configuration] - [DHCP server

configuration] = [Enable DHCP] ans Bxoaa Ha cTpaHuuy BkatodeHus DHCP cepBepa, Kak
MOKa3aHO Ha PUCYHKE HUKe.
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Enable DHCP

192.168.0.74

Puc. 190. BkntoyeHue DHCP cepsepa

CoctoaHue DHCP-cepsepa

BapuaHTbl KOHPUrypaumu: Enable / Disable

KoHdurypauma no ymonyanutio: Disable

DyHKUMA: cneayeT An BblIbUpaTb TeKyWMiA KommMmyTaTop B Kayectee DHCP-cepBepa ana
Ha3Ha4yeHuA IP-agpecoB KAMEHTaM.

CraTyc }KypHana KOHPNKTOB aApecoB

BapuaHTbl KoHdUrypauun: Enable / Disable

KoHourypauma no ymonyaHuio: oTKpbITan

dyHKumAa: Korpga IP-agpec, NPUMEHEHHbIM KAMEHTOM, KOHQAMKTYeT C  Apyrumu
BblaeNeHHbIMK IP-afpecamn, COOTBETCTBYIOLLME KYPHA/bl MOTYT BbITb 3anMcaHbI.
Appec cepBepa KypHanos (Heob6a3aTenbHO)

[OvanasoH KoHourypaumm: Hactpoiite IP-agpec cepsepa gns 3arpysku mHopmaumm
KypHana.

PyHKLMA: IP-aapec cepBepa nor-mHGopmaumm

MopT cepBepa KypHana (Heob6A3aTenbHo, 1~65535)

[OunanasoH KoHourypaumm: 1~65535

DyHKUMA: HACTPOUTb MOPT cepBepa AN 3arpy3kM MHGOPMALUK KypHana.

BoideneHue cmamuyeckozo IP adpeca

Meperitn [Device Advanced Configuration] - [DHCP configuration] - [DHCP server
configuration] - [Address pool configuration] gns cospgaHus DHCP agpecHoro nyna, Kak

NMOKa3aHO Ha PUCYHKe HUXe.

DHCP Address Pool Configuration
|pooL1
| Add pool v |

|domain.c0m |

| |IP

MASK
Day:|1 | Hour:lﬂ | Minute:
[0

Puc. 191. Co30aHue DHCP adpecHoeo nyna
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PykoBoAacTBO Nonb3oBaTena

e DHCP pool name
OnanasoH: 1732 cumBona
PyHKUMA: HaCTpouTb UMA nyna IP-agpecos.
e DHCP pool domain name
Onana3oH: 17255 cumeonos
®DyHKUMA: HacTpouTb AomeHHoe mma nyna IP-agpecos. Mpu HasHayeHuu IP-appeca
K/IMEHTY TaKXXe OTNPaBbTe KANEHTY CYyPPUKC AOMEHHOTO MMEHMW.
e Address lease timeout
[OunanasoH: 0 aHei 0 yacoB 0 MUHYT ~ 365 AHen 23 yacoB 59 MUHYT
OnucaHue. TaM-ayT apeHdbl CTaTUYECKoro BblaeneHns beckoHedeH. KoHdurypaums
3TOro NapameTpa HeagoNyCTUMA ANA CTaTUYECKOro pacnpegeneHus.

CmamuuecKkoe 8bl0eneHue IP-adpeca MOXHO paccmampusams Kak rnosy4veHue IP-adpeca u3
crneyuanbHo20 ryna aopecos, Komopebili cooepicum mosabKo 00UH KOHKpemHsbll IP-adpec.
CnedosamesbHo, nyn adpecos DHCP dosnxeH 6bimb co30aH neped cmamu4ecKu 8bi0eeHHbIM
IP-adpecom.

Ansa Kaucdozo nyna adpecoe DHCP MOMHO HACmMpoums MOsAbKO O0UH Mun MexaHu3ma
pacnpedeneHus IP-adpecos.

MNepertn [Device Advanced Configuration] - [DHCP configuration] - [DHCP server
configuration] = [Manual address pool configuration] ans Bxoga Ha cTpaHULy Ha3HaYeHUA
CTaTMYeCKOoro agpeca, Kak NOKasaHo Ha PUCYHKE HUXKe.

DHCP Manual Address Pool Configuration

[00-1e-cd-18-00-20 |

[192.168.0.6 |

[255.255.255.0 |

|deuice—1 |
[ Del |

Puc. 192. HaszHayeHue cmamu4yeckoz2o adpeca

e DHCP pool name
®yHKLMA: BbIOPATL MMA CO34aHHOTO Nyna.

e Hardware address
®opmart: HH-HH-HH-HH-HH-HH (H — wecTHaguaTepmnyHoe 4y1cno)
®dyHKumA: Hactpolika MAC-aapeca KAMeHTa CO CTaTUYECKMM OrpaHUYEHNEM.

e C(ClientIP
®opmar: A.B.C.D.
®yHKuMA: HacTpoiika IP-agpeca KAMeHTa co CTaTUYECKUM OFpaHUYEHNEM.
OnucaHue. CtaTnyecKkoe BblaeneHue IP-agpecos peannsosaHo nytem ceasbiBaHuAa MAC-
agpeca n IP-agpeca knneHTa. Korga kameHT ¢ atum MAC-agpecom 3anpawmsaet IP-
agpec, DHCP-cepsep HaxoauT IP-agpec, cooTBeTcTBytowmnii MAC-agpecy KAWEHTa, u
Bblaenset IP-agpec knueHTy. [puopuTeT 3TOrO peuma BblAeNeHUsa Bbille, Yem y
OVHammyeckoro BblaeneHus IP-aapecos, a CpoK apeHabl ABNAETCA NOCTOAHHbIM.
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PykoBoAacTBO Nonb3oBaTena

e Client network mask
Macka nogceTv npegcraBaseT cobolt umcno anmHol 32 buTa, cocrtosLee U3 CTpokn 1 n
cTpoKkn 0. «1» COOTBETCTBYET NOJIAM HOMEPA CETU U NOAAM HOMepa noacetn, a «0»
COOTBETCTBYET NoNAM HoMepa xocTa. OBbblYHO OH HacTpoeH Ha 255.255.255.0.

e User name
JOuanasoH: 1~255 cumBonos
DyHKLMA: HacTpoiiKa MMeHW Nosib30BaTeNs KAUEeHTa.

JuHamuveckoe Ha3Ha4veHue IP adpeca

Mepeiitn [Device Advanced Configuration] > [DHCP configuration] - [DHCP server
configuration] - [Address pool configuration] ans Bxoga Ha cTpaHuUy KOHoUrypaumm
AVNHAMMYECKOro pacnpesenieHns, Kak NoKkasaHo Ha PUCYHKE HUMKe.

DHCP Address Pool Configuration
|poo|-2
| Add pool v|

|domain.c0m |

[192.168.0.1 |iP

|255.255.255.0 |
MASK

Cancel hd

Day:| 20 | Hour:| | Minute:

Puc. 193. [luHamuyeckoe HasHayeHue IP adpeca

e DHCP pool name
Anana3oH: 1732 cumBona
DYHKUMA: HAaCTPOUTb MMA Nyna IP-agpecos.

e DHCP pool domain name
dnanasoH: 17255 cumeonos
DYHKUMA: HACTPOUTb AOMeHHoe mmsa nyna IP-agpecos. lNpu HasHauveHun IP-apgpeca
K/IMEHTY TaKXKe OTNpaBbTe KANEHTY CyddUKC AOMEHHOTO UMEHMW.

e Address range of allocating {IP, MASK}
dyHKumA: HacTpoiTe amanasoH nyna IP-aapecos, a AnanasoH agpecos onpeaenserca
Mackon nogcetu. Macka noacetm npeacrasnser cobon umcno gnvHonm 32 6uta,
cocrosilee U3 cTpokn 1 1 cTpoku 0. «1» cOOTBETCTBYET NOAAM HOMEpPa CETU U NOAAM
Homepa noacetu, a «0» cooTBeTCTBYET NOAAM HOMepa xocTa. OBbIYHO OH HACTPOEH Ha
255.255.255.0.

B Kaxt0om rnysne adpecos MOXHO HACMPOUMb MOsbKO 0OUH ceaMeHm adpeca.

e DHCP client node type
Onuwms: Cancel / Broadcast node / Peer-to-peer node / Mixed node / Hybrid node
Mo ymonyaHuto: Cancel
PyHKumA: HacTpoiKa Tuna KnmneHTckoro y3na NetBIOS, sbigeneHHoro DHCP-cepsepom.
Korga DHCP-knaneHT ncnonbsyet npotokon NetBIOS gna ceasm B ceTu, HeobxogMmo
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PykoBoAacTBO Nonb3oBaTena

YCTAaHOBUTb COMNOCTaBAEHUE MeXKAy MMeHem XocTa u IP-apgpecom. PasnunuyHble Tunbl
Y3/10B NO/y4atoT OTOBparkeHWe B PasHbIX PexkMmax.
OnucaHue: LLinpokoseLatenbHbIN y3en nonyyaer oTobparkeHune B
LWMpOKOoBeLLaTeNlbHOM  pexxnme. OAHOPAHTOBbIA y3en MOAyYaeT COMOCTaB/EHME,
OTNpaBAAA opHoagpecHbld nakeT gns ceasn ¢ WINS-cepsepom. CmellaHHbIA y3en
nosy4aet otobpakeHWe, NOCbINAA LWMPOKOBELLATENbHBIA MaKeT B nepBbli pas. Ecau
CMELaHHbIM y3en He MOXKET MOJyYnTb COMOCTaB/leHWe B MEPBbIM pa3, OH MoayvaeT
COMOCTaB/IEHME, OTNPABAAA OAHOAAPECHbIM nakeT ana ceasm ¢ WINS-cepsepom BO
BTOpPOM pa3s. MMbpuaHbIA y3en nonyvyaeT CONOCTaBAeHUE, OTNPaBAAA OAHOALPECHbBIN
naket ana ceasun ¢ WINS-cepsepom B nepsbin pas. Ecam rubpuaHomy y3ny He ygaetcs
Mosly4nUTb COMOCTAaBNEHWE B MEPBbl pa3, OH MOJiy4aeT COMoCTaBiAeHWe, OTNPaBMB
LUMPOKOBELLATEIbHbIM NMaKeT BO BTOPO pas.

e Address lease timeout
OunanasoH: 0 aHei 0 yacoB 0 MUHYT ~ 365 aHen 23 yacoB 59 MUHYT
OnucaHue: HacTpoika Talim-ayTa apeHabl AWHAMUYEeCcKoro pacnpegenexHus. [Ana
pa3Hbix NynoB agpecos cepep DHCP moKeT ycTaHOBUTL pa3Hoe BpeMaA apeHabl agpeca,
HO agpeca B ogHOM nyne agpecos DHCP umetoT ogmMHakoBoe BpemsaA apeHapl.

KoHgpueypupoeaHue DHCP winto3a KauHema

Meperitn [Device Advanced Configuration] - [DHCP configuration] - [DHCP server
configuration] - [Client's Default Gateway Configuration] ana Bxoga Ha cTpaHuuUy
KoHdurypaumm wniosa DHCP-KAMeHTa, Kak NOKa3aHO Ha PUCYHKE HUMKE.

Client's Default Gateway Configuration

192 168.0.201

Puc. 194. KoHguzypuposaHue DHCP winto3a kauHema

e DHCP pool name
®yHKLMA: BbIOPATL MMSA CO34aHHOTO NyAa.

e Gateway 1~¥Gateway 8
PYHKUMA: HACTPOUTL afpec KAMEHTCKOrO W33, BblaeneHHbii DHCP-cepsepom.
Ob6bsacHeHue: Koraa DHCP-KAMeHT nocelaeT XOCT, HaxogawMmica B Apyrom cermeHTe,
JaHHble [O/MKHbI nepecbliaTbca yepes wato3bl. Koraa DHCP-cepsep Bbigenset IP-
agpeca KAnMeHTaMm, OH MOXKeT 0AHOBPeMeHHO yKa3blBaTb agpeca wnto3a. lMyn agpecos
DHCP moKeT HacTpouTb A0 8 Wwto30B. LWa3 1 umeeT HauBbICLUWIA NPUOPUTET, a W03
8 - HaMMEeHbLLUN.
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KoHgpueypuposaHue DHCP-kaueHma DNS-cepsepa

Mepeiitn [Device Advanced Configuration] - [DHCP configuration] - [DHCP server
configuration] - [Client DNS server configuration] gns Bxofa Ha cTpaHuLy KOHUrypaLmm
DNS-cepsepa DHCP-knMeHTa, Kak MOKa3aHO Ha PUCYHKE HUXKe.

Client DNS Server Configuration

[192.188.0.202

Puc. 195. KoHgpueypuposaHue DHCP-knueHma DNS-cepsepa

e DHCP pool name
PyHKUMA: BbIBpaTb UMA CO34aHHOIO NyAa.

e DNS server 1*DNS server 8
PyHKUMA: HacTpolika agpeca KaueHTckoro DNS-cepsepa, HasHayeHHoro DHCP-
cepBepom.
ObbAacHeHue: Mpu noceleHNN ceTeBOoro y3aa yepes AOMEHHOE UMA AOMEHHOE UMA
OOMKHO bbiTb NpeobpasoBaHo B IP-agpec, KoTopbit peanunsyetcs DNS (cuctemol
OOMEHHbIX MMeH). YTo6bl DHCP-KNMEHT mMor noceliaTtb CETEBOW XOCT Yepes AOMEHHoe
umsa, koroa DHCP-cepsep BblgensaeT IP-agpeca KAnMeHTam, OH MOXeT OA4HOBpPeMeHHO
yKa3biBaTb |IP-agpeca cepBepoB AOMEHHbIX MMeH. MNyn agpecos DHCP MoKeT HacTpouTb
makcumym 8 DNS-cepsepoB. DNS-cepsep 1 mmeeT HamsbiCWwmMi npuoputeT, a DNS-
cepBep 8 — camblit HU3KMI NPUOPUTET.

KoHgpueypuposaHue DHCP-knueHma WINS-cepsepa
Mepewtn [Device Advanced Configuration] - [DHCP configuration] - [DHCP server

configuration] = [Client WINS server configuration] ana Bxoza Ha cTpaHuLy KOHGUrypaLmm
WINS-cepsepa DHCP-KAneHTa, Kak NOKa3aHOo Ha PUCYHKe HUXKe.
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Client WINS Server Configuration

[192.168.0.203

Puc. 196. KoHgpueypuposaHue DHCP-knueHma WINS-cepsepa

e DHCP pool name
®PyHKUMA: BbIBPATb UMA CO34aHHOIO NyAa.

e  WINS server 1~WINS server 8
dyHKuMA: HacTponka apgpeca knueHtckoro WINS-cepsepa, BblgeneHHoro DHCP-
cepBepom.
Onucanue: Ona knneHTa, paboTatowero nog ynpasaeHMeM ONepaLmoHHON CUCTEMBI
(OC) Microsoft Windows, cepsep Windows Internet Naming Service (WINS)
npefocTasnseT ycayry npeobpasoBaHMAs WMeHW xocta B IP-agpec ana  xocta,
ncnonb3aytowero gns ceasm npotokon NetBIOS. Moatomy ana 601bLIMHCTBA KAMEHTOB Ha
6a3e OC Windows Tpebyetcs HacTporika WINS. YTo6b1 DHCP-KnneHT mor npeobpasoBatb
nma xocta B IP-agpec, ykaxkute agpec WINS-cepsepa, korga DHCP-cepsep Bbigenset IP-
agpec kauneHty. Myn agpecos DHCP morkeT Hactpoutb Ao 8 cepsepos WINS. WINS-
cepsep 1 umeeT HamBbiCWKA NpuopuTeT, a WINS-cepBep 8 — cambliii HU3KUI NpUopuUTeT.

Hacmpolika DHCP-knueHma, adpeca TFTP-cepsepa u umeHu 3a2py304Hoeo ¢alina

Meperitn [Device Advanced Configuration] - [DHCP configuration] - [DHCP server
configuration] - [DHCP file server address configuration] ana Beoga agpeca DHCP-knveHTa
TFTP-cepBepa v CTpaHuLbl KOHOUTYPALIMN MMEHMU 3arpy304Horo ¢aiaa, Kak NoKasaHo Ha
PUCYHKE HUXKe.

DHCP File Server Address Configuration

|b00t.img
[192.168.0.204

Puc. 197. Hacmpolika DHCP-knueHma, adpeca TFTP-cepsepa u uMeHu 3a2py304YHo20 ¢halina
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e DHCP pool name
®PyHKUMA: BbIOPATb MMA CO34aHHOIO Nyna.

e DHCP client bootfile name
Mma 3arpysoyHoro ¢paiina DHCP-knneHTa
Onana3oH: 17128 cumBosios
®dyHKUMA: HacTpoika nmeHn daiina 3anycka KAMeHTa, HasHavyeHHoro DHCP-cepsepom.
Mpu 3anycke 6e3AMCKOBOro ycTpolctea ¢ana 3anycka Ao/KeH ObiTb 3arpyXeH c
cepBepa, a 3aTeM UMMNOPTUPOBAH.

e File server 1~File server 8
®dyHKumMA: HacTpoilKa apgpeca KauveHTtckoro TFTP-cepBepa, BblgeneHHoro DHCP-
cepsepom. Myn agpecos DHCP moxkeT HacTpouTb 0 8 daitnosbix cepepos. Paitnosbii
cepsep 1 UMeeT HauBbICLLINA NPUOPUTET, a GanNoBbIN cepBep 8 — caMblii HU3KUN.

KoHgpueypuposaHue cemesbix napamempos nysaa adpecog DHCP

MNepertn [Device Advanced Configuration] - [DHCP configuration] - [DHCP server
configuration] > [DHCP network parameter configuration] ana Bxoga Ha cTpaHuuUy
KOHUrypauum cetesbix napameTpoB DHCP, KaK NOKa3aHO Ha PUCYHKE HUXKe.

DHCP Network Parameter Configuration

72 |

[192.168.0.205 |

[Set Network Parameter  v|

Apply

Puc. 198. KoHghuzypuposaHue cemesbix napamempos nysaa adpecos DHCP

e DHCP pool name
®yHKLMA: BbIOPATL MMA CO34aHHOTO Nyna.

e Code
OnanasoH: 0~254
®PyHKUMA: HacTpoiika onumn DHCP. DHCP coxpaHsaeT ¢opmat coobuieHns BootP gns
coBmMecTMmocTu ¢ BootP. HepaBHo pobasneHHas ¢yHKuua BootP peanusyetca yepes
none Option. DHCP nepegaetr ynpasaswowylo WHOOPMAUMIO UM NapameTpsl
KoHduUrypaummn cetn 4vepes nosne Option, peanusya pacnpegpeneHue |P-agpecos u
npesocTaBAsA KNMeHTy bonee noapobHyo MHopmaLmto o KoHpUrypaumm. Hanpumep,
Option72 — 3710 napametp WWW-cepBepa, KOTOpbIA MCMOAb3yeTcA ANA YKasaHus
agpeca WWW-cepsepa, BblAENAEMOT0 KANEHTY.

JononHumensHele ceedeHus 06 onyusax DHCP cm. 8 dokymeHme RFC2132.
Beb-cmpaHuya obecrnieyusaem HAcmMpolky obuwux napamempos (Harnpumep, adpec wintosa,

adpec DNS-cepsepa u adpec WINS-cepsepa). Koobl cemegbix napamempos He moz2ym 6bimb
HacmpoeHbl KaKk amu obwue napamempeol.
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e Network parameter value type
Onuwu: ascii / hex / ip-agpec
®PyHKUMA: HacTpoiKa TMna 3HaYeHUs CeTeBOro NapamMmeTpa. ascii — 3To CTpOKa CMMBOJIOB
ascii, u ee AnanasoH KoHdUrypaummn coctasnanet ot 1 go 255 cumBonoB. Hex — 3To
LWeCcTHaALaTeEPMYHOE YUCNO, U AJINHA ero KOHPUIypaLMmn JOKHA ObITb YETHBIM YNCOM
B AgnanasoHe ot 1 go 510.

e Network parameter value
PyHKUMA: HacTpoiKa COOTBETCTBYHOLLEFO 3HAYEHWA CETEBOrO MapameTpa Ha OCHOBe
TMNA 3HAYEHUA CETEBOrO NapameTpa.

Hacmpolika duana3oHa IP-adpecos, He 8bidensembix OuHamuyecku 8 DHCP-adpec nyne

Mepeiitn [Device Advanced Configuration] - [DHCP configuration] - [DHCP server
configuration] - [Excluded address configuration] ana Bxosa B KOHbMrypaumio
WCKNIOMEHHOTO agpeca Ha CTPaHULLE, Kak MOKa3aHo Ha PUCYHKE HUMKe.

Address Allocation Configuration
[192.168.0.200 |

[192.168.0.230 |
|Add Address Not For Allocating Dynamically V|

Address List

192.166.0.200 192.168.0.230
[ end of list |

Puc. 199. Hacmpolika Hepacrnpedenameblix adpecos

e Starting address/Ending address
®PyHKUMA:  HacTpouTb Aauana3oH IP-agpecoB, KoOTOopble He pacnpeaenaArTca
AvHamunyeckn B DHCP. nyn agpecos. [Npu pacnpeaeneHuun IP-agpecos DHCP-cepsep
OOMKEH YCTPaHATb 3aHATble IP-agpec (Hanpumep, IP-agpeca wnto3a u DNS-cepsepa). B
NPOTUBHOM CAy4Yae OAMH U TOT Xe IP-aapec MOXKeT ObiTb Ha3HAYEH ABYM KAUEHTaM, YTO
npueeaeT K KOHOAUKTY IP-aapecos.

lpocmomp cmamumcmuku DHCP nakemos
Mepeiitn [Device Advanced Configuration] - [DHCP configuration] - [DHCP server

configuration] - [DHCP packet statistics] ana npocmotpa DCHP cTaTUTCTUKM, KaK NOKa3aHo
Ha PUCYHKE HUKe.
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DHCP Packet Statistics
7

ey

P I Y R P PN e

Received DHCP Packet Statistics

Transmitted DHCP Packet Statistics

Puc. 200. lNMpocmomp cmamumcmuku DHCP nakemos

Bbl MOXKeTe HaxaTb KHOMKY <Show>, YTobbl 06HOBUTL CTAaTUCTUKY NaKeToB AaHHbIX DHCP
B pPEeXWMme peanbHOro BPEMEHW, M Bbl MOXKeTe HaKaTb KHonky <Clear>, 4To6bl OYMCTUTH
CTaTUCTUKY NOJIyYEHHbIX / OTNPaBAEHHbIX NaKeToB AaHHbIX DHCP.

KoHgpueypauusa DHCP-cepsepa Option82
MepengnTte B AepeBo HaBurauum B meHto [Device Advanced Configuration] - [DHCP

configuration] - [DHCP server configuration]=>[DHCP Server Option82 Config], 4tobbl BOlMTH B
nHTepdelic koHdurypaumm DHCP-cepBepa Option82, Kak NOKAa3aHO Ha PUC. HUXKe

Server Option82 Configuration
s |

Apply

Puc. 201. KoHgpueypayua DHCP-cepsepa Option82

e Status
[nanasoH KoHdurypauuu: Disable / Enable
DyHKLMA: cnegyeT v BKAOUYMTbL dyHKumio Option82 ycTpoiictea DHCP.

Myn adpecoe DHCP KoHgueypayua Option82
MNepengnTe B AepeBo HaBuraumm meHio [Device Advanced Configuration] - [DHCP

configuration] - [DHCP server configuration] - [DHCP Pool Option82 Configuration], yTobbl
BOMTM B UHTepdelic HacTpoiKku nyna agpecos DHCP Option82, Kak noka3aHo Ha puc. Huxke
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Option82 Class Configuration
_

[ Apply [ Del

Pool Option82 Configuration

Dizable »

[ Del |
Puc. 202. [lyn adpecos DHCP KoHghuzypayus Option82

e Class
[JnanasoH KoHpurypaumm: 1-15
e Relay Information
[JnanasoH KOHpUrypauum: WwecTHaauaTepUUHoOe YMcao, AanHa: 12-60
DyHKLMA: MHPOPMALMA, KOTOPYIO HEOBXOANMMO COMNOCTaBUTD.
e [P Range(startip)
DYHKUMA: Ha3HaUYUTb AManasoH IP-agpecos.
¢ [P Range(end ip)
DYHKUMA: Ha3HAUYUTb AManasoH IP-agpecos.
e Match Always
[dnanasoH KoHourypaumu: Disable / Enable
PyHKUMA: BbINOAHATD M GYHKLMIO CONOCTaBAEHMA NPUCBANBAHNUA

KoHgpueypayus DHCP-pempaHcaamopa
Mepegnute B AepeBo HaBuraumm meHto [Device Advanced Configuration]->[DHCP
configuration] >[DHCP server configuration]>[ DHCP Relay Configuration]>[ DHCP Relay

Configuration], yuto6bl BOMTK B MHTepdenc HacTponkn DHCP-peTpaHCAALMM, KaK NOKAa3aHo Ha
PUCYHKE HUKe.
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DHCP Forward UDP Configuration
2 | |

=1 [ Del |

DHCP Help-address Configuration
[192.168.0.1 |

Vian1 »

=1 [ Del |

Wlan1

Configure The Relay Policy To Non-forward

|

Puc. 203. KoHgpueypayusa DHCP-pempaHcaamopa

e Port
@DyYHKLMA: HAaCTPOUTb NOPT 4N1A nepecblakm coobuieHmii DHCP UDP, o6wwmit nopt DHCP
UDP (67/68)

e [P Address

[dunanasoH KoHurypauum: IP-agpec DHCP-cepsepa.
e L3 Interface

[dnanasoH KoHpurypaumum: 1-4094

DyHKLMA: BUPTYyanbHbI MHTepdelic ypoBHSA 3, Ha KoTopom Haxoautca DHCP-cepsep.
e State

[nanasoH KoHoUrypauun: BKA./BbIKA.

dyHKUMA: nepecbliaeT an pene coobuieHma DHCP.

YempaHeHue Hernonadok DHCP, ydaneHue 3anuceli npusasKu
MNepengute B pepeBo Hasuraumm [Device Advanced Configuration] -> [DHCP
configuration] - [DHCP server configuration] - [DHCP Debugging] - [ Delete Binding Log],

yTOoObI BOMTUN B UHTEPENC YaaNeHMA 3aNnCh NPUBA3KK, KaK NOKA3aHO HA PUCYHKE HUMKE.

Delete DHCP Binding Log

Yes ® No
| |

Puc. 204. YoaneHue 3anucel npusasku DHCP

e Delete All Binding Log
BapuaHTbl KOHdUrypaumm: ga/Hert
e IP Address
DYHKUMA: yAaNUTb Ha3HAYEHHYIO 3anuce IP-agpeca.

YecmpaHeHue Henonadok DHCP, yoaneHue 3anuceli 0 KOHpAUKmMax
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MNepegnte B pepeBo Hasuraumm [Device Advanced Configuration] - [DHCP
configuration] - [DHCP server configuration] - [DHCP Debugging] - [ Delete Conflict Log],
4yTObbl BOMTU B UHTEPENC YAaNEHMA 3aNNUCK O KOHPAMKTE, KaK MOKA3aHO Ha PUCYHKE HUXKeE;

Delete DHCP Conflict Log

OYes @ No

|

Puc. 205. YoaneHue 3anuceli o KoHgpaukmax DHCP

e Delete All Conflict Address
BapuaHTbl KOHOUTypauuu: aga/HeT
e Address
PyHKUMA: yOaAUTb Ha3HAUYeHHbI KoHOMKTYoWMIA IP-agpec.

Y0anume cmamucmuyeckue 3anucu DHCP-cepsepa

MNepenignte B AepeBo HaBuraumm meHio [Device Advanced Configuration] - [DHCP
configuration] - [DHCP server configuration] - [DHCP Debugging] - [Delete DHCP Server
Statistics Log], 4Ttobbl BOMTU B MHTepdenc yaaneHunsa ctatuctudeckux sanucer DHCP-cepBepa,
KaK NOKa3aHO Ha PUCYHKeE HUXKe;

Delete DHCP Server Statistics Log

Apply

Puc. 206. YoaneHue cmamucmuyveckux 3anuceti DHCP-cepsepa

dyHKUMA: ouncTuTb 3anmcn DHCP-cepsepa.
Mpocmomp uHompayuuu o npusaske IP-MAC
MNepengute B [Device Basic Configuration] - [DHCP configuration] - [DHCP debugging]

- [Show IP-MAC binding] npocmoTteTb MHbopMauumn o npusaske IP-MAC MOXKHO, Kak
NMOKa3aHO Ha PUCYHKE HUKeE.

Hardware adress Les=s sxpiraticn Iype

Infinite Manual

SUM JRN 21 08:23:05 2001 Dynamic

Puc. 207. Mpocmomp uHgpompayuuu o npuesske IP-MAC

OmobpaxceHue UHGHOPMAUUU HYPHAAA KOHGAUKMO8
MNepergunTe B Aepeso Hasurauum [Device Basic Configuration] = [DHCP configuration] =

[DHCP debugging] - [Show Conflict-logging], 4Tobbl BOWTK B MHTepdeic oTobparkeHMA
npueasku IP-agpecos n MAC-agpecos, Kak MOKa3aHO Ha PUC. HUXKeE
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Detection mathod Detection Time

0.1 Ding MON JAN 01 0&:16:34 2001

Puc. 208. OmobpaxceHue UHpOPMAYUU HYPHAAA KOHPAUKMOB

6.12.1.4. TunoBoi npumep KoHPUrypauum

Kak nokasaHo Ha puc. HUKe, KommyTaTop A aelicteyeT KaKk cepsep DHCP, kommyTtatop B
aencreyeT Kak KaneHT DHCP, a nopT 3 KommyTaTopa A noakatoueH K nopty 4 KommyTtatopa B.
KnneHT oTnpasnseT coobueHne 3anpoca npuaoxeHua IP-agpeca, 1 cepBep MOXKET HasHauUTb
IP-agpec KnmeHTy asymsa cnocobamu. Korga DHCP-cepBep aMHamuyeckn BolaenseT IP-agpeca,
IP-agpeca B guanasoHe ot 192.168.0.1 go 192.168.0.9 He yyacTBylOT B AWHAMUYECKOM

pacnpegeneHum.
DHCP 3 DHCP
4
Server Client
Switch A Switch B

Puc. 209. lpumep KoHguzypayuu

CraTuuyeckoe BblaeneHue IP-agpecos

» KoHourypauma KommyTtatopa A:

1.
2.
3.

Otkpotite ctatyc DHCP-cepsepa, cm. puc. 190;

Cospgatb nyn agpecos pool-1, cm. puc. 191;

Mpueasate MAC-agpec KommyTaTopa B: 00-le-cd-19-00-02 w IP-agpec:
192.168.0.6, macka: 255.255.255.0, cm. puc. 192;

> KoHourypauma KommyTtaTtopa B:

1.

KommyTtatop B nonyyaet IP-agpec yepes bootp-client nan dhcp-client, cm. puc.
105;

KommyTtatop B nonyyaet ot DHCP-cepsepa IP-agpec: 192.168.0.6, macka
noacetun: 255.255.255.0;

AnHamunyeckoe BblgeneHune IP-agpecos

» KoHourypauma kommyTaTopa A:

1.
2.

OTkpotite ctatyc DHCP-cepBepa, cm. puc. 190;

Cospavite nyn agpecos pool-2, HacTpoiTe AOMEHHOe MMA MNyfna afpecoB Kak
domain.com u AnanasoHbl aApPecoB, KOTOPble MOryT OblTb BbIAENEHDI:
192.168.0.3 (IP) n 255.255.255.0 (MASK), cpok apeHabl 20 AHel, KaK NOKa3aHo
Ha puc. 193;

Hactponte pauwanasoH IP-agpecos 192.168.0.17192.168.0.9, KoTopbih He
y4yacTByeT B AMHAMMUYECKOM pacnpegeneHuu, cm. puc. 199;
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» KoHourypauma KommyTtaTtopa B:
1. Kommytatop B nonyyaet IP-agpec yepes bootp-client nan dhcp-client, cm. puc.
105;
2. DHCP-cepBep nocneposaTenbHO MLET AOCTYNHble IP-agpeca n3 nyna agpecos m
Ha3Ha4yaeT MepBblit HaWgeHHbIn IP-agpec: 192.168.0.10, macKka noaceTu:
255.255.255.0 kommyTaTopy B.

6.13. KoHdurypauyuma IEC61850

6.13.1. BesepgeHue

B HacTosiLee BpemMsi KOMMyTaTopbl NPO3payHbl Ana Apyrnx GYHKUMOHAAbHbIX 06beKTOB
B CeTaAX noAcTaHuuii. Ons MOHUTOPUHIA KOMMYTAaTOPOB HEOOXOAMMbI MHCTPYMEHTbI, OT/INYHbIE
oT IEC61850, Takune Kak EMS, Web, CLI n OPC, yTo NnpnBOANT K HECOrNAaCOBaHHOCTU U HEYA06CTBY
HACTPOMKM CeTU M ynpasseHua eto. YTobbl pewmnTb 3T Npobaembl, Mbl cO34aeM MOLeNU ANA
KOMMYTATOPOB B COOTBETCTBUM CO cTaHgapTom IEC61850 1 BBOAMM KOMMYTATOPbl B CUCTEMDI
aBTOMaTM3auMM NOACTAaHUMN B KAYecTBE WMHTENIEKTYaslbHbIX 3N1EKTPOHHbIX ycTpolicTs (IED),
obecneunBas eanHoe MNpPeACcTaBAEHME MOHWUTOPUHIA aBTOMATM3auMKM NoAcTaHuuKM, obneryas
NNAHUPOBAHME MHTErpaUMmM M yNpaB/eHMA, a TaKKe IKOHOMSA CTPOMTE/NbCTBO M 3aTpaTbl Ha
TeXHU4YecKoe obcnyKnsaHue.

®alin modenuposaHuss no ymonyaHuto switch.cid, npedocmasneHHbIl KomnaHuel, yice
umnopmuposaH 8 Kommymamop. Ecau 3akaszyuk xodyem umropmuposame Opyaue palinol
modenuposaHus, obpamumecs K pazodeny «Cayxba nepedayu ¢alinosx.

6.13.2. Beb6 KoHpUrypupoBaHue

BknroyeHue IEC61850

Mepeitn [Device Advanced Configuration] - [IEC 61850 Function] - [IEC 61850
Function] ans Bxoda Ha cTpaHuuUy KoHourypauum IEC61850, Kak MOKa3aHO Ha pPUCYHKe
HUXKe.

weh61830Cfg_title

G T |

Puc. 210. BknroyeHue IEC61850

e |EC61850 Function
Onuuu: Enable / Disable
Mo ymonyaHuto: Disable
®yHKUMA: BKAOYeHMe / BbiKatodeHme IEC61850 pyHKumMM
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Hacmpolika napamempos IEC61850

switch.cid

TEMPLATE
[100 |

Puc. 211. Hacmpolika napamempos IEC61850

e Access Point
AnanasoH: 1725 cumeonos
Mo ymonyanuto: S1
PyHKUMA: HacTpolika MeHM TOYKM ocTtyna, cooteeTtcTeytowen IED, B daiine CID.
e CIDFile
AnanasoH: 1725 cumsonos
Mo ymonuaHuio: switch.cid
PDyHKLMA: HacTpoiika umeHu aelicteuTtenbHoro danna mogenmposanua CID npu 3anycke
$yHKumum IEC61850.
e |ED Name
Onana3oH: 1~25 cumBonos
Mo ymonuanuio: TEMPLATE
dyHKUMA: HacTpolika MMeHM IOFTMYeCcKoro yCTPONCTBa, cooTeeTcTBytowero IED, B daline
CID.
e Report Scan Rate
OnanasoH: 10~2000 mc
Mo ymonyanuto: 100 mc
®YHKLMA: HACTPOWKA NHTEPBaNA CKaHMPOBaHUA HbOPMaLMK 06 y3nie yCTPOMCTBaA.

KoHepueypayuu umeHu moyku docmyna u ycmpolicmea IED 0oy Hb6l coomeemcmeosame UmeHU
moyku docmyna u ycmpoticmea IED 8 ykazaHHom ¢haline modenuposaHus. B npomusHom cay4yae
¢yHKyus IEC61850 He moxem 6bImb AKMUBUPOBAHA.

6.14. KoHdurypauma GOOSE

GOOSE-Trigger onpeaenaet, cnegyeTr A nognucebiBatbca Ha GOOSE-nakeT, B
cooTBeTcTBUM ¢ MAC-agpecom nosaydyatena n naeHtudmkatopom npunoxkeHna GOOSE-nakeTa.
Ecan yctpolictBo noanucanocb Ha naket GOOSE, GOOSE-Trigger nonyyaeT Tekyliee Bpemsa U
MHPOPMaLMIO O COCTOAHUN KOMMYTaTopa, cogeprKalytocs B nakeTe (IEC61850 nepuoanyecku
3anpalmnBaeT 3HaYeHME COCTOAHUA KOMMyTaTopa B pexume onpoca. Ecan ctatyc KommyTaTopa
nepeknatoyaeTca, oH coobuwaetr MMS REPORT).
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rnob6anbHasa KoHgpuaypayua Goose-sv

MNepenaunte [Device Advanced Configuration] - [Goose configuration] = [Goose-sv
Global Configuration] ana Bxoga Ha cTpaHuLUy KOHbUrypauum Goose-sv qos, Kak NMoKasaHo Ha
PUCYHKE HUXKe.

Goose-Sv Drop Packet
CEnable ® Disable
MNote:after enabling,permit gooselsv packet,but deny other packet.

Apply

Puc. 212. [nobanbHaa KoHpuzypayus Goose-sv

e Goose Function
Onuumn: BKAoUNTb/BbIKAOUYUTL
Mo ymonyanuio: OTKAOYNTD
dyHKUMA: BKAOYEeHMe/BbIKAoYeHUe ¢yHKUMK Tpurrepa GOOSE. YCTPOMCTBO MOXKeT
noanucbiBaTbcA Ha NakeTbl GOOSE nocne BkAtodeHUA GyHKUMM Goose.

KoHgpueypayus GOOSE

Mepenignute B pepeso Hasuraumm [Device Advanced Configuration] - [Goose
configuration] - [Goose-sv Qos Priority Configuration], 4Tobbl BOMTU B MHTEpPdENC HACTPOIKK
npunoputeta Goose-sv qos, KaKk NoKas3aHo Ha puc. 213;

Goose-sv Qos Priority Configuration
[2

1 v

Goose-ingress v

Add

Puc. 213. KoHgpueypayua GOOSE

e VLANID
[Ounana3oH KoHdurypaumm: 1-4094
®PyHKUMA: YcTaHOBUTE cooTBeTCTBYOWEee 3HadeHue VLAN.
e Ethernet Port
06bem KoHdUrypauuu: Bce NOpTbl YCTPOUCTBA
®PyHKUMA: YCTaHOBUTE COOTBETCTBYIOLLEE 3HAYEHME NopTa.
¢ Interface Name
BapuaHTbl  KoHOUrypauum: BxogsAwee HanpasneHue Goose-nakeTa/ucxogsiiee
HanpasneHne  Goose-nakeTa/ucxogdAwiee  HanpasaeHuWe  Sv-nakerta/ucxogsauiee
HanpasaeHue Sv-naketa
PyHKUMA: YCTAaHOBUTb YCNOBUA COOTBETCTBUA.
e APPID
MapameTpbl: 0x0000~0xffff
Mo ymonuanuio: 0x10ff
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®dyHKUMA: HacTpoika unaeHTuduKatopa npunoxkeHma GOOSE-nakeToB, Ha KoTopble
HeobxoamMmo noanucatbca. [locne BKAtoyeHua Tpurrepa GOOSE  ycTponctso
nognuwetca Ha nakeTbl GOOSE ¢ naeHTUOMKATOPOM NPUNONKEHNA, COOTBETCTBYHOLLUM
KOHUrypauum.

e Qos Priority(0~7)
[JunanasoH KoHpurypauum: 0~7
PYHKUMA: M3MEHEHWE COOTBETCTBYHOLLEFO COODLLEHMA ZOOSE WM SV HA YKa3aHHbIM
npuvopuTeT (MO YMOYAHUIO NCXOL4HbIN NPUOPUTET COObLLEHNA gOOSe paBeH 7).

6.15. ACL

6.15.1. BeeaeHue

Cnucok ynpasneHusa goctynom (Access Control List - ACL) no3BosifAeT nosib3oBaTenam
HacTpamBaTb MNpaBW/ia COMOCTaBAEHUA U pexum 06paboTKM AnA NakeToB BO BXOAALLEM
HanNpaB/ieHMM NOPTa KOMMYyTaTopa 44A ¢MnbTpaunmn naketos. OH HanpaBaeH Ha 3pdeKkTMBHOE
npeaoTBpalleHne AOCTyNa HeaBTOPU30BAHHbIX MOJIb30BaTeNEeN K CeTU, KOHTPO/b TpaduKa m
9KOHOMMIO CeTEBbIX PECYPCOB.

6.15.2. 3anucu 1 npasuna

3anuncb ACL moXKeT cogepKaTb HECKO/IbKO MPaBW/, N B KAXXA0M NpaBuae MOXHO yKasaTb
napameTpbl COMOCTaB/IEHUS MaKeToB M 00paboTkM naketoB. [lepen HacTpoliKoi npaswuna
HeobxoamMmo co3aaTb 3anucb ACL. B Heckonbkux npasusiax B oAHoi 3anuck ACL npasuso c
MEHbLUMM UAEHTMOUKATOPOM NpPaBuUIa NpeaLIecTByeT NPaBMay ¢ 60NbLWNM NAEHTUPUKATOPOM
npasuna. [lencteme conocTaBNeHNA NAaKETOB HAYMHAETCA C NepPBOro NpaBuaa 40 Tex Nop, NoKa
naKkeTbl He ByyT COOTBETCTBOBATL NPaBUY, a NOC/eaytowme npasmaa He byayT UCNONb30BaTbCA
ONA COMOCTaB/IEHMA.

3anncn ACL moOrytT NpUMEHATbCA K NOpTam, BUPTyasbHbIM JIOKaNbHbIM CeTAM U
rnobanbHo. Koraa HecKonbKo 3anuceint KOHOAMKTYOT apyr ¢ apyrom, ACL, NpMMEHEHHbIA K
nopTy, UMeeT HauBbICLUNI NPUOPUTET, Toraa Kak ACL, NpUMeHEHHbIM rnobanbHO, MMEeT camblit
HU3KMN npuoputeT. Hanpumep, ACL1 (nakeTbl c IP-agpecom HasHaueHua 192.168.0.3 6yayt
oTbpacbiBaTbCsA) HacTpoeH Ha rnobanbHoe npumeHeHne, ACL2 (nakeTbl c IP-agpecom
Ha3HauyeHuA 192.168.0.3 6yayT nosiyyeHbl) HacTpoeH Ha npumeHeHme K VLAN1, u ACL3 (nakeTbl
c IP-agpecom HasHauyeHus 192.168.0.3 6yayT 3epKannpoBaTbCs) HACTPOEH AN NPUMEHEHUA K
nopty 2/1. Nopt 2/1 npuHagnexkut VLANL. ACL, npumeHsembiii K nopTy, npeaiiectsyeTt ACL,
npumeHsemomy K VLAN. MNMoatomy nopt 2/1 3epKanupyeTt nakeTbl ¢ IP-agpecom HasHayeHuA
192.168.0.3. ACL, npumeHsembin K VLAN, npeglectsyeT rnobanbHomy ACL. Takum obpasom,
VLAN1 nony4yaeT naketbl ¢ IP-agpecom HasHavyeHMA 192.168.0.3. B ocTanbHbIX CAyYasax nakeTbl C
IP-agpecom HasHauyeHua 192.168.0.3 oTbpackiBatoTCA.

3anucb ACL npeactaBnsetr coboii Habop M3 OAHOTO MAM HECKONbKUX NpaBul.
CnepoBsaTtenbHo, nocsie npumeHeHuna 3anucu ACL K nopty / VLAN / rnobanbHo Bce npasuna,
cogeprKalumeca B aTo 3anucu ACL, 6yayt npumeHaTbes K nopTy / VLAN / rnobansHo.

Mo ymonuanunio ACL, npumeHaembiit K nopty / VLAN / rnobanbHo, BCTynaeT B cuay
paHblie, yem ACL, KOTOpbIA A0MXKEH NPUMEHATLCA K Tomy ke nopty / VLAN / rnobanbHo, HO
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BblgaeTca no3)e. [losb3oBaTenn MoOryT HacTpoutb npuoputeT 3anucer ACL no mepe

HeobxoaMMOCTU.

6.15.3. Be6 KoHpUrypaums

KoHgpueypuposaHue 3anucu ACL

Mepeitn [Device Advanced Configuration] - [ACL configuration] - [ACL Base
Configuration] ana KoHpuUrypmposaHus 3anmcu ACL, Kak NOKasaHO Ha PUCYHKE HUXKe.

oo | ENET

] 1 a 5
4 2 b 135
d 3 L3 Qlobal
| [ B 1 10,12,13.14
Fag 1 1page(s)  4ilemis]
[ Dl I Eait [ Back |
Puc. 214. KoHguzypuposaHue 3anucu ACL
e ACLID

OnanasoH: 171024

®dyHKumA: Hactpolika naeHtuomkatopa ACL. [laHHbIN TMN KOMMyTaTopa NoAaeprKMBaeT
Ao 512 sanucent ACL. Ecnm 3anucb ACL NpMMeEHAETCs K HEeCKONbKMM MopTam, OHa
NPUMEHAETCA K KarkAoOMy W3 MOpTOB. AHajnorMyHbiMm obpasom, ecan 3anmcb ACL
npumeHseTcsa K HeckonbKnum VLAN, oHa npumeHseTca K Kaxzaon u3 VLAN.

OnucaHue. Ecnun 3anmcb ACL npymMeHAeTCA K HECKONIbKMM HeMnpepbiBHbIM MOPTam MK
cetam VLAN, noptbl uam cetn VLAN moryT 6biTb pasaeneHbl geoucom (-). Ecam 3anmch
ACL npnmeHAEeTCcA K HECKONIbKMM MpepbiBUCTbIM nopTam unam cetam VLAN, nopTbl nam

cetv VLAN moryT 6bITb pasaenieHbl 3ansaTou (,).

Cywecmesyrom Hekomopeble cucmemHsie 3anucu ACL, u nons3oeamenu akmu4ecku moz2ym

Hacmpoums meHee 512 3anuceli ACL.

e Detail
AnanasoH: 17127 cumsonos

®dyHKumA: HacTpolika nHbopmaummn onncaHma aaa sanucu ACL.

e Ingress VLAN / Ingress Port/ Global

®dyHKumA: HacTpolika ob6nactm npumeHeHus 3anmcu ACL.

PedakmuposaHue ACL 3anucu MoKAa3aHoO HA PUCYHKE HUXe

1 a

ra

b 135

[3

w

Global

gjo|o|d

5 @ 1
Fag 1 1page(s)  4ilemis]

| Anply S Dl [ Edit I Back |

10,12,13.14

Puc. 215. PeOakmuposaHue ACL 3anucu
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Bbibepute 3anucb ACL, Haxkmute <Del>, yTobbl yaganutb 3anucb ACL; Haxxmute <Edit>,
YTOObI U3MEHUTb KOHbUIypaumto 3anucu ACL.

JobasneHue npasuna 8 ACL 3anuce

MepeianTe B co3aaHHyto 3anncb ACL 4Tobbl OTKPbITb BO3MOXKHOCTb A06aBAeHME NpaBu
(cmoTpm pucyHOK HUKe), HaxkmuTe <Add Rule>, yTobbl HacTpouTb Npasuao ans 3anucu ACL.

1
a

5

[ Ad ruie [ e [ Gk

Puc. 216. flobasneHue npasuna 8 ACL 3anuce

Hacmpolika npasun 014 3anucu ACL, KOK MOKA3aHO HA PUCYHKe HUMce

2 |
[TCP v|

6
192.165.0.10
2552552550
192.168.0.5
255.255.255.0
80

| Deny hd

[ Apply [l Back |

Puc. 217. Hacmpolika npasun 015 3anucu ACL

e RulelD
OwnanasoH: 171024
PyHKUMA: HacTpoiika naeHtudmkaTopa npasuna ansa sanucu ACL.
OnucaHue: Kaxpgas 3anucb ACL nogaep:kmBaeT makcumym 512 npasun, a obuwee
KonnuecTtso npasmn Bo Bcex ACL He moxKeT npesblwaTtb 512.
e Type
BapuaHTbl: Customized/IGMP/ICMP/TCP/UDP/MAC
Mo ymonyaHuio: Customized
PyHKLMA: HacTpolika TMna nakeTa npasuaa ACL.
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Destination MAC/ Destination MAC Mask

®dyHKUMA: Hactpoitka MAC-agpeca HasHauyeHua. B macke MAC-agpeca nony4yatena 1
yKa3blBaeT Ha cared 6ut MAC-agpeca nosy4datens, a 0 ykasbiBaeT Ha UTHOPUpPYEMbIit BUT
MAC-agpeca nonyyartens.

Source MAC/ Source MAC Mask

®dyHKuMA: Hactpoika ucxogHoro MAC-agpeca. B macke MAC-agpeca UCTOYHMKA 1
yKa3biBaeT Ha cared 6uT MAC-agpeca UCTOYHUKA, a 0 yKa3blBaeT Ha UTHOPUPYEMbIN BUT
MAC-agpeca UCTOYHUKA.

Protocol Type

Onana3oH: 5DD-FFFF

®yHKLMA: HACTPOWKA TMNA NPOTOKONA.

IP Protocol Number

OnanasoH: 0~255

®PyHKUMA: HacTpolika Homepa IP-npoToKkona.

Source IP/ Source IP Mask

PyHKUMA: HaCTPOWKa ucxoaHoro IP-agpeca. B macke ucxogHoro IP-agpeca 1 ykasbiBaeT
Ha 3aboTnuBbii 6UT IP-agpeca UCTOYHMKA, a O yKasblBaeT HA MrHOPUpPyemblid 6UT
ncxogHoro IP-agpeca.

Destination IP/ Destination IP Mask

®PyHKUMA: HacTpoWka IP-agpeca HasHayeHus. B macke IP-agpeca HasHayeHus 1
yKa3blBaeT Ha 3aboTanBbIN 6UT IP-agpeca HasHauyeHus, a 0 yKa3biBaeT Ha UTHOPUPYEMbIA
6uT IP-agpeca Ha3HavYeHus.

Source Port

AnanasoH: 0765535

®PyHKUMA: HacTpolika Homepa MCXo4HOro NopTa.

Destination Port

Onana3oH: 0765535

®dyHKUMA: HacTpolika Homepa NopTa HasHavyeHus.

VLAN ID

OnanasoH: 1~4093

dyHKUMA: HacTpoiika naeHtndumkatopa VLAN.

Action

Onuwnun: Permit / Deny / Mirror to CPU / Mirror to Port / Redirect to CPU / Redirect to
Port

Mo ymonyaHuto: Permit

PYHKUMA: HACTPOUTb peXMm o06paboTKM nNaKeToB A5 YCMNELWHO COMOCTAaBAEHHbIX
NakeToB..

OnucaHue: Permit ykasbiBaeT Ha nNoslydyeHMe yCnewHo CoraacoBaHHbIX nakeTos; Deny
yKa3blBaeT Ha oTHpacbiBaHME YCNEWHO COoMnocTaBNeHHbIX naketos; Mirror to CPU
YKa3blBaeT Ha NOJIyYeHUe yCneLwHo CONOCTaBAEeHHbIX NAaKEeTOB U UX 3epKaanpoBaHue Ha
LN; Mirror to Port ykasbiBaeT Ha NoslyYeHMe yCnewHo COMOCTaB/lEHHbIX MAaKeTOB U UX
3epKannpoBaHme Ha yKasaHHblli nopT; Redirect to CPU yKkasbiBaeT Ha nepeHanpasaeHne
yCnewHo conocTtaBneHHbix naketoB Ha LUM; Redirect to Port ykasbiBaeT Ha
nepeHanpaB/iieHne yCrneLwHo CONOCTaBAEHHbIX MAKETOB Ha YKa3aHHbIN NopT.
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3anpoc 3anucu ACL

Mepeiitn [Device Advanced Configuration] - [ACL configuration] - [ACL Search] ans
3anpoca 3anmncu ACL, Kak NOKa3aHO Ha PUCYHKe HUXKe.

Search Rule
| v

acl-1 " acl-3 "
acl-2 acl-5
[Move Up
w w

[ Apply 8 Scarch [ Back

Puc. 218. 3anpoc 3anucu ACL

e Object
Onuwuu: Global / Port / VLAN
®yHKLMA: BbIBEPUTE 061aCTb NPUMEHEHMA 3anpalmnBaemMblx 3anmcen ACL.

e Ingress Port
®yHKUMA: BblbepuTe NOPT npunoxeHua ana 3anucerr ACL, KoTtopble 6yayT
3anpalwmBaTbca, Korga ana napametpa «Object» yctaHoBAEHO 3HaYeHMe «Port».

e Ingress VLAN
®dyHKuMA: Bblbepute npuknagHyto VLAN un3  3anmcen ACL, KoTopble 6yayt
3anpalwmnBaTbCs, Korga gas napameTpa Object yctaHoBneHo 3HayveHne VLAN.

Cnucok ACL B HUXKHEW NpaBoi YacTM NOKa3biBaeT HandeHHble 3anmcu ACL.

Jocmasbeme 3anucu ACL 8 06bekm u Hacmpolime npuopumem 04 3anuceli ACL, Kak
MMOKA30HO HA PUCYHKE.
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Search Rule
| v
w
akt
acl-5
acl-2
- -

Puc. 219. Hacmpolika npuopumema 3anuceli ACL

Nepemectute 3anmcb ACL, KOTOPYIO HYXKHO NPUMEHUTL K 06beKTy, B cnncok ACL cnpasa.
Bbibepute 3anucb M Haxkmute <MepemecTuTb BBepx> WUAM <lepemecTUTb BHM3>, 4YTOObI
NM3MEHUTb NpuopuTeT 3anuceit ACL, npumeHsembix K 06beKTy. 3anmcm ACL cBepxy BHU3 B CNIUCKe
pacnonoXeHobl B nopagKe yobiBaHMA.

6.15.4. Mpumep TMNOBOI KOHUrypauumu

MopT 2: XocT cermeHTa cetn 192.168.1.0 otnpasnaetr TCP-nakeTbl C UCXO4HBIM HOMEPOM
nopta 80 Ha xocT cermeHTa cetn 192.168.0.0.

KoHourypaumsa BbirnagmT cneayowmm obpasom:

1. Hactpoiite 3anucb ACL 1 gna npyMeHeHUA K NoOpTy 2, KaK NOKa3aHo Ha puc. 214.

2. Hactpoitte npasuaa ACL n Bbibepute TMn TCP; ucxogHblii IP-agpec - 192.168.1.5, a
macka IP-agpeca nctouHmKa - 255.255.255.0; ueneson IP-agpec - 192.168.0.5, a macKa IP-agpeca
HasHayeHuA - 255.255.255.0; Homep nopTa MCTOYHMKa - 80; AeNcTBME CONOCTaB/eHMA -
3anpeTuTb, KaK MOKa3aHo Ha puc. 217.

6.16. QoS

6.16.1. BsegeHue

KayectBo obcnykmanma (Quality of Service - QoS) no3BonseTr npeaocTaBAATb
anddepeHLMpPOBaHHbIE YCAYTM HA OCHOBE pPas/iMYHbIX TPebOBaHWM Mpu  OrpaHUYEHHOM
NPOMYCKHOM cnOoCOBHOCTN NOCPeACTBOM yNpaBaeHUA TpadMKOM M pacnpeseneHnsa pecypcos B
IP-ceTax. QOS nbiTaeTcA YyAOBAETBOPUTL Mepeaayvy pPas/uYHbIX YCAyr, 4Tobbl yMeHbLIUTb
neperpysky cetm M CBECTU K MUHUMYMY BAUAHWE MeEpPerpy3knm Ha YCAYrM C BbICOKMM
NPUOPUTETOM.

QoS B OCHOBHOM BKIOYAET B c€6a NAEHTUDUKALMIO YCAYT, YyIPaBAeHME Neperpy3kamm 1
npeaoTBpalLleHne neperpysok.

NpeHTUdMKaumMA cnyKbbl: 06BeKTbl MAEHTUPUUMPYIOTCA HA OCHOBE OnpefesneHHbIX
npaBua cooTBETCTBUA. Hanpumep, 06BbEKTbI MOryT ObITb TEraMu NpUopUTETa, NEPEHOCUMbBIMU
nakeTamu, NPUOPUTETOM, OTOBParKaeMbIM NOPTaMU U BUPTYasIbHbIMU IOKaNbHbIMU CETAMM, UAU
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nHpopmaumelr o npuoputeTe, oTobparkaemon naTepkamu. MaeHTndMKauma ycayrn asnserca
npeasapuTenbHbiM ycnosvem ana QoS. YnpasneHwe neperpyskamu: ato obAsaTenbHO AnA
pelweHns Npobaembl KOHKYPEHLMM 32 pecypcbl. YNpaBaeHMe Neperpy3kamm KaLWnpyeT NakeTbl B
ouepesax v onpeaenaeT NocAefoBaTeNbHOCTb NEPECHIIKM NAKETOB HA OCHOBE ONpeAeneHHOro
aNropuTMa naaHMpoBaHuA, obecneymBas NPUOPUTETHYIO MEPECHIIKY ANA KAKYEBbIX CAYKO.
MpepoTBpaleHme neperpysku: YpeamepHaa neperpyska MOXKeT NPUBECTU K MOBPEKAEHMUIO
ceTeBbiX pecypcoB. [lpenoTBpalleHWe MeperpyskM OTCAEKMBAET WMCMNO/Ib30BaHWE CETEBbIX
pecypcoB. Npu 0b6HapYKeHUN yBeANYEHUA Meperpy3km GYHKLMA UCMOoAb3yeT ynpexapatouee
oTbpacbiBaHWe NaKeTOB W HacTpamMBaeT 06beM TpaduKa gns peleHns NpobaemMbl neperpysKu.

6.16.2. QoS CAR

lapaHTMpoOBaHHaAA ckopocTb aocTyna QoS (Committed Access Rate - CAR) — 310 TMn
NONUTUKN OFPaHUYEHNA CKOPOCTU. ITa NOAUTUKA UMTUPYeT npasuno ACL ana naeHTMduKaumm
MOTOKa, OrpaHM4YMBaEeT CKOPOCTb NMOPTa A/18 COOTBETCTBYHOLLErO MaKeTa M OTOPACbIBAET MOTOK,
BbIXOAALWMIA 3a Npeaenbl guanasoHa (WupuvHa M 3HAaYeHMe naKkeTa), npeaycMOTPEeHHOro
nonutukon QoS B nakerte.

6.16.3. QoS Remark

QoS Remark uutmnpyet npasuno ACL ana naeHTMPUKaUMM NOTOKA M CHOBA YKasbiBaeT
npuopuTet (3HaYeHne DSCP nnu COS) ans COOTBETCTBYIOLLErO NaKeTa.

6.16.4. MpuHUKMNDbI

Kaxkablh NOpT KOMMYTaTOPOB 3TOWN Cepun NoSaepKMBaeT 8 ouepesent KalMpoBaHuaA, oT
0 po 7 B nopazKe BO3paACTaHMA NpuopuTeTa. Bbl MOXKeTe HacTPOUTb COMOCTABJ/IEHUE MEXAY
npuoputeTom mn ouvepegamu. Korga Kagp AoctmraeT nopta, KOMMyTaTop onpenenseT oyepesb
ONA Kafpa B COOTBETCTBMM C MHPOpPMaLMel B 3aroN0oBKe Kaapa. KommyTaTtop nogaep»kusaet Asa
perknma oTobparkeHna ouepeaun gns onpegeneHma npuoputeta: CoS n DSCP.

» 3HadeHue CoS 3aBucuT oT npuopuTeTa Tera 802.1Q B nakete. ConocrasneHne mexay
3HaveHunem CoS 1 ovepesbio MOXKHO HAaCTPOUT.

» 3HaueHue DSCP 3aBucuT oT Yact naketa TOD/DSCP. ConoctaBneHme mesKay 3HaueHnem
DSCP 1 ouepeabto MOXKHO HAaCTPOUTb.

Mpyu nepecbiiKe JAHHbBIX NOPT UCMONAL3YET PEXUM MNAHUPOBAHMA ANA MJIAHUPOBAHMUA
AaHHbIX B 8 o4epeax U NPOMNYCKHOM CNOCOBHOCTU Kaxaon oyepean. KommyTtaTopbl STOM cepum
Nnoa4epKMBAIOT ABa pexmma naaHuposaHua: WRR (B3BELEHHbIW LUUKANYECKUIA aNropuTm) u
oyepenb C NPUOPUTETOM.

» WRR nnaHMpyeT NOTOKM AaHHbIX Ha OCHOBe KoadduumeHTa Beca. Ouepeam nosy4yaror
CBOKO MPOMYCKHYl0 CNOcOBHOCTb Ha OcHOBe cooTHoweHus BecoB. WRR oTaaer
NpUoOpuUTET O4YepeaAaM C BbICOKMM COOTHOLIEHMEM Beca. bonblue nponyckHown
CNocobHOCTM BblgenaeTca oyepeanam ¢ 6onee BbICOKMM KOIPPUUMEHTOM Beca.

» PeXuMm nAaHMPOBaHMA odepean C MPUOPUTETOM MOMKET CTPOro rapaHTMpOBaTb
HauBbICLLIMIA NPUOPUTET NEPECHISIKM ANA NaKeTa C HaUBbICLIMM MPUOPUTETOM, KOTOPbIN
B OCHOBHOM MCMO/Mb3YeTCA Npu nepefavye KOHPUAEHLMANBHOTO CUrHaMa. Kak ToNbKo
Kagp mnomagaeT B oyepedb C BbICOKMM MPUOPUTETOM, CUCTEMA OCTaHaBAMBAET
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naaHUMpoBaHMe AaHHbIX oYepean C HU3KMM npuopuTeTom M obpabaTtbiBaeT AaHHble B
oyepeam C BbICOKMM NPUOPUTETOM. TONIbKO Korga o4yepefb C BbICOKMM NPUOPUTETOM
MycTa, OHa MOXeT HayaTb 06paboTKy AaHHbIX B ouepeam ¢ 6osee HU3KUM NPUOPUTETOM.

6.16.5. Be6 KoHpUrypmuposaHue

Jlo6asumeo / ydanume policy-map
Mepentn [Device Advanced Configuration] - [QoS configuration] - [Policy-map
configuration] —> [Add/Remove policy-map] uto6 pobasutb / yaanutb police-map, Kak

NMOKa3aHO Ha PUCYHKe HUXe.

Operation

|p0|icy1 |
[Add Policy Table  ~]|

Puc. 220. flobasums / ydanums policy-map

e Policy-map name
Onana3oH: 1716 cumeonos
dyHKUMA: HacTpollka MMeHM KapTbl MOAMTMK. Haxkmute <Add>/<Del>, uT06bI
€034aTb/yAanuTb TabamLy NOAUTUK.

Hacmpolika npuopumemHoli nepemapKuposku policy-map

Mepeitn [Device Advanced Configuration] - [QoS configuration] - [Policy-map
configuration] - [Policy-map Configuration] ana Bxoga Ha CTPaHWLY HaACTPOMKK
npuopuTteTa policy-map, Kak NOKa3aHO Ha PUCYHKE HUKeE.

DSCP And IP Precedence Configuration
policy 1w

|class1 |

DSCP w

20 |

Puc. 221. Hacmpolika npuopumemHoli nepemapkuposku policy-map

e Policy-map name

Onuwuu: Bce cosgaHHble KapTbl NOUTUK.
e Class-map name

Onuwuu: Bce cosgaHHble KapTbl KN1accoB.
e Priority type
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Onuuu: 3HayeHne DSCP / 3HaueHune COS
®PyHKUMSA: BbIGEPUTE TUN NPUOPUTETA, KOTOPbIN HEOBXOAUMO OTMETUTb.
e  Priority value
Onuwnun: 0-63 (3HaueHne DSCP) / 0—7 (3HauyeHue COS)
®dyHKUMA: HacTpolika 3Ha4YeHMs nepemMapKUpPoBKMU NpuopuTeTa.
OnucaHue: BbINONHEHME MOAUTUKM MEPEMAPKUPOBKM ONA 3HAYEHMA NpuopuTeTa B
OEeNCTBUN CONOCTaBAEHMA NAKETOB Ha KapTe KAaccos.
e Operation type
Onuwn: Set/Del
®yHKUMA: ycTaHOBKa/yaaneHne npumeyaHnsa NpuopuTeTa KapTbl MOAUTHK.

lMpumeHeHue policy-map 0as nopma

MNepeiitn [Device Advanced Configuration] - [QoS configuration] - [Apply QoS To Port]
—> [Apply policy-map to port] 4to6bl NpUMeHUTb policy-map Ha NopT, Kak NOKa3aHO Ha
PUCYHKE HUXKeE.

Apply Policy-map To Port

Rese!

Puc. 222. [lpumeHeHue policy-map 04 nopma

e Policy-map name
Onuwu: Bce co3gaHHble KapTbl NOUTUK.
e Port direction
Onuwuu: BBOA,
®yHKUMA: MpUmeHUTE 3Ty Tabanuy NOAUTUK BO BXOLHOM HanpasieHWMM NOpPTa, YToObI
peann3oBaTb OrpaHUYEHME CKOPOCTM WKW MEpPeMapKMPOBKY NPUOPUTETA ONA MAKET],
Nnosly4yeHHOro Yyepes nopT.
e Operation type
Onuuu: Set / Del
®YHKUMA: YCTAaHOBUTL/YAANUTb KapTy NOANTUK NPUIOKEHMA Ha NOPT.

lMpumeHumMe K nopmy mossKo 00HYy Kapmy MoaumuK.

KoHgpuzypayusa pexcuma 0osepus nopma u cornocmasseHue noaumuKU npusoxeHuUs ¢ nopmom
ABAAMCA 83AUMOUCKAOYAIOWUMU.

KoHgpuzypuposaHue trust mode Ha nopmy
Mepeintn [Device Advanced Configuration] - [QoS configuration] = [Apply QoS to port]

- [Port trust mode configurationion] ans Bxoga Ha CTpaHWLYy KOHOUrypauum pexunuma
[0BepUs MOPTa, KaK MOKa3aHO Ha PUCYHKE HUKe.
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Port Trust Mode Configuration

| Reset I Apply [l Defauit |

Puc. 223. KoHghueypuposaHue trust mode Ha nopmy

e Port
Onumun: Bce NOpTbl KOMMYTATOPA

e Port trust status
BapuaHTbI: cos /dscp / port
Mo yMon4aHMIO: eCAu NONYYEHHbIN MOPTOM NaKeT sBaseTcs IP-nakeTom, No ymonyaHuto
ncnonbsyetca dscp; ecan 370 He IP-maKkeT, a TerMpoOBaHHbIM MAKeT, MO YMOAYAHUIO
ncnosb3yeTtcs 3HaYeHune cos. Ecam a1o He IP-nakeT, a HETErMPOBaHHbIN MaKeT, NopT He
UMEET peXnMma 40BEPUA MO YMOITYAHUIO N COXPaHUT nakeT B ouepeamn 0.
@PYHKLUNA: HACTPOUTL CTAaTyC AOBEPUA NOPTOB KOMMYyTaTopa.
OnwucaHue: COS oTHocuTcA K 3HayveHuto COS nopTa, U odepenb, B KOTOPOMU A0NXKHbI
XPaHUTbCA NAKETbI, MOJIyYEHHbIE MOPTOM, OMPEAENAETCA B COOTBETCTBMU C OTHOLLIEHNEM
conocTasneHna mexay 3HadyeHnem COS n ovepeabto. Ecnm B nakete HeT 3HaveHuA COS,
COMNOCTaB/IEHNE BbINO/IHAETCA B COOTBETCTBUM CO 3Ha4YeHWem cos pasHo 0. PasHuua B
ToM, 4TO: COS OTHOCUTCA K COOTHOLUEHUIO OTOBpaxeHus mexagy 3HavyeHmem COS wu
3HauyeHnem DSCP npu nepecoblnke nakeTa 3HadeHue DSCP B nmakeTe M3MeHAETCA Ha
3HayeHune DSCP, oTobparkaemoe 3HaveHmnem COS.
DSCP ccbinaetcs Ha 3HadeHne DSCP nopTa, U oyepesib, B KOTOPOW AO/XKHbI XPaHUTbCA
NnakeTbl, MNOJy4EeHHble MNOPTOM, ONpeaendAeTcA B COOTBETCTBMM C OTHOLUEHMEM
conocTasneHna mexay 3HadyeHnem DSCP u oyepegpto. Ecnn B nakeTe HeT 3HayeHMA
DSCP, conocTtaBneHune BbINOAHAETCA B COOTBETCTBMU €O 3HadyeHMem DSCP, pasHbim O.
PasHuua 3akntoyaeTcs B Tom, 4yTo: DSCP ccbllaeTcs Ha COOTHOLWIEHWE OTObparkeHus
mexay 3HadeHnem DSCP mn 3HaueHnem COS npu nepecblike naketa 3HavyeHne COS B
nakeTe M3MeHsneTcs Ha 3HadeHue COS, oTobparkaemoe 3HayeHnem DSCP.
Port priority
BapuaHTtbl: 0~7
Mo ymonyanuto: O
PyHKUMA: HazHauUTb NpuopuTeT Ppusnyeckomy nopty. MaKeTbl, NOAYYEHHbIE OT NOPTA,
CTaBATCA B oO4Yepenb B COOTBETCTBMM C HA3HAYEHHbIM MPUOPUTETOM, HO He B
COOTBETCTBMM C NPUOPUTETOM, NEPEHOCMMbIM MaKeTamu. MNakeTbl, NONyYEeHHbIe OT NopTa
¢ npuoputetom 0, nomewatoTca B ovepeab 0, a nakeTbl, NOJAyYEeHHble OT MOPTA C
npuoputetom 1, nomewatorca B odyepegb 1. OcTanbHOE MOXKHO CAENaTb TaKMM Ke
obpasom.

Hacmpolime 3HaueHue CoS nopma no ymoa4aHuro
Mepeittn [Device Advanced Configuration] - [QoS configuration] = [Apply QoS to port]

—> [Port default CoS configuration] gns Bxoga Ha cTpaHuLuy KoHouUrypaumm CoS nopTa no
YMONYAHMIO, KaK MOKA3aHO Ha PUCYHKE HUXKe.
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Port Default Co$ Configuration

5 |

| Resot I Apply [l Defauit |

Puc. 224. Hacmpolime 3Ha4eHue CoS nopma ro ymoa4YaHuro

Port

Onumun: Bce NopTbl KOMMYTATOPA

3Ha4yeHune CoS nNo ymonyaHuto

BapuaHTbl: 0~7

Mo ymonyanwuto: O

dyHKumA: HacTpoika 3HavyeHus CoS No yMonvaHuto AnA nopra.

ObbacHeHue: Koraa maket He nMomeyeH, NpuopuTeT B Tere, 06ABAEHHOM K MaKeTy,
paBeH 3HauyeHuto CoS no ymosyaHuio ana nopra.

Hacmpolika eeca WRR o4yepedu nopma

Mepeitn [Device Advanced Configuration] - [QoS configuration] - [Egress-queue

configuration] —> [Port Egress-queue wrr weight configuration] ana Bxoza Ha cTpaHuuy
KoHdurypaumm seca WRR, Kak MOKa3aHO Ha PUCYHKE HUXKeE.

Egress-queue Wrr Weight Configuration

L ]
[ ]

Puc. 225. Hacmpolika eeca WRR oyepedu nopma

Port Name
Onumun: Bce NopTbl KOMMyTaTOPa

Weight for queue

BapuanTtbl: 07100

Mo ymonyaHuio: 0

Ob6bacHeHue: KommyTaTop noaaepsKnBaeT He bosee 6 rpynn 3Ha4YeHWU Beca.

dyHKUMA: HacTponKa 3HaueHut Beca. ABCONOTHOE 3HaYeHWe Beca He MMEeeT CMmbIca.
WRR pacnpegenseTt noaocy nponyckaHMsa B COOTBETCTBMU C COOTHOLLUEHUAMW BECOBbIX
3HaYeHUM.
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Hacmpoliku conocmasneHus mexcdy 3HayeHuem DSCP u o4yepedbro
MNepeitn [Device Advanced Configuration] - [QoS configuration] = [QoS Mapping
Configuration] - [DSCP-to-Queue Mapping] ans Bxoaa Ha cTpaHuULy KoHGurypaumm DSCP

M CoONnocCTaB/ieHnA Oqepep,ei/'l, KaK MOKa3aHO Ha PUCYHKe HWKXKe.

DSCP-to-Queue Mapping

Dzcp-Jueue map:
dl : d2 2

=

R R
N N N L]

:::::

N A
1 m N G Ra bSO
S B N T A A
[
TN

Puc. 226. Hacmpoliku conocmassneHus mexoy 3Ha4yeHuem DSCP u o4epedsto

e {DSCP, Queue value}
Onuuu: {0~63, 0~7}
Mo ymonyaHumtio:
3HauyeHne DSCP 0-7 otobpakaetcs B oyepeb 0; 3HayeHmne DSCP 8~15 conocTasasercs
c oyepeabto 1;
3HayeHne DSCP 16™~23 conoctaBneHo c odepegbto 2; 3HaveHue DSCP 24~31
conocrasndaeTca ¢ oyepeapto 3; 3HavyeHue DSCP 32~39 conoctaBneHo ¢ ovyepenbio 4;
3HayeHne DSCP 40~47 conoctaBneHo c o4epegbto 5; 3HaveHme DSCP 48~55
conocTassieHo ¢ ovyepeabto 6; 3HavyeHne DSCP 56~63 conoctasnaeTca ¢ odepeabto 7.
dyHKUMA: HacTpolika conoctaBneHma mexkay 3HaveHmem DSCP n ouepegblto.
ObbsacHeHue: Kaxaoe 3HayeHne DSCP MOXKHO CONOCTaBUTb TOJIbKO C OZIHOM o4yepeapblo.
HeckonbKo 3HaueHui DSCP moryT 6bITb CONOCTaB/IEHbI C OAHON oYepeablo.

Hacmpolika conocmasneHue mexdy 3HayeHuem CoS u 3HayeHuem DSCP
Mepeitn [Device Advanced Configuration] - [QoS configuration] - [QoS mapping

configuration] —> [CoS-to-DSCP mapping] pns BXoAa Ha CTpPaHWUUy KOHdUrypaumm
conoctasneHnAa CoS n DSCP, Kak NOKa3aHO Ha PUCYHKe HUXKe.
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CoS-to-DSCP Mapping

Puc. 227. Hacmpolika conocmasneHue mexcoy 3HavyeHuem CoS u 3Ha4yeHuem DSCP

e DSCP value

BapuaHTtbl: 0763

Mo ymonyanutio:

3HayeHue CoS 0 oTobparkaetcs Ha 3HayeHue 0 DSCP; 3HayeHne CoS 1 oTobparkaeTcs Ha
3HauyeHue 8 DSCP; 3HayeHume CoS 2 oTobparkaercsa Ha 3HayeHne 16 DSCP; 3HaueHne CoS
3 otobparkaeTca Ha 3HayeHue DSCP 24; 3HaueHue CoS 4 oTobparkaeTca Ha 3HaYeHue
DSCP 32; 3HaueHue CoS 5 otobpaxkaercAa Ha 3HayeHue DSCP 40; 3HauyeHue CoS 6
oTobparkaeTcsa Ha 3HaYeHne 48 DSCP; 3HayeHne CoS 7 cONOCTaBAAETCA CO 3HAYEHMEM
DSCP 56.

DyYHKLMA: HacTpouTb oTobparkeHne mexay CoS n DSCP. Koraa pexum gosepus nopTta
— CoS, 3HayeHMe DSCP naketa MoMeT OblTb M3MEHEHO B COOTBETCTBUM C 3TUM
oTObparkeHuem.

O6bsacHeHMe: OgHOMY 3HaYeHMo DSCP MOXKHO cONOCTaBUTb HECKObKO 3HayeHui CoS.

Hacmpolika conocmasneHue mexdy 3HayeHuem DSCP u 3HayeHuem DSCP
Mepeitn [Device Advanced Configuration] - [QoS configuration] - [QoS mapping
configuration] - [DSCP Mutation Mapping] ana Bxofa Ha cTpaHuLy KOHdUrypaumm

conoctasneHua DSCP n DSCP, Kak MOKa3aHO Ha PUCYHKE HMXKe.

DSCP Mutation Mapping

mutation msp:
ad2 o M

[

L S R AR
[
=
[~
g
B3 ORDORDORDORY R RD LD
s G R
[
A T TR T T
e G RO
momommmom
[N S
Rt

I
=
P
=

P R T A

Puc. 228. Hacmpolika conocmasneHue mexc0y 3Ha4eHuem DSCP u 3HavyeHuem DSCP
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e DSCP List
dyHKUMA: YcTaHOBUTL UMmA ana myTtaumm DSCP.

e DSCP Value{In, Out }
Onuuu: {0~63, 0~63}
®PyHKUMA: HacTpouTb conoctaBneHne mexay DSCP 1 DSCP. YTob6bl M3MEHUTL 3HaYeHue
DSCP nakeTa, UCNOb3yiTe 3TO CONOCTABAEHNE, KOTAA BbIXOL NEPECHINAET NAKET.
ObbacHeHne: KommyTaTopbl 3TOM Cepun MNOAAEPHKMBAOT A0 28 CONOCTAB/AEHMIA
myTaumii DSCP.

OyepeOdb 0714 COXPAHEHUs raKemos onpeodensemcs UCXOOHbIM CONOCMasneHUem Mexoy
3Ha4yeHuem DSCP u ovepedbio.

lpumeHeHue conocmasneHus mutation DSCP Ha nopmy

MNepenitn [Device Advanced Configuration] = [QoS configuration] = [Apply QoS to port]
- [Apply DSCP mutation mapping] a4na Bxo4a Ha CTpaHULY KOHOUIypaLmMu, Kak NOKa3aHo
Ha PUCYHKE HUKe.

DSCP Mutation (the applied port should have DSCP configured)

Apply
Puc. 229. lMpumeHeHue cornocmasneHua mutation DSCP Ha nopmy

e Port name
Onuuu: Bce NOPTbl KOMMyTaTOpa
®dyHKUMA: BbIbEpPUTE NOPT A/1A UCMOJIb30BAHUA KapTMpPOoBaHUa myTaumii DSCP.
e DSCP mutation name
MapameTpsbl: Uma DSCP ana conoctasneHna DSCP.
®yHKUMA: HacTpolika oTobpaxkeHma mutation DSCP, ncnosb3yemoro nopTom.
e Operation
Onuwun: Set/Del
®yHKumA: pobasneHue/yganeHue conoctasneHua myTaumin DSCP, ucnonbsyemoro
NopPTOM.
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6.17. IGMP Snooping

6.17.1. BesepgeHue

OTcnexknBaHue nNPOTOKONA rpynnoBoro ynpasneHua WHTepHeTom (Internet Group
Management Protocol Snooping — IGMP Snooping) — 3To NPOTOKO/A MHOroaApecHoM paccbliku
Ha KaHa/fbHOM ypoBHe. OH Mcnosb3yeTcA ANA YNPaBAEHUA U KOHTPOAA FPYNN MHOToaapecHom
paccbliku. KommyTaTtopbl ¢ nogaepkoit IGMP Snooping aHanu3MpyoT NOAyYeHHble MAKeTbl
IGMP, ycTaHaB/iMBalOT comocTaBiaeHWe mexxgy noptamm n MAC-agpecamy MHOroagpecHom
PacCbI/IKU U NepecbIIAtOT MHOroaApecHble NaKeTbl B COOTBETCTBUM C COMOCTABIEHUEM.

6.17.2. OCHOBHbIe NOHATUA

Querier: nepMoanyecKkn oTnpasafeT nakeTbl obuero 3anpoca IGMP ana 3anpoca cratyca
Y/IEHOB B Fpynne MHOFOaAPECHOM PACcCblIKKM, COXPAaHAA MHGOPMALUMIO O Fpynne MHOroa4pecHoOM
paccbinkK. Korga B CeTM CyLLeCcTBYET HECKO/IbKO 3anpallMBaloWMX, OHW aBTOMATUYECKM
BbIOMPAOT TOT, Y KOTOPOro HauMmeHblinn IP-agpec, B KayecTBe 3anpalwiunBatouiero. TosibKO
BbIOpPAHHbIA 3anpoCYMK NEepPUoLMYECKM OTMNpPaBAAeT nakeTbl obuero 3anpoca IGMP. Opyrue
3anpallmBatowMe TONbKO NOJYYalOT M NepPecbiNatoT NakeTbl 3anpocos IGMP.

Router port: nony4yaeT naketbl 06uiero 3anpoca (Ha KommyTaTope ¢ noaaep>kon IGMP)
OT 3anpawwuBatouwero. [ocne nonydyeHna oTdyeta IGMP KommyTaTop YycTaHaB/AMBaeT
MHOTroaApecHyo 3anuncb U AobasBaseT NopT, KOTopbi noaydyaet otyeT IGMP, B CNUCOK NOpTOB-
yneHoB. Ecan nopT mMapluipyTM3aTopa CyLLECTBYET, OH Take Ao06aBasaetcs B CNWCOK MOPTOB-
YyneHoB. 3aTeM KOMMYTaTOp nepecbinaeT oTtyeT IGMP gpyrum ycTpomctBam 4epes nopT
MapLpyTmM3aTopa, 4YTobbl Apyrve YCTPOMCTBA YCTAaHOBWAM Ty Ke 3anucb MHOFOagpecHoi
PaCCbIJIKK.

6.17.3. MpuHumn

IGMP Snooping ynpasnaeT U NoAAePKUBAET YNE€HOB FPYnnbl MHOrOa4PEeCHON PACcCbIIKK
nytTem obmeHa CBA3aHHbIMM MaKeTaMM MeXAay YCTPoOMCcTBaMu ¢ noaaepKkon IGMP. CBazaHHble
nakeTbl cneaywowme: MakeT obwero 3anpoca: 3anpalnBalOLNMN Nepuoaguyeckm oTnpaBaseT
naketbl obuwero 3anpoca (IP-agpec HasHauyeHua: 224.0.0.1), yTobbl NoaTBEPAUTbL, €CTb /N B
rpynne MHOroagpecHoOn paccbiIKM NopTbl-dneHbl. [locne nosayvyeHMa NaKkeTa 3anpoca
YCTPOICTBO, HE ABAAIOLLEECS 3aNPOCYMKOM, NMEPECHINAET NAKET HA BCE MOAK/IOYEHHbIE K HEMY
nopTbl.

Specific query packet: ecan ycTpoMcTBO XOo4eT BbIMTU M3 rPynnbl MHOroaApecHom
paccbliKKM, OHO OTNpPaBAfeT nakeT BbIxoga IGMP. [MMocne nonyyeHua naketa leave
3anpalMBaloLLMI OTNpaBAseT onpeaeneHHbI nakeT 3anpoca (IP-agpec HasHauyeHus: IP-agpec
rpynnbl MHOTOAZAPECHOM Paccbl/ikn), YTOObl NOATBEPAUTDL, COAEPKUT N TPynna gpyrue nopTbl-
Y/leHbI.

Membership report packet: ecan ycTpoMcTBO Xo4yeT MNOAYYMTb AaHHble [PYRMbl
MHOr0aApecHOn pPaccbisIkKM, OHO Hemea/leHHO OTnpaBaseT naketT oTtyeta IGMP (IP-agpec
Ha3HayeHuA: IP-aapec rpynnbl MHOroaapecHom pacchl/ikun), YTobbl OTBETUTHL Ha MaKeT 3anpoca
IGMP rpynnbl. [MakeT BbiXxoAa: €CAM YCTPOMCTBO XOYET MOKWUHYTb Tpynny MHOroagpecHom
paccbI/IKM, OHO OTNPaBUT NakeT Bbixoda IGMP (IP-agpec HasHauyeHua: 224.0.0.2).
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6.17.4. Be6 KoHpUrypaums

BknroyeHue IGMP Snooping

MNepewitn [Device Advanced Configuration] - [Multicast protocol configuration] = [IGMP
Snooping configuration] - [Enable IGMP Snooping] ans Bxoza Ha CTpaHuLy rnobanbHOM
KoHdurypaummn IGMP Snooping, Kak MOKa3aHO Ha PUCYHKE HUXKe.

Enable IGMP Snooping

|

Apply

Puc. 230. BKaroueHue IGMP Snooping

e IGMP Snooping
Onuwnun: Open / Close
Mo ymonyaHuto: Close
PyHKUMA: BKAOUUTL MM OTKOUYUTL FN06anbHbIM npoTokon IGMP Snooping. IGMP
Snooping n GMRP Henb3a BKAKUYUTL OA4HOBPEMEHHO.

KoHgpueypuposaHue IGMP Snooping napamempos
Mepeiitn [Device Advanced Configuration] = [Multicast protocol configuration] - [IGMP

Snooping configuration] - [IGMP Snooping configuration] gna Bxoga Ha CTpaHuUy
KoHdurypaumm IGMP Snooping, Kak NOKa3aHO Ha PUCYHKE HUXKe.

IGMP Snooping Configuration
vlan 1w Open » 192.168.0.2

Apply

Puc. 231. KoHghuzypuposaHue IGMP Snooping napamempos

e VLANID
Onuuu: Bce co3aaHHble naeHTudmratopbl VLAN.
e Snooping state
Onuwmun: Open / Close
Mo ymonuanutio: Close
PyHKUMA: BKAOYEHME WAW  BbIKAOYEeHWEe JyHKUMKM oTcnexnBaHus |IGMP  VLAN.
Mpepgnocbinkon aToro
PYHKUMA COCTOUT B TOM, YTOObI BKIOUYUTL r106anbHyto dyHKLMo IGMP Snooping.
e StaticIP
®dopmart: A.B.C.D.
Mo ymonyaHutio: 192.168.0.2
®YHKLMA: HACTPOUTbL UCXOAHDBIN IP-afpec OTNPaBKM NaKeTOoB.
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Hacmpolime napamempei 3aripoca IGMP, KaK MOKA3AGHO HA PUCYHKE HUM(E.

IGMP guery Configuration
vlan 1w| |Close v| |[192.168.0.2 2 125 10

Apply

Puc. 232. lMapamempei 3anpoca IGMP

VLAN ID

Onumun: Bece co3pgaHHble naeHtudmrkatopol VLAN.

®dyHKumA: BbIbepuTe naeHTMoumkaTop VLAN, 4to6bl BKAHOUNTL DYHKLMIO 3anpoca IGMP.
Query State

Onuuu: Open / Close

Mo ymonuanuio: Close

PYHKUMA: BKAKOYEHME UK OTKAOYEHNE yHKUMM 3anpoca IGMP gns BbibpaHHo VLAN.
npeaBapuUTe/ibHbIM  YC/IOBUEM 3TOM  PYHKUMU SABASIETCA BKJOYEHUE [106asibHOM
$yHKUMM IGMP Snooping.

OnucaHue: Ecamn B ceTu ecTb HECKOJIbKO 3anpaLlnBatoLLMX, OHM aBTOMATUYECKM BblbepyT
TOT, y KOTOPOro HammeHbLLMI IP-agpec, B KauecTBe 3anpalumBatowero. Ecnm ectb ToNbKO
0/1HO YCTPOICTBO, KOTOpPOe No3sosAeT GpyHKUMIo 3anpoca IGMP, ato byaeT querier.

&5 ®yHkuuu Query u Snooping asaaMcA 83aumMoucKaoYarowumu 8 VLAN. 3mo o3Hauaem, ymo
" ecs1u 3anpoc omkpbim, snooping dosaxceH 6bimo 3akpbim 8 o0Hom VLAN, ecau omcnexcusaHue
OMKpPbIMO, 3anpPoc 001 eH bbiMb 3aKpPbIM.

Static IP

®opmarT: A.B.C.D.

Mo ymonyanuio: 192.168.0.2

PyYHKUMA: HACTPOUTL UCXOZHbIN IP-agpec oTNpaBKK NakeTa 3anpoca.
Robustness

OnanasoH: 2~10

Mo ymonyanwuto: 2

PyHKUMA: YKaXKMTe napameTp HafeXHOCTU GyHKLMM 3anpoca IGMP.
OnucaHue: Yem 6Gosblue napameTp, TEM XyXe CETeBOe OKpy:KeHue. onb3oBaTesb
MOXEeT YCTaHOBUTb

NoAXoAALLMIN NapamMeTp HafEeKHOCTM B COOTBETCTBUM C peasibHOM CETbIO.
Query Interval

Onana3oH: 1765535 ¢

Mo ymonyanutio: 125 ¢

®PyHKUMA: HacTpolika MHTepBana OTNPaBKKU MNaKeTa 3anpoca.

Max Response

OnanasoH: 10~ 25¢

Mo ymonyanwutio: 10 ¢

@DYHKLUMA: HACTPOUTL MaKCUMAIbHOE BpeMAa OTBETa Ha 3anpoc nakeTa.
Onuuu: Bce cosgaHHble naeHtTudmKaTopbl VLAN.

Mocne 3aBeplueHMA HACTPOWKM B pasgene «KoHpurypauma IGMP» otobpaxaerca

nHbopmaums o KoHourypaumm IGMP, NOKaszaHO Ha PUCYHKE HUXKeE.
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IGMP Configuration
1 Close Open 192.168.0.2 2 125 10

[ 2 | Open | Close | 192.168.0.2 | 0 | 0 | 0 |

Puc. 233. UHpopmayua o KoHgpuaypayuu IGMP

Hacmpolika cmamuyeckuckux napamempoes MHozoadpecHol paccelaku IGMP Snooping
MNepewitn [Device Advanced Configuration] - [Multicast protocol configuration] = [IGMP
Snooping configuration] = [IGMP Snooping static multicast configuration] ana sxoaa Ha

CTPaHULY cTaTUyecKol KoHdurypaumm IGMP Snooping, Kak NoKa3aHo Ha PUCYHKE HUKeE.

IGMP Snooping Static Multicast Configuration

[2240.10 |

Puc. 234. Hacmpolika cmamuy4eckuckux napamempos IGMP Snooping

e VLANID
Onuuu: Bce co3aaHHble naeHTudmratTopbl VLAN.

e Operation type
Onuwun: Add / Del
Mo ymonuaHuio: Add
®yHKumA: [106aBUTb / yAaNUTL NOPT y4aCTHMKA rPynnbl MHOTOAAPECHOM PaCcCbUIKM.

e Multicast group member port
Onuwmun: Bce NOPTbI KOMMYTATOPA
dyHKUMA: BblIbEepUTEe MOPT-YNEH, KOTopbli HeobxoaMmo [06aBUTb MAW yOANUTb U3
rpynnbl MHOTroaZpecHowm paccolnku. Ecam
MOpPT NOAKAIOYEH K XOCTY M XOCT NOJIy4YaeT AaHHble onpeaeneHHOM MyIbTUKACT-Tpynbl,
3TOT NopT
MOXKeT ObITb HAaCTPOeH A/A NMPUCOEAUHEHMA K CTaTMYECKOW rpynne MHOroaApecHoi
PacCbINIKM M CTAHOBUTCA CTAaTUYECKMM NOPTOM-YYACTHUKOM.

e Multicast address
JduanasoH: 224.0.1.0~239.255.255.255
dyHKumA: BBeaute agpec rpynnbl MHOTOaApPEeCHOW PacCbIKK.
OnucaHue: Npyu AMHAMUYECKOM M3yYeHMM BHOBb A06aBAEHHOrO CTaTUYECKOro ajpeca
MHOT0apPecHON PacCblIKM 3TOT CTAaTUYECKUN afpec MHOroaApPecHoOn paccbiikn byaet
0XBaTblBaTb AMHAMMWYECKUI afpec MHOr0aAPEeCHOMN PaCcCbIIKM.

lMpocmomp mHozoadpecHsix 3anuceli

MNepeiitn [Device Advanced Configuration] = [Multicast protocol configuration] - [IGMP
Snooping configuration] - [Show IGMP Snooping information] ana oTobparkeHus
MHOTOaApecHbIX 3anuceit, Kak NOKa3aHO Ha PUCYHKE HUXKeE.
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Show IGMP Snooping Information
 wao |

Apply

Puc. 235. lpocmomp mHo2oadpecHbix 3anuceli

6.17.5. Tunosble NnpuMmepbl NPUMEHEHUA

Kak nokasaHo Ha puc. 236, Switchl, Switch2 un Switch3 BKatoueHbl ¢ ¢yHKUMEN
oTcnexusaHma IGMP, a Switch2 n Switch3 BKatoyeHbl ¢ aBTomaTUYeckMm 3anpocom. IP-agpec
Switch2:192.168.1.2 IP-agpec Switch3:192.168.0.2. lNo3Tomy B KayecTBe 3anpallMBatoLLero 61
BblbpaH Switch3.
> Bkntouute dpyHKuMo IGMP Snooping ans Switch 1;

»  Bkaounte pyHKuMM IGMP Snooping 1 aBTomaTMYecknx 3anpocos Switch2;
»  Bkaouute pyHKUMM IGMP Snooping 1 aBTomaTMYeckunx 3anpocos Switch3;

PC1

& .

Switch 1 The router Switch 2 1} @ rouler Switch 3
port )Or

IGMP Snooping IGMP Snooping Querier

&

Multicast Server

Puc. 236. lMpumep npumeHeHUA

» TlockonbKy Switch 3 BbibpaH B KayecTse 3anpaliMBaloWEero, OH Nepuoanyeckn oTnpasnseT
obwue naketbl 3anpocos, a nopt 4 Switch 2 nonyyaeT nakeTbl 3anpocos, MNOSTOMY OH
BblIOMpaeTCca B KayecTBe NopTa MapLpyTusaumu, a Switch 2 Takxke byaeT nepecbliatb NakeTbl
3anpocos ¢ nopta 3, a Switch 1 MopT 2 BbIbMpaeTca B KayecTBe NoOpTa MapLLpyTU3aLMK Noce
ero noayyeHus.

» Korpa MK1 npucoeamHAeTcA K rpynne mHoroaapecHom paccbiikmn 225.1.1.1, oH otnpasnset
oT4YeTHOe coobuieHre igmp 3Tok rpynnbl. B 3To Bpemsa Kak nopt 1, Tak u nopT
mapupytmsaumm 2 Switch 1 npucoegumHaTca K rpynne MHoroagpecHom paccbinkm 225.1.1.1.
CoobuLeHne oTyeTa igmp NpoxoauT Yepes maplpytnsatop MNopT 2 nepeHanpasBaseTcs Ha
Switch 2, a nopTbl 3 n 4 KommyTaTopa 2 TaKke pobasnsatoTcsa K 225.1.1.1 B 1o e Bpems
coobLLeHNE OTYeTa igmp nepecblnaeTcs Ha Switch 3 Yyepes NopT mapLpyTM3aunmn 4 n nopT 5.
Switch3 Take gobasneH 8 225.1.1.1.
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» Korga My/nbTMKacT-AaHHble C My/bTUKacT-cepsepa noctynaT Ha Switchl, oHu 6yayT
nepeHanpasieHbl Ha pcl yepes nopT 1. B To Ke Bpems, NOCKOJIbKY MapLUpPyTU3UPYIOLLUIA
NOPT 2 TaKXKe ABAAETCA UYIeHOM MY/bTUKACT-TPYNMbl, MY/IbTUKACT-AaHHble TakxXe byayT
nepeHanpasfieHbl Yepes NopT 1, NnopT mapwpyTtnsaumm u 1. 4. MNopT 5 Kommytatopa 3
npeKpaLwLaeT Nepecblsiky, NOTOMY YTO HET NMPUEMHMKA, HO, eCan Pc2 TaKKe NpucoegmHnUTCA
K 225.1.1.1, To AaHHble MHOTOaAPECHOM PACCbINIKM TaKKe byayT nepeHanpas/ieHbl Ha pc2.

6.18. GMRP

6.18.1. BesepgeHue B GARP

O6bwuit npotokon perucTpaunmn atpmbytos (Generic Attribute Registration Protocol -
GARP) wucnonb3yetcs AN PacnpocTpaHeHusi, perucTpaumMm W OTMeHa onpeaeneHHoM
nHdopmaumm (VLAN, MHoroaapecHsbii agpec) cpean KOMMyTaTOpPoB Ha OAHOM U TOM Ke CETb.

Mpu wucnonbzoBaHun GARP uHbopmauma o KoHourypaumm uneHa GARP byger
pPacnpoCTPaHATLCA Ha BCHO KOMMYTAUMOHHYIO ceTb. YneH GARP MHCTPYKTUpPYET ApYyruX Y4ieHOoB
GARP 3apeructpmpoBaTbCs UM OTMEHUTb CBOIO COOCTBEHHYIO MHPOPMaLMIO O KOHbUTypaLummn ¢
MOMOLLBIO COOBLLEHNA O MPMCOeAMHEHUM/OTKAIOYEHNUN COOTBETCTBEHHO. YUYACTHUK TaK¥Ke
pPerncTpupyeT UamM oTMeHAET MHPOPMALMIO O KOHOUIYpaL MM APYrMX y4acTHUKOB Ha OCHOBE B
coobuieHnax o npucoegmHeHMK / BbIXoAe, OTNPABAEHHbIX APYTMMM YYacTHUKaMMU.

GARP BK/Ito4aEeT Tpu TMNa coobuieHnin: Join, Leave u LeaveAll.

> Korga o6beKT npunoxeHma GARP xouyeT 3aperncTpupoBaTb CBOHO COBCTBEHHYH
nHpopmaumilo Ha ApYyrux KommyTaTopax, OOBbEeKT oTnpaBaseT coobuleHue o
npucoegmHeHmnn. CoobLeHNs o NpPUCOeaANHEHUM AensTca Ha ABa Tvna: JoinEmpty u
Joinin. CooblweHne Joinin oTnpasnsetrca pns ob6bABNEHMA 3aPErMCTPUPOBAHHOTO
aTpubyTa, a coobuieHume JoinEmpty oTnpaBnaeTca ana obbABAEeHUA aTpubyTa, KOTOpbIN
elle He 3aperMcTpupoBaH.

> Korga o06bekT npunoxkeHus GARP xouyeT aHHYAMpPOBaTb CBOK COBCTBEHHYIO
MHbOpPMaLMIO O ApPYrMx KOoMmyTaTopax, 06beKkT oTnpaBisieT cooblieHMe O BbIXoAe.
CoobueHns o BbiIxoae AenaTcs Ha Aga Tuna: LeaveEmpty u Leaveln. CoobuweHune Leaveln
OTNpaBAAeTCa A/1A OTMEHbI 3aperncTpMpoBaHHoro aTpmnbyTa, a coobuieHme LeaveEmpty
OTNpPaB/AETCA COObLIEHME AN OTMEHbI elle He 3aperMcTpupoBaHHOro aTpubyTa.

» [ocne 3anycka obbekTa GARP oH 3anyckaeT Taimep LeaveAll. Koraa Tailmep uctekaer,
06beKT oTnpasnseT coobuieHme LeaveAll.

CywHOCMb NpusoXeHUA yKasoieaem Ha nopm ¢ noodepxckoli GARP.

Tanmepbl GARP BkatoyatoT Hold timer, Join timer, Leave timer n LeaveAll timer.
Hold timer: npu nonyyeHum peructpaumoHHOro coobuieHMa obbekT GARP He oTtnpasaseT
coobleHne o NpUcoeamHeHUU. coobleHne HemenIeHHO, HO 3aMnycKaeT Tanmep yaeprKaHus.
Korga Tarimep ncTekaeT, 06beKT oTnpaBAfeT BCe COOOLLEHUI O pernctpaLmm, NoyYeHHbIX B
TeyeHMe npeaLlecTBYOWEro nepnoaa, B O4HOM COOOLEHUM O MPUCOEANHEHMMU, OTNpPABKA
MaKeToB ANA Nyyllein cTabuabHOCTUN ceTu.
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Join time: uyTOo6bI ybeanTbcA, YTO COOOLLEHMA O MPUCOEAUHEHUU MPUHUMAOTCA APYIrMMU
obbeKkTamu npunoxKeHus, CywHocTb npunoxeHua GARP 3anyckaeT Taimep npucoeamHeHus
nocne oTnpaBKM coobuleHna npucoeamHeHua. Ecan He nosnydeHo Joinln coobuweHuns go
UCTEYEHUA BPEMEHW Talmepa NPUCOeaMHEHMA OOBEKT CHOBa OTNpaBAfeT cooblieHue o
npucoeauHeHnun. Ecan Bbl nonydaete CoobueHue Joinln oo ucTeyeHMAa BpemeHu Tamepa
06BbEKT He oTNpaBAseT BTopoe cooblieHue Join.

Leave timer: Korga o6bekT npuioxKeHma GARP xoueT oTMEHUTb MHDOPMALMIO O aTPUBYT, 06BEKT
oTnpasaseTt coobuweHne o Bbixoge. CywHOCTb, NOAYYMBLLAA COOBLEHMEe, HAaYMHAET OCTaBUTb
Tamep. Ecam coobuieHne o NpucoegmMHEHUN He MOJIYYEHO A0 UCTeYeHMA Talmepa, 06BbeKT,
Nosly4MBLUMI COOBLLEHNE, OTMEHSET MHPOopPMaLMIO 06 aTpubyTe.

LeaveAll timer: Koraa 06beKT npunoxeHuns GARP 3anyckaeTca, oH 3anyckaeT Taimep LeaveAll.
Korga Talimep ucTeKaeT, 06beKT oTnpaBnneT coobuweHne LeaveAll, ytobbl gpyrve 06bEKTbI
npunoxeHna GARP nepepernctpupoBatb Bce aTpubyTbl. 3aTemM 0OBEKT CHOBA 3aMnycKaeT Taumep
LeaveAll nns HoBOro LKUKNa.

6.18.2. GMRP npoTtoKon

MpoToKoAN perucTpaumm MmHoroagpecHoi paccbinkm GARP (GARP Multicast Registration
Protocol - GMRP) — 3To npoToKon pernctpalmm MHOroaApecHOM pPaccbliK1, OCHOBAHHbIN Ha Ha
FTAPM. OH ucnonb3yeTca ANA NOAAEPHKKM PErucTpauMoHHONn UMHGOPMAUUM MHOroaapecHom
paccbiIKM  KommyTaTtopoB. Bce KommyTtatopbl ¢ noaaep:kkon GMRP  moryT nosy4daTb
MHGOpMAUMIO O perucTpaumm MHOFOZPECHOM PacCbIKM  OT  APYrMX KOMMYyTaTOpOB.
ANHaMMYeckm 0bHoBAATb MHPOPMALMIO O PEFUCTPALUM NOKAZIbHOM MHOFOQZPECHOM PaCcChIIKK
W PacnpocCTPaHATb JIOKANbHYDO MHOrOaApPEecHYH PacCblKy PEerncTpPaumMoHHyo MHPopMaLmio
APYTMM  KOMMyTaTopam. ITOT  MexaHu3m obmeHa WHbopmaumen  obecneumsaet
HEeMNpPoOTMBOPEYMBOCTb MHOroagpecHom nHbopmaLmu, noanepkMBaemoi BCEMU
KOMMyTaTopamm ¢ noaaepkon GMRP Ha ceTb.

EcnM KommyTaTop MAM TEPMMHAA XOYeT MPUCOEAMHUTBCA K rpynne MHOroagpecHom
PacCbIIKW AN BbINTM U3 Hee, NOpT ¢ nogaepkkon GMRP nepegaeT nHpopmaumio Ha BCe NOPTbI
B ToM e VLAN.

6.18.3. OnucaHune

Agent port: yKa3blBaeT NOpT, HAa KOTOPOM BKAtoYeHbl GMRP 1 ¢dyHKLMA areHTa.

Propagation port: yka3sbiBaeT nopT, Ha KOTOPOM BKAtOUYEH TONbKO GMRP, HO He NpoKcn. dyHKLMS.
JuHamunueckn nyyeHHaa mHoroagpecHada 3annucb GMRP 1 3anucb areHTa nepecblnatoTca NopT
pacnpocTpaHeHus K nopTaM pacnpocTpaHeHMa YCTPOUCTB 6onee HU3KOro YPOBHS.

Bce Tamepbl GMRP B O4HOW CeTU AOMKHbI NOALEPKUBATb COMNACOBAaHHOCTL BO M3berkaHue
B3aMMHbIX nomex. Talmepbl 401XKHbI COOTBETCTBOBATb C/ieAyowmm npasuaam: Hold timer < Join
timer, 2*Join timer < Leave timer, and Leave timer < LeaveAll timer.
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6.18.4. Be6 KoHdUrypupoBsaHue

MobanbHoe sknyeHue GMRP npomokona

MNepeiitn [Device Advanced Configuration] = [Multicast protocol configuration] - [GMRP
configuration] - [Enable Global GMRP] gns Bxoga Ha cTpaHuuy KoHourypauum GMRP, Kak
NMOKa3aHO Ha PUCYHKEe HUXKe.

Enable Global GMRP

(Erable GWRP v |

Puc. 237. nobansHoe sknyeHue GMRP npomokona

e GMRP function
Onuuu: Enable / Disable
Mo ymonyanuio: Disable
®DyHKUMA: BKAOUYEHUE / BbiKAOYeHUe rnobanbHol dyHKummnm GMRP. ®dyHKUMIO Henb3s
ncnonb3oBaTb BMecTe ¢ dyHKUMen IGMP Snooping.

Jobasums 3anuce npokcu GMRP
MNepeauTe B AepeBo Hasurauum meHio [Device Advanced Configuration] - [Multicast

protocol configuration] - [GMRP configuration] >[GMRP Global Agent Configuration],
yTo6bl BOMTU B MHTEepdEC HACTPOMKM 3anncK NpoKcu-cepeepa GMRP, Kak NoKasaHO Ha

puc. 238;
GMRP Global Agent Configuration
[01-00-00-00-00-02 |
E |
=
Puc. 238. lobasums 3anuce npokcu GMRP
e Port

MapameTpbl KOHPUTYpaLUKN: HACTPOEHHbIE MOPTbI MPOKCH

e MAC-appec
®opmart KoHpurypaumm: HH-HH-HH-HH-HH-HH (H — wecTHaguaTepuyHoe uncno)
®yHKUMA: HacTpouTb MAC-agpec rpynnbl MHOTOAZAPECHOW PACCbIIKK, MNAAWNA 6UT
cTapuwero 6aliTa paseH 1.

e VLAN (1-4093)
MapameTpbl KOHPUrypauuu: cosgaHHble Homepa VLAN
®dyHKumA: Hactpolika naeHtndurkatopa VLAN gns 3anmcu npokcu-cepsepa GMRP.
OnucaHue: 3anucb npokcu-cepsepa GMRP nepeHanpasnseTcA TOAbKO W3 MopTa
MYNbTUKACT PACCbISIKM C TEM e ngeHTndunratopom VLAN, 4To 1 3anuce.
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Hacmpolime GMRP, KaK NoKa3aHO HA PUCyHKe;

[Device Advanced Configuration] - [Multicast protocol configuration] > [GMRP
configuration] - [GMRP Port Configuration]

Enable Port GMRP

Enable Port GMRP Agent

Puc. 239. Hacmpolime GMRP nopm

e Port
BapwmaHTbl KOHPUrypauuu: Bce NOpPTbl HA KOMMyTaTope
BKAtounNTb / OTKNOUMTL NopT GMRP
MapameTpbl KOHOUIYPaLMK: BKAKOYUTD / OTKAIOUUTD
KoHburypauma no ymondaHuto: ctapt
DyHKLMA: cnegyeT An BKAUYMTL GyHKUMo GMRP nopra.
CrapToBbiit nopT GMRP-npokcu
nopt
BapuaHTbl KOHOUIypaLmm: Bce NOPTbl HAa KOMMYyTaTOpe
MapameTpbl KOHPUFYPALMUM: BKAOUYNTL/OTKNOUUTD
KoHdurypauma no ymonyaHuio: ctapt
DyHKLMA: cnegyeT An BKAUYUMTL QYHKLUMIO NpoKcu-cepeepa GMRP ana noprta.

Hacmpolika ¢pyHKyuu GMPR Ha nopmy, KaK noKa3aHo HA PUCYHKe.
[Device Advanced Configuration] = [Multicast protocol configuration] - [GMRP
configuration] = [GMRP Timer Configuration]

GMRP Timer Configuration

500

[ Resei I Apply [l Default

T e e
[ Reset [ Apply [l Default |

Puc. 240. Hacmpolika ¢pyHkyuu GMPR Ha nopmy

e Port name
Onuuu: Bce NOPTbI KOMMYTATOPA
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e  GMRP Function
Onuuu: Enable / Disable
Mo ymonyaHuio: Disable
PyHKUMA: BKAHOUUTL GYHKUMIO GMRP Ha NOpTY MAKM OTKAKOUNUTD
e GMRP Agent Function
Onuuu: Enable / Disable
Mo ymonuanuio: Disable
PyHKUMA: BKAoUMTb GyHKUMIO areHTa GMRP Ha mopTy unu Het.
e Hold Timer
AnanaszoH: 100-163600 mc
Mo ymonyanuto: 100 mc
OnucaHue: ITo 3HaYeHUe AO0MKHO bbiTb KpaTHO 100. Jlyyle yCcTaHOBUTb OAMHAKOBOE
Bpems Taimepos Hold Ha Bcex nopTax ¢ nogaepxkon GMRP.
e Join Timer
AnanasoH: 200-163700 mc
Mo ymonyanuto: 500 mc
3To 3HayeHue AO0MKHO ObiTb KpaTtHo 100. Jlyywe yCTaHOBUTbL OAMHAKOBOE Bpems
TaMMepoB NPUCOeANHEHUNA HA BCeX NopTax ¢ nogaepxko GMRP.
e Leave Timer
Anana3oH: 500 mc~327500 mc
Mo ymonuanumio: 3000 mc
3To 3HauyeHWe AO0MKHO ObiTb KpaTHOo 100. Jlyywe ycTaHOBUTb OAMHAKOBOE BPEMS
TaliMepoB BbIXOAa Ha BCex NopTtax ¢ nogaep*kko GMRP.

Mpocmomp GMRP KoHgpuzypayuu

MNepewitu [Device Advanced Configuration] = [Multicast protocol configuration] - [GMRP
configuration] - [Show GMRP configuration] pna otobpaxkeHua wHpopmaumm o
KoHoUrypaumm GMRP, Kak NOKa3aHO Ha PUCYHKE HUXKE.

———————————————— Gmrp Information --------—--—-—-—----
: enable

imers (mill
140000

nds)
[default : 10000]

Interface Ethernstd status : GEmrp Enable
: Gmrp Rgent Enable

Interface Ethernetl status : Gmrp E
: Gmrp

Gmrp Timers(millisaconds)

Puc. 241. Mpocmomp GMRP KoHguzypayuu
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6.18.5. Mpumep TMNOBOM KOHUrypaumum

KaK NoKasaHo Ha PUCYHKe HUXKe, KOMMYTaTopbl A 1 B noakatoYeHbl Yepes NopT 2, a NnopT
1 B KommyTatope A HAcTpOeH KaK MPOKCU-MOPT, U OH AEeNCTBYEeT KaK MPOKCUM Aaa ABYyX
MHoOroaapecHbix 3anucei: MAC-agpec: 01-00-00-00-00-01 VLAN: 1 MAC-aapec: 01-00-00-00-00-
02 VLAN: 2 Habntogalite 3a AMHAMMUYECKON perucTpaumeit U obHoBneHnem uHdopmauum o
MHOTrOagpecHOM PaccblIKe MeXKay KOMMYTaTopamu, HacTpameasa pasnyHble aTpnbyTbl NOPTOB
VLAN.

Agent Port
1
: ~
SwitchA SwitchB

Puc. 242. lpumep KoHguzypayuu

Mpouecc HacTpoKn KommyTaTopa A:

1. Bkntouute rnobansHyto dpyHKUMIO GMRP KommyTaTopa A, cm. puc. 237;

2. Brknouute pyHKumio GMRP 1 dpyHKUMIO NnpoKken nopTa 1, BkAtoumTe dpyHKumnto GMRP nopTa 2,
W 3HAYeHMA Talimepa NPUMYT 3HAaYEHUA NO YMOYAHUIO, KaK NOKa3aHo Ha puc. 239, 240;

3. HacTpoiiTe 3anMcb  MHOroapecHol  pacCbiiKM  NpoKcu-cepsepa, <MAC-agpec,
naeHtnomkatop VLAN, YNeHCKU nopT>, HaCTpoeHHbIM Kak <01-00-00-00-00-01, 1, 1> 1 <01-
00-00-00-00-02, 2, 1>, cm. puc. 238;

Mpouecc HacTponKn KommyTaTopa B:

4. BkatouuTe rnobanbHyto dpyHKumto GMRP kommyTaTopa B, cm. puc. 237;
5. Bkatoumnte dyHKUMO GMRP nopTa 2, 1 3HaYeHme Taimepa NPMMET 3HAYEHME N0 YMOJTHAHUIO,
KaK MoKa3aHo Ha puc. 239, 240.

6.19. KoHdurypauyumsa static multicast

Tabnanua MHOroagpecHblX agpecoB MOMKET 6biTb HacTpoeHa cTaTMyecku. B Tabauuy
MHOroaapecHbix agpecos gobasnserca 3anuce B Buae {VLAN ID, MAC-agpec MmHOroagpecHoi
PacCbl/IKK, NOPT-Y4aCTHUK MHOTOAAPECHOM PACChINKU], U COOBLLLEHNE MHOTOAAPECHOM PACChINKK
6yaeT nepeHanpaeseHo Ha COOTBETCTBYIOLLMIA NOPT-y4aCTHUK B COOTBETCTBMM C 3aMMCbIO.

6.19.1. Beb6 KoHpUrypupoBaHue

JobasneHue static multicast 3anucu

Mepeitn [Device Advanced Configuration] - [Multicast protocol configuration] - [Static
Multicast Configuration], ana BxoAa Ha CTpaHULY KOHPUrypauum cTaTUYEcKoM
MHOTFOa4peCHOM PacCbl/IKM, KaK MOKa3aHO Ha PUCYHKE HUKeE.
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Static Multicast Configuration
i |
[01-01-01-01-01-01 |

1 M2 83 4
Osds O7 08
(e C1o O11 12
13 O14 O4s O1s
(17 (18 (19 2o
O21 O22 023 024
(25 [26 (27 (28

Puc. 243. [lobasneHue static multicast 3anucu

e VLAN
Onumu: Bece cywecTsyowme naeHtudpurkatopol VLAN.
PyHKUMA: ycTaHOBUTb naeHTuduratop VLAN gnsa ctaTMyeckoin MHOroafpecHoM 3anumcu.
Tonbko nopTbl-yneHbl VLAN moryT nepecbinatb 3T0 MHOroaApecHoe cooblueHume.

e MAC Address
®opmart: HH-HH-HH-HH-HH-HH (H — wectHaguatepuyHoe 4mcno)
®PyHKUMA: HACTpOMKa rpynnoBoOro afgpeca MHOroagpecHoi paccblikn. Mnagwmin 6ut
cTapuwero 6aliTta paseH 1.

e Port
dyHKUMA:  BblbepuTe  MOPTbI-YAEHbl  MHOroagpecHoro agpeca. Ecam  xocT,
MOAKNIOYEHHbIA K MOPTY, XOYeT MNo/y4aTb oOnpefefieHHble AaHHble [pynnbl
MHOr0aApPeCcHON PaccbiiKM, CTaTUYeCcKM AobaBbTe 3TOT NOPT B rPYyNnNy MHOroaapecHom
PaCCbINIKM M CTAaHbTE CTaTUYECKMM MOPTOM-YHACTHUKOM.
HaxkmuTte KHonKy <Add>, 4to6bl A006aBUTb CTATMUYECKYID MHOMOAAPECHYI0 3amnuchb;
HaXMuTe KHonKy <Delete>, 4TOObl yAanUTb CTaTUYECKYLD 3anucCb MHOroaApPecHOWM

PaCCbINIKK.
6.20. KoHdurypauma orpaHuyeHna CKOPOCTU MHOFOaApecHOM PacCbi/IKn
6.20.1. BBepeHue B orpaHUYeHMe CKOPOCTU MHOFOaAPEeCHOM pPacCbi/IKu

Y106bI NOBLICUTL HAAEXKHOCTb Nepenayn ceteBbix coobweHnin GOOSE n SV 1 paspelwmnTb
cuTyaumio, Korga cbon ogHoro coobuieHus GOOSE unm SV npuBOAUT K HEHOPMaabHOMY
COCTOSIHUIO BCEl CETU, ynpaBaeHWe NOTOKOM BbINONHAETCA O1A KAXKAOro KaHana coobLieHuni
GOOSE u SV, uytobbl rapaHTMpoBaTb 4TO BypHble coobueHna GOOSE/SV 3aHMMaloT Aullb
HebOoNbLIYt0 YacTb MOJIOCbI NPOMYCKaHMA ceTn, YTobbl rapaHTUMPOBATb, YTO APyrne MnosocChbl
MPONYCKaHNA CeTM MOryT MNO-NMpeXXHeMy HOpMas/abHO nepeaasatb coobuieHna GOOSE/SV.
MHCTPYKLMM NO HACTPOMKE TONOAOMMM U yNpaBaeHUA NOTOKOM CM. Ha puc. 244,
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GOOSE
dmac =01:0c:ed:01:00:01 3V
egress port = 1.4.5 dmac =01:0¢c cd-04-00:01
egress port = 1.4

SW2 koMmMyTaTop SW1 kommyTaTop

>l
A A A [ A A 4 \i
Y Y y v Y / h J Y
IEDI [ED2 IED3 IED4 IED1 IED2 [ED3 IEDA

Puc. 244. NMpumep monoaoauu

KommyTatopbl SW1 n SW2 cooTBETCTBEHHO HACcTpPOeHbl Ha 3HayeHuA ynpasBaeHuA
NOTOKOM cornacHo Tabauue 9, 10.

Tabauya 9. YnpsaneHue nomoxkom SW1

Bnok ynpasneHua noTokom Mopor peryanposanHua (Mbit/s)
YnpasneHune notokom GOOSE 2
YnpasneHue notokom SV 15

Tabauya 10. YnpasneHue nomokom SW2

BNIOK ynpaB/ieHna NOTOKOM Mopor peryanposanua (Mbit/s)
YnpasneHue notokom GOOSE 2
YnpasneHue notokom SV 15

Mocne HacTpOMKM ynpaBneHUA MOTOKOM, cM. Tabn. 11, 12 ana HaCTPONKM BbIXOAHOIO
noToka GOOSE/SV ans Kaxaoro nopta Kommytatopos SW1 n SW2.

Tabauya 11. Hacmpolika ebixo0Ho20 nomoka SW1

Bnok ynpaBneHna noTokom BbixogHol nopt CropocTb noTtoka (Mbit/s)
01:0C:CD:01:00:01 4 2
01:0C:CD:04:00:01 1 15
01:0C:CD:04:00:01 2 15
01:0C:CD:04:00:01 4 15
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Tabauya 12. Hacmpolika 8bixo0H020 nomoka SW2

B/IoK ynpaBieHna NOTOKOM BbixogHoW nopT CkopocTb noToka (Mbit/s)
01:0C:CD:01:00:01 1 2
01:0C:CD:01:00:01 4 2
01:0C:CD:01:00:01 5 2
01:0C:CD:04:00:01 4 15

6.20.2. KoHdurypauma seb-cTtpaHmubl

KoHdurypauma npasuna orpaHmyeHns ckopoctn GOOSE-SV, noaaepsKnMBaeT HaCTPOMNKY

OrpaHMYeHUA CKOPOCTN ANA onpeaeneHHblx naketoB GOOSE-SV, ToYHOe orpaHUYeHme CKOpoCTH
ans  onpegeneHHblx naketoB GOOSE-SV B COOTBETCTBMM C KOHoUrypauumein npasun
nosib3oBaTens, obecneunsas BbICOKYIO rMBKOCTb M 6onbLyio cBOGOAY.

MNepengute B gepeso Hasuraumm [Device Advanced Configuration] - [Multicast Limit

Configuration] = [Limit Rule Configuration], 4Tobbl BOITU B MHTepdeic HACTPOWMKKN npaBuna
OrpaHMYEeHUNA CKOPOCTU, KaK MOKa3aHO Ha puc. 245;

Limit Rule Configuration
®GoosE Osv

Add

Puc. 245. KoHghuzypayus npasunaa o2paHu4eHus ckopocmu GOOSE-SV

GOOSE/SV: Tnn coobweHusn

MAC-agpec uctouHuka, MAC-agpec HasHa4yeHusi, APPID Heobs3aTenbHO
VLAN ID

[Ounana3soH koHburypaumm: 1-4093

durKcMpoBaHHaA CKOPOCTb/KBUT/C
[nanasoH KoHdurypaummu: 0-100000 KébuTt/c

®yHKuma: CIR (cornacoBaHHas CKOPOCTb Nepeaayn AaHHbIX), CKOPOCTb, KOTOPAs MOMKET
nepenaBaTbCA B CEKYHAY, eAMHMUA UM3mepeHua — K6uT/c, ucnonb3yetca Ans
OrpaHMYeHUA CKOPOCTU onpeeneHHbix naketos GOOSE.

NnKoBble 6anTbl/6ainTbl

[uanasoH KoHdurypaummn: 11000-1000000 6aiT

KoHourypauma no ymonyaHuio: HeT
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®dyHKkuma: CBS (Committed Burst Size, cornacoBaHHbIA pa3mep MaKeTa), eMKOCTb
KOP3WHbl MapKepoB, TO €CTb MaKCMMaJibHbli pasmep TpaduKa, paspelleHHbIn and
KaK[A0ro NakeTa. YCTaHOBMEHHbIM pasmep NakeTa A0KeH 6biTb 60nblIe MaKCUMaNbHOM
ONVHbI NakeTa. EanHnuel usmepenusa asnsetca 6ant (byte).

[J06aBuTb: OTNPaBUTb MHGOPMALMLIO O KOHOUIYpPaL UK.

YnpaBneHve MHoroagpecHoim noTokom GOOSE-SV, nocne BKAOYEHWA  3TOM
KOHUrypaumm oH HacTpouT rnobasbHoe orpaHuyeHue cKkopocTn ana naketoB GOOSE-SV B
KayecTse npumepa.

MNepeanTe B AepeBo Hasurauum meHio [Device Advanced Configuration] - [Multicast
Limit Configuration] - [Multicast Limit Enable], uTobbl BONTM B WHTepdeNc BKAOYEHMUSA
OrpaHNYeHMA CKOPOCTM MHOFOaApPEecHOM nepesayn, Kak NoKkasaHo Ha puc. 246;

Apply

|
Apply

S e

Puc. 246. BKkatoyeHue oepaHu4eHus cKopocmu MHo2oaodpecHol nepedayu

e GOOSE
O6bem HacTPOMKN: BKI./BbIK.
KoH}Urypauma no yMmo4aHUIO: BbIKNOYEHO
PyHKUMA: nocne BKAOYEHUA 3TOW KOHGUIypauum rnobasbHoe orpaHUYeHNE CKOPOCTH
ana naketos GOOSE-SV 6yaet orpaHunyeHo 2 M6ut/c ans naketos tuna GOOSE u 15
M6wuT/c ana naketos TMna SV.

o SV
O6bem HacTPOMKN: BKA./BbIKA.
KoHdurypauma no ymon4yaHuIo: BbIKOYEHO
DyHKUMA: nocne BKAOYEHUA ITOW KOHUrypauum rnobasibHoe orpaHUYeHUE CKOPOCTH
Ana naketos GOOSE-SV 6yaet orpaHunyeHo 2 M6ut/c ans naketos tuna GOOSE u 15
M6wuT/c ana naketos Tmna SV.

CoobueHne 06 orpaHnyeHmm ckopoctn « GOOSE-SV»;

MepergnTe B AepeBo HaBuraumm B meHio meHio [Device Advanced Configuration] =
[Multicast Limit Configuration] - [Goose-sv Default Limit Configuration], ytobbl BONTM B
MHTepdelc BKAKYEHNA OrpaHMYEHMA CKOPOCTU MHOroagpecHOM PacCbiIKM, KaK NMOKa3aHOo Ha
puc. 247;

Goose-5v Limit Packet

@ Enable O Disable
@ Enable O Disable
Goose default limit:2mpbs,sv default limit:15mbps.

Puc. 247. BkaroyeHue 02paHuUYeHus CKopocmu MH020a0pecHOU paccbliKu
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o {GOOSE, SV}
MapameTpbl KOHPUrYpPaLMU: BKAOUYNTL/OTKNHOUNTD
®yHKLMA: NOCNE BKAOYEHUA 3TOM KOHOUrypaumm rnobanbHoe orpaHMYeHMe CKOPOCTU
ana naketoB GOOSE-SV 6yaet orpaHunyeHo 2 M6ut/c ans naketos tvna GOOSE un 15
M6ut/c ana naketos Tuna SV.

6.21. LLDP

6.21.1. BesepgeHue

MpoTokon obHapyXKeHus KaHanbHoro ypoBHs (Link Layer Discovery Protocol - LLDP)
npefoCcTaBAseT CTaHAAPTHbIA MeXaHU3M 0O6HapyXKeHUA KaHanbHOro YpoBHA. OH MHKancyanpyet
nHpopmauuio 06 yCTPOMCTBE, TaKyl0 Kak BO3MOXKHOCTU, afipec yrnpaBaeHus, naeHTudukatop
ycTpoictBa U umaeHTMdUKaTop uHTepdeica, B 6J0K [aHHbIX NPOTOKONAA OOHApyXKeHUs
KaHanbHoro yposHs (LLDPDU) n o6basnseT LLDPDU cBoMM HenocpeaCTBEHHO NOAKAHOYEHHbIM
cocegam. Monyums LLDPDU, cocegm coxpaHAwT 3Ty MHbopmaumio B MIB ana 3anpoca u
NPOBEpPKM COCTOAHUA KaHana NMS.

6.21.2. Be6 KoH$pUrynposaHue

Bknrwouenue LLDP

Mepewitn [Device Advanced Configuration] = [LLDP configuration] = [LLDP configuration]
019 BXOAa Ha CTpaHuLy KoHdurypauum LLDP, Kak NOKa3aHO Ha PUCYHKE HUXKe.

Apply

Puc. 248. BknrwyeHue LLDP

e LLDP configuration
Onuuu: Enable / Disable
Mo ymonuaHuio: Disable
®yHKUMA: BkntoueHue LLDP

Bkaroyume gpyHKyUto adpeca ynpasaeHus TLV MO#CHO, KaK MOKA3aHO HA PUCYHKe HUXE.

I 7o ]
El EZR

Apply

Puc. 249. BkntoueHue ¢pyHKyuu TLV
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e TLV Management Address

Onuuu: Enable / Disable

Mo ymonyanuto: Disable

dyHKUuA: oTnpaBka IP-agpeca uHTepdelica (To ecTb ocHoBHoro IP-agpeca nepsoro
uHTepderica VLAN, B KOTOPOM HAxXoAMTCA 3TOT MOPT) Ha MOAKIHOYEHHOE YCTPOMCTBO,
Koraa ata PpyHKUMA oTKAoYeHa. Ecnum IP-agpec He HacTpoeH ana uHtepdeiica VLAN, roe
HaxoguTcAa 3ToT nopT, IP-agpec uHTepdpeinca — 127.0.0.1. Ortnpasbte IP-agpec
uHTepdelica u Bce IP-agpeca, HACTPOEHHble ANA TEKylero YCTPOWCTBa, Ha
NOAKNOYEHHOE YCTPOMCTBO, KOrga 3Ta OyHKUMA BKAOYEeHA. MOXKHO OTNpaBuTb
MaKcumym 64 aapeca ynpasnenuma TLV.

Koeda Ha snokaneHOM ycmpolicmee 8KAYeHa GyHKUuUA ynpassaeHus adpecom TLV u
nooknouaroueeca cocedHee ycmpolicmeo Mmoxcem aHanusuposams gyHKuuro TLV, oHo moxcem
npasusbHO omobpaxams ece HacMpoeHHble IP-adpeca 10KAAbHO20 KOMMYymMamopda.

Mpocmomp LLDP uHgopmayuu

Mepeiitn [Device Advanced Configuration] - [LLDP configuration] = [Show lldp] ans
oTobpaxKeHua nHdopmaumnm LLDP, Kak NOKa3aHO Ha PUCYHKaX HUKeE.

Local Fort Port_3-/2

Remote Port Port_3-4

Remote IFP 127.0.0.1
192.168.0.225

Remote MAC ; 00:1E:CD:14:26:F0

Remote System Name

Remote System Description SWITCH

Puc. 250. Mpocmomp LLDP uHgopmayuu

Ha npeablaywem pucyHKe nokasaHo yciosue, npu Kotopom IP-agpec He HacTpoeH and
nepsoro uHTepodeiica VLAN, rae Haxogutca nopt 3/4.

Local Port Poxrt_3-/2
Remote Port Port_3-4
Remote IP 192 168.1,.225

192 168.0.22

192 2,225
Remote MAC 00:1E.CD.14:26:F0
Remote System Name
Remote Sys=tem Description SVITCH

Puc. 251. lMpocmomp LLDP uHgpopmayuu

Ha npeabloyliem puUCyHKe MOKa3aHO YCA0BME, NPW KOTOPOM nepBWYHbIA IP-agpec
nepsoro uHtepdeiica VLAN, B KOTopom HaxoauTca nopt 3/4, paseH 192.168.1.225. Korga agpec
ynpasneHua TLV BKkAoyeH, oTobpaykaeman nHbopmaumsa LLDP BratovaeT B ceba NOAKNIOUYEHHbIV
NIOKaNbHbIA MOPT KOMMYyTaTOpa W YyAajseHHbIt NOPT cocefAHero YycTpolicTea, |P-agpec
nHTepdelica, Bce HacTpoeHHble IP-agpeca, MAC-agpec 1 cucTeMHy0 MHPOPMaLMI0 coceaHEero
yCTpolicTBa.
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Local Port : Port_3-2

Remote Port Port_3-4

Remote IP 127.0.0.1

Remote MAC 00:1E:CD:14:26:FD
Remote System Name

Remote System Description SWITCH

Puc. 252. lMpocmomp LLDP uHgpopmayuu

Ha npegblaywem pucyHKke nokasaHo ycnosue, Npu KoTopom IP-agpec He HacTpoeH g
nepsoro uHtepdeica VLAN, rae HaxoamTcs nopt 3/4.

Local Port Port_3-2

Renote Port Port_3-4

Remcte IP 192,168.1.225
Remote MAC 00:1E:CD:14:26:F0
Remote System Name

Remote System Description SWITCH

Puc. 253. lpocmomp LLDP uHgopmayuu

Ha npegblgywem pucyHKe MNOKa3aHO YCNOBWE, NpM KOTOPOM MepBUMYHbIN IP-agpec
nepsoro nHtepgerica VLAN, B KoTopom HaxoauTca nopt 3/4, paseH 192.168.1.225. Korga agpec
ynpasnenua TLV oTKaloyeH, oTobparkaemana uHpopmauma LLDP BkatoyaeT B cebs
NMOAK/IOYEHHbIN /TIOKa/IbHbIA MOPT KOMMYTATOpa M YAa/IeHHbIA NOPT COCeAHEro ycTpomncrea, IP-
agpec uHtepoeiica, MAC-agpec n CUCTEMHYIO MHPOPMALMIO COCEAHErO YCTPOMCTBA.

lpednoceinKkoli 0na9 omobpaxeHus uHgpopmauyuu LLDP sensemca mo, ymo ycmpolicmea ¢
noododepxckoli LLDP nodkawoueHsl Opye K Opyay.

6.22. RMON

6.22.1. BsegeHue

OcCHOBaHHbIN Ha apxuTekType SNMP, yaaneHHblit MOHUTOPUHT ceTn (Remote Network
Monitoring - RMON) no3BonseT ycTpoicTBaM yrnpaBaeHMA CETbIO OCYLLECTBAATb YNPerKAatoLWmii
MOHWUTOPUHT W ynpasfieHue ynpasasembiMu yctpoictesamm. Cetb RMON 06bl4HO BKAtOYAET B
cebs cTaHUMIO ynpaBneHWsa ceTblo M areHTbl. NMS ynpaBnseT areHTamu, a areHTbl MOryT
cobuMpaTb CTAaTUCTUKY MO PaA3AIMYHLIM TUNamMm TpaduKa Ha 3TMx noptax. RMON B oCHOBHOM
obecneunmBaeT CTaTUCTUKY U GYHKUMKU curHanmsaummn. C nomoLbto GyHKLMM CTAaTUCTUKM AreHTbl
MOTYT nepuogmyeckn cobupaTtb CTaTUCTUKY MO PA3NIMYHBIM TUMAm TpaduKa Ha 3TUX MopTax,
Hanpumep, KOJIMYECTBO MNAKETOB, MNOAYYEHHbIX W3 OnpefeneHHOro cermeHTa ceTn 3a
onpeaeneHHbl nepnod. PyHKUMA TPEBOTM 3aK/IOHAETCA B TOM, YTO areHTbl MOTYT OTC/IEXKMBATb
3HaYeHus yKasaHHbIX nepemeHHbix MIB. Korfa 3HayeHne focTUraeT nopora TpeBoru (Hanpumep,
KO/IMYECTBO MAKETOB [AOCTUraeT YKa3aHHOro 3Ha4yeHusa), areHT MOXKeT aBTOMaTUYeCKU
3anucbiBaTb cobblTA TpeBorn B KypHan RMON wam oTtnpaBnate coobuieHue Trap Ha
ynpasnsatoLiee yCTpPoOMCTBO.
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6.22.2. Fpynnoi RMON

RMON (RFC2819) onpeaensieT Heckonbko rpynn  RMON. YcrtpoictBa cepuu
noa4ep*KMBaOT rPynny CTaTUCTUKKM, FPYMny UCTOPWUKM, FPynny cobbiTUiA M Trpynny CUrHaioB
TpeBoru B 0bwenoctynHoit MIB. Kaxaas rpynna nogaepkmsaet Ao 32 3anucen.
> Statistics group
C nomoLLbto rpynnbl CTaTUCTUKM CUCTEMA COBMpPAET CTAaTUCTMKY MO BCEM TUNam TpaduKa Ha
NMopTax U COXpPaHAET CTAaTUCTUKY B Tabauue cTaTucTMkm Ethernet gna ganbHelwero 3anpoca
YNPaBAAOLWMM YCTPOMCTBOM. CTaTUCTUKA BK/IKOYAET B CeBA KOANYECTBO CETEBbIX KOMTU3NIA,
naketoe ¢ owubkamm CRC, naketoB MeHbllero wWaM 6Gosbluero  pasmepa,
LUMPOKOBELLATENbHbIX M MHOrOaAPECHbIX NAKETOB, MOJyYeHHbIX HGAWTOB M MONYYEHHbIX
naketoB. lMocne ycnewHoOro cos3gaHuA 3anucu CTaTUCTUKM Ha YKa3aHHOM MOpTy rpynna
CTAaTUCTMKM MNOACYNTLIBAET KOJIMYECTBO NMAKETOB Ha NOPTY, U CTAaTUCTUKA NpeacTaBnseT cobol
NMOCTOAHHO HaKaN/AMBAeMOE 3HaYeHue.

> History group
lpynna History TpebyeT, 4tobbl CMCTEMa Nepuoamyeckm oTbupana Bce BUAbI TpaduKa Ha
NMopTax M CoXpaHAia 3HaYeHUs BbIOOPKM B Tabauvue 3anucert UCTOPUKN ANA AaSbHENWero
3anpoca YCTPOWCTBOM YynpasseHusA. [pynna WCTOPUM MOACYMUTLIBAET CTaTUCTUYECKME
3Ha4YeHMA BCEX BUA0B AAHHbIX B MHTEPBasie BbIGOPKM.

» Event group
lpynna cobbiTMin ucnonb3yeTca ANs onpeaeneHus WHAEKCOB CcobbITMI M meToaoB
06paboTkn cobbiTuii. CobbiTUA, onpedeneHHble B rpynne cobbiTUiA, MUCMNOMb3YyOTCA B
aNemeHTe KoHoUrypaumu rpynnbl Tpesor. CobbiTve 3anycKaeTcs, Koraa KOHTpoaupyemoe
YCTPOWMCTBO COOTBETCTBYET YCN0BUIO TpeBorn. CobbITMA pPaccMaTpUBAOTCS CAeayHoLLMMM
cnocobamm:
Log: pernctpupyeT cobbITUe 1 CBA3AHHYIO C HUM MHOPMaLMIo B Tabainue XKypHasia cobbiTuii.
Trap: otnpasnset coobuieHme Trap B NMS n nupopmmpyet NMS o cobbiTum.
Log-Trap: peructpupyet cobbiTne u oTnpasaseT coobweHune Trap 8 NMS.
None: yKa3bIBaeT Ha OTCYTCTBUE AENCTBUN.

> Alarm group
YnpasneHue aBapuiiHbimu curHanamm RMON morKeT oTcneXKmBaTb YKa3aHHbIe NepemMeHHble
aBapuiiHbIX cUrHanos. MNocie Toro, Kak 3anMcu CUrHaoB TPEBOTN ONpeaeneHbl, cucTema
NOIYYUT 3HAYEHUA KOHTPOJIMPYEMBIX MEPEMEHHbIX CUTHA/NOB TPEBOrM 3a onpeaeneHHbIN
nepuog,. Korga 3HayeHWe nepemeHHol TpeBoruM 6osblie MAK PaBHO BEpPXHEMY Mpeseny,
MHULMMpPYETCs HapacTatowee cobbiTve TpeBoru. Koraa 3HaveHne TPEBOXKHOM NepeMeHHOM
MEHbLUE WAM PaBHO HUXHEMY Mpeaeny, 3anyCcKaeTcs najatolee TPeBOXHoe cobbiTue.
ABapuiiHble CUTrHanbl byayT 06pabaTbiBaTbCA B COOTBETCTBMM C ONpeaeeHNneM COObITUS.

Ecnu 6bl5pGHHOe 3Ha4YyeHuUe ﬂepEME’HHOU mpeegoeu rpessbiwiaem rnopocoeoe 3Ha4YeHUe HeCKO/1IbKO
pas e 00HOM U moMm xce HarnpaesseHuu, mo cobeimue mpeesoecu 3anycKkaemca mosibKo 8 nepeb/tj
pas. Takum O5pG3OM, nonepemMeHHoO eceHepupyromcs cu2Hariel rnoeblWeHUA U CHUXEHUA.
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6.22.3. Be6 KoHdUrypupoBaHue

MNepewitu [Device Advanced Configuration] - [RMON configuration] - [RMON Statistics]
ANf BXOAa Ha CTpaHuLy cTatucTukM RMON, Kak NOKa3aHO Ha PUCYHKe HUMKeE.

Set Statistics Information

1 a Ethernetl «

Apply

Puc. 254. Bxod Ha cmpaHuyy cmamucmuxku RMON

e Index
JOuanasoH: 1765535
dyHKUMA: HacTpoiKa Homepa 3anMcu CTaTUCTUKM.
e Ower
AnanasoH: 1732 cumBona
DyHKLMA: HacTpoKa MMEHW 3annUcK CTaTUCTUKM.
e DataSource
DyHKUMA: BbibepuTe NOpPT, CTAaTUCTUKA KOTOPOTO A0KHA 6bITb cObpaHa.

Mepewitn [Device Advanced Configuration] - [RMON configuration] - [RMON History]
Ana exoaa Ha ctpaHuuy RMON History, Kak NOKa3aHo Ha PUCYHKe HUXKe.

Set History Control

2 |
| Ethernetl v|
E |
[10 |
20 |

Apply

Puc. 255. Bxod Ha cmpaHuyy RMON History

e Index

OnanasoH: 1765535

dyHKuMA: HacTpoika HoMepa 3anuncu UCTopun.
e DataSource

dyHKumA: BbibepuTte nopT, MHGOPMALLMA KOTOPOro AO/KHA ObITb 3anpoLleHa.
e Owner

OuanasoH: 1~32 cumsona

PyHKuMA: HacTpoiKka MMeHM 3anncu UCToOpPUK.
e Sampling Number

OuanasoH: 1~65535

DyHKUMA: HAaCTPOUTb BpemMs BbIBOPKM nopTa.
e Sampling Space

[wnana3oH: 173600 c

PyHKLMA: HacTpoiika nepuoga Bbl6opKM nopra.
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Mepewitn [Device Advanced Configuration] - [RMON configuration] - [RMON Event] gns
BXoAa Ha cTpaHMuy RMON Event, Kak NOKa3aHO Ha PUCYHKE HMXKe.

Set RMON Event

Puc. 256. Bxod Ha cmpaHuyy RMON Event

¢ Index
Onana3zoH: 1765535
PyHKLMA: HacTpoiKka nopagKoBoro Homepa 3anucu cobbiTma.
e Owner
[AnanasoH: 1~30 cumsonos
dyHKUumA: HacTpoiKka MeHM 3anucu cobbiTus.
e Event Type
BapuaHTtbl: NONE / LOG / Snmp-Trap/ Log and Trap
Mo ymonyanuto: NONE
PyHKUMA: HacTpouTb TUM COObITUA 418 aBaPUMHbLIX CUTHANOB, TO €CTb PEKMM 06PaboTKM
aBaPUMHbIX CUTHAMOB.
e Event Description
dnanasoH: 17126 cumBonos
dyHKumA: OnuwnTe cobbiTHe.
e Event Community
Anana3oH: 17126 cmmBoios
@PyHKUMA: HACTPOUTb UMA coobLLecTBa AN OTNPABKM cobbITUA trap. 3HaYeHMe JONKHO
ObITb TaKUM e, Kak B SNMP.

Mepeiitn [Device Advanced Configuration] - [RMON configuration] - [RMON Alarm] ans
BxoAa Ha cTpaHuuy RMON Alarm, Kak noKa3aHO Ha PUCYHKE HUXKe.
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Set RMON Alarm

4 |
[1213 Counter v|
[HinOctets v|
InDropEvents b
E |
[Ethernet1 v|
Stats.1 v
| Absolute v|
|RisingAlarm v|
20
o
E |
E |
E |

Puc. 257. Bxod Ha cmpaHuuy RMON Alarm

Index

OnanasoH: 1765535

®yHKumA: HacTpoika Homepa 3anucu TPeBoru.

Counter Type

Onuwmun: Cuetymk 1213/ Cuetunk RMON

dyHKUMA: BbibepuTe TMN y3na MIB.

1213 Counter/RMON Counter

DyHKumA: YctaHosuTe Tun Tpesorn RMON.

Owner

OnanasoH: 1731 cumson

PyHKUMA: HacTpoika UMeHM 3anncu TpeBoru.

1213 DataSource

dyHKumA: BbibepuTe NnopT, MHGOPMALMA O KOTOPOM [0/KHA OTC/IEKMBATLCA.

RMON DataSource

MapameTpbl: UaeHTUPUKATOP MHAEKCA 3anUCUM CTAaTUCTUKM B Tabauue CTaTUCTUMKM
RMON.

DyHKUMA: KOHTPOAMPOBaTb MHGOPMaALMIO O NOopTe B Tabanue ctatuctukm RMON.
Sampling Type

Onuwnun: A6contot/fOenbta

Mo ymonyaHuto: ABCONIOTHbIN

dyHKumAa: Absolute yKasbiBaeT Ha BbIOOPKY Ha OCHOBe abCOMOTHOrO 3HAYeEHMA.
3HayeHne NepemMeHHOM U3BNEKAETCA HAMPAMYLO, KOr4a NPUMBANNKAETCA KOHEL, Nepnosga
BblIOOpPKN. [enbTa ykasbiBaeT BbIOOPKY Ha OCHOBE M3MEHEHWA 3HAYeHMA. 3HauyeHue
M3MEHEHUA MepeMeHHON B nepuoge BbIOOPKM M3B/EKAETCA, Koraa npubauskaetca
KOHeL, nepuoaa.

Alarm Type

Onuuu: RisingAlarm / FallingAlarm / RisOrFallAlarm

Mo ymonyaHuto: RisingAlarm

®PyHKUMA: BbibepuTe TMN TPEBOTW, BKAOYAA TPEBOry NO HapacTatowemy GpoHTy, TpeBory
no 3agHemy GPOHTY, a TaK}Ke TPEBOry NO HapacTatowemy U 3agHemy GPOHTY.
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e Sampling Space
OnanasoH: 1765535
®yHKLMA: HacTpolika nepnosa BbIGOPKMU.
e Rising Threshold
Onana3oH: 0~65535
®dyHKumMA: Hactpolika nopora HapactaHuma ¢poHTa. Korga 3HaveHue BblIOOpPKM
NpeBbILLAET NOPOroBoe 3Ha4YeHMe, a TUMN CUTHANA TPEBOrM yCTaHOBAEH Ha RisingAlarm
nnun RisOrFallAlarm, reHepupyeTca cCUrHan TPEBOrM WM 3amnycKaeTca MHAEKC cobbiTus
HapacTaHuA.
¢ Falling Threshold
Onana3oH: 0~65535
®yHKuMA: HacTpolika nopora 3agHero ¢poHTa. Korga 3HavyeHWe BbIGOPKU HUKe
MOPOroBOro0 3HaYeHWA, a TUM CUTHaNa TPEBOMM ycTaHoBfeH Ha FallingAlarm wau
RisOrFallAlarm, reHepupyeTcs CMrHan TPEBOTM 1 3aNyCcKaeTCs MHAEKC cOObITUA NageHus.
e Rising Eventindex
Onana3oH: 0~65535
PyHKUMA: HacTpoinTe MHAEKC HapacTaloLWero cobbiTus, T. e. peXXum o6paboTKM CUrHaNoB
TPEeBOrM HapacTatowero GpoHTa.
e Falling Eventindex
Anana3oH: 065535
®yHKuMA: CKOHPUrypupylTe MHAEKC Nagatowero cobbitha, T. e. pexnum obpaboTku
aBapUIHbIX CUTHANOB 3aAHero GpPoHTa.

6.23. SNTP KoHdurypauyusa

6.23.1. BsegeHue

Mpoctoii npoToKon ceteBoro BpemeHu (Simple Network Time Protocol - SNTP)
CUHXPOHU3MPYET BPEMA MEXKAY CEPBEPOM M KIMEHTOM C MOMOLLbIO 3aNpPocoB U OTBETOB. Kak
KJIMEHT KOMMYTaTOpP CMHXPOHM3UPYET BPEMA C CEPBEPOM MO MakeTam cepsepa. [na oaHoro
KOMMYTaTOpa MOKHO HacTPOUTb HECKO/IbKO cepBepoB SNTP, HO TO/IbKO OAMH M3 HUX MOKET
6bITb aKTMBEH ofgHOBpeMeHHO. KnneHT SNTP oTnpaBAAeT 3anpoc Ha KaXKAablit cepBep OAMH 3a
APYrMM Yyepes 04HOAAPECHYIO pacchbinKy. CepBep, KOTOPbIV NepBbiM AAeT OTBET, HAXOAUTCA B
aKTMBHOM COCTOAHUN. OCTanbHble cepBepbl HAXOAATCA B HEAKTUBHOM COCTOSIHUMU,

Ans cuHxpoHuzayuu spemeHu rno SNTP donxceH 66ims akmugHbili SNTP-cepsep.
Bcs uHgopmayus o spemeHu, nepedasaemas 8 npomokosne SNTP, aensemca cmaHOapmMHOU
UHgopmayueli o sBpemeHu 015 Yacogozo rnosca 0.

6.23.2. Be6 kKoHpUrypaums

BkntoyeHue SNTP npomoKona

MNepeiitn [Device Advanced Configuration] = [SNTP configuration] = [Enable SNTP] ans
BXOZAa Ha CTpaHuLy KoHpurypauum SNTP, Kak NOKa3aHO Ha PUCYHKe HUMKeE.
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Open/Close SNTP

L
Apply

Puc. 258. BknroyeHue SNTP npomokona

e SNTP State
MapameTpsl: Enable / Disable
Mo ymonyanuto: Disable
DYHKUMA: BKAOUYNTD / OTKNHOUUTL SNTP

Hacmpolime cepsep SNTP, KK NOKA3QHO HA pUC. HUXE;

Mepeitn [Device Advanced Configuration] > [SNTP configuration] > [NTP/NTP Server
Configuration]

Open/Close SNTP Server

. (oo

SNTP/NTP Server And Version Configuration

182.168.0.23
1

i Jl Dol |

Puc. 259. Hacmpolika cepeepa SNTP

o CocrosaHue SNTP-cepsepa
O6bem HacTpoMKM: BKA./BbIKA. aapec cepsepa
dopmat KoHdurypaumm: A.B.C.D.
dyHKuma: Hactpolite IP-agpec cepsepa SNTP, u kaneHT byaeT KanmbposaTb Bpems B
COOTBETCTBMU C coobLeHNEM cepBepa.
e Bepcua
BapwuaHTbl KOHPUrypauuu: 1~4
DYHKLMA: HaCTPOMKA HOMepPa TeKyLLen Bepcumn npoTokona SNTP.
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Hacmpoilime uHmepsan epemeHu, 8 mevyeHue Komopoz2o KaueHm SNTP 6ydem
omnpasaamMe 3arnpocel HA CUHXPOHU3AYUI, KAK NOKA30HO Ha puc. 260;
MNepeitn [Device Advanced Configuration] = [SNTP configuration] - [Request Interval
Configuration]

Request Interval From SNTP Client To NTP/SNTP Server

20 ‘
Chovty I Detaut |

Puc. 260. Hacmpolika uHmepsana 01 3anpocos SNTP

e BpemMeHHOW uHTepBan
BapwuaHTbl KOHPUrypauuu: 16~16284 c
®PyHKumMA: HacTpolika WHTepBana BpPeMeHM, B TeyeHue KoToporo KameHT SNTP
OTnpasAadAeT 3anpoc Ha CMHXPOHM3aUMIo Ha cepeep SNTP.

lMpocmomp uHgopmayuu o KoHpuaypayuu SNTP

MNepentn [Device Advanced Configuration] - [SNTP configuration] - [Show SNTP] ans
BXOZa Ha CcTpaHuLy KoHourypaumm SNTP, Kak MOKa3aHO Ha PUCYHKE HUMKeE.

|server address | version | last receive
1192.168.0,23 12
192.168.0.32 2 ) Hot active

6.24. NTP KoHuUrypaums

6.24.1. BsegeHue

NTP (Network Time Protocol, ceTeBoli NpPOTOKON BPeEMEHM) WCNoNb3yeTcs Ann
CUHXPOHM3ALUN BPEMEHU MEXAY pacnpeaeneHHbIMU cepBepaMn BPEMEHWN U KIMEHTaMM.
NTP MOMET CMHXPOHW3MPOBATb 4Yacbl BCEX YCTPOMCTB C YacamMuM B CETM, u4TOObI
CUHXPOHU3MPOBATL Yacbl BCEX YCTPOMCTB B CETU, YTOObI YCTPOMCTBA MOMIM NPEeAoCTaBAATb
HECKOJIbKO MPUIOMKEHWNI HAa OCHOBE OLHOTO U TOTO e BpemeHU. [l I0KaNbHOM CUCTEMDI,
Ha KoTopol paboTtaeT NTP, OH MOeT He TONbKO MOoAy4aTb CMHXPOHWU3ALMIO OT APYruxX
MCTOYHWMKOB CMHXPOHM3ALLMM, HO M BbICTYMaTb B KAYeCTBE UCTOMHMKA CUHXPOHM3aLMK OS
CUHXPOHM3ALLMY A PYIUX YACOB.

Kak nokasaHo Ha pwuc. 261, aoBycTopoHHAA 3aaeprKka Delay=(T4-T1)-(T3-T2) u cmeLlieHne
yacos ycrpoictea Offset=((T2-T1)+(T3-T4))/2, uT06bI A0BUTLCA  BbICOKOTOYHOM
CUHXPOHN3ALMN BPEMEHM YCTPOICTB B CETU.
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Switch A Switch B

P D

Tl
\ T2
T3
T4 /

Puc. 261. lMpumep pabomer NTP

6.24.2. Pabounit pexxum NTP

MpoTokon NTP MoXeT UCNob30BaTh c/ieaylolmne paboumne pexkmmbl 41A CUHXPOHU3aLUK
BPEMEHWU, U NOIb30BATEIM MOTYT BbIOpaTb NoAxoAALWmM paboymin pexxMm B COOTBETCTBUM
CO CBOMMMU NOTPEBHOCTAMM.

PeXXumM KnneHT/cepBep: B 3STOM PEXMME KAUEHT OTNPaBAseT coobleHMne CUHXPOHMU3aUUN
YyacoB Ha cepBep (pPeXKMM KAUEHTa); cepBep aBTOMaTUYECKU paboTaeT B pexMme cepsepa
nocne nosayy4eHna cooblueHUs U OTNpaBAseT oTBeTHoe cooblieHne (pekum cepsepa);
noc/se noJlydeHMs OTBETHOTO COObLWEeHMA, CUHXPOHM3NPOBATLCA C ONTMMaIbHbIMM Yacamu
cepsepa.

OAHOPAHIOBbIN PEeXUM: B 3TOM PeXMMe aKTMBHbIA OAHOPAHroBbIM y3en oTnpasnser
Co0bLEeHNne CUHXPOHM3ALMM YacoB NAaCCUBHOMY OLHOPAHTOBOMY Y37y (PeXnmM aKTUBHOTO
OAHOPAHroBOro y3na), a NacCUBHbIN OAHOPAHIOBbIN y3en nocne nosydeHua coobleHua
paboTaeT B penme NaccCMBHOrO 04HOPAHrOBOrO y3/1a U OTNPaBAAEeT OTBETHOE CoobLIeHne
(pe*kmm naccuBHOro ogHOPaHroBoro ysna). Nocne obmeHa coobLLEHNAMM YCTaHABANBAETCSA
OAHOPAHrOBbIA PEXUM, W aKTUBHbIN W MNaCCUBHbIA OAHOPAHTOBble Y3/1bl MOFYT
CUHXPOHM3MPOBATLCA APYr C APYFrOM, €C/IM OHU BbIIN CUHXPOHU3NPOBAHbI, TO NPUOPUTET
MMEIOT Yacbl C MEHbLUMM KOJIMYECTBOM YPOBHEN.

LUnpoKoBeLlaTeNbHbIN  PEXMUM: B 3TOM peXkMme LIMPOKOBeLLaTeNbHbIA cepsep
NepuoaMYEeCcKM paccbliaeT MaKkeTbl CMHXPOHM3aLMKU YacoB (pPeXkMMm LUMPOKOBeLaHus), a
LUMPOKOBeLLLaTeIbHbIN KANEHT OTNPaBAAeT NakeTbl CUHXPOHW3aLMM YacoB Ha cepBep nocne
NnoJiydeHMA LLIMPOKOBeLLLaTE/IbHbIX MNaKeTOB (peXum KAneHTa), U cepsep Nojy4aer nocne
coobueHnn 3anpoca, OTNPaBUTb OTBETHOE Co0bLLeHMe (pexxum cepBepa). CepBep U KANEHT
3aBepLlaloT CUMHXPOHM3ALMIO CUCTEMHbIX 4YacoB MNOCPeACTBOM B3auMmoAaencTsusa 8
coobLLeHMn 3anpoca u oTBeTa.

MHoroagpecHblii  peXum: MHOTOa4PECHbIM KAMEHT Nepuoguyeckm oTnpasaset
MHoroagpecHoe coobliieHne 3anpoca CUHXPOHM3aLUMKN HYacoB Ha MHOroaapecHbIi cepsep
(peskum KnueHTa), a cepBep OTNpaBAAeT OAHOaApecHOoe OTBeTHoe coobuieHue nocne
nosiydeHMaA coobleHuns (pexknm cepsepa). MNocsie 3Toro cepsep U KANEHT obmeHuMBaloTCA
0AHOAAPECHbIMM 3aNPOCaMM CUHXPOHM3ALMKN YAaCOB N OTBETHbIMM COOBLIEHUAMM, YTOBbI
3aBepLNTb CUHXPOHM3ALLMIO YacoB.
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6.24.3. Be6 KoHpurypauusa

BknroueHue NTP

MNepenignute [Device Advanced Configuration] > [NTP configuration] -

[configntpServer] ans Bxoaa B rnobanbHyto KoHoUrypaumio NTP Kak NoKasaHo Ha pUcyHKe
HUXKe.

NTP Mode Configuration

|

Apply

Puc. 262. BknroyeHue NTP

Mode

Onuuu: Enable / Disable

Mo ymonuaHuto: Disable.

DyHuma: BkatodeHue nnu sbikntoueHne NTP.

NTP u SNTP Henb3s UCnos6308amb 00HOBPEMEHHO, MAK KAK OHU UCMO0/b3YHom O0OUH U mom e
nopm UDP.

Bbl makce Mmoxceme Hacmpoumeo cayxcby NTP u coxpaHume KoHguzypayuro, ko2oa cayucba NTP
HenosHoueHHsIl. BKaoueHa nu cayucba NTP, smo He eausgem Ha KoHgpuaypauyuro NTP.

KoHgpueypuposaHue NTP unicast, KGK NOKA3aHO HA PUCYHKe HUMce.

NTP Unicast Configuration

Client Mode hd
192.168.0.4

= S
(=]

Puc. 263. KoHgpuzypuposaHue NTP unicast

NTP State

Onuwu: Client Mode / Peer Mode

®dyHumA: Boibop NTP pexxunma.

OnucaHue: PeXXum KNMeHTa yKasbiBaeT, YTo pabouunii pexkum NTP aBnsetcs pexnmom

KAMeHT/cepBep; OAHOPAHIOBbIA PEXUM YKa3biBaeT, uTo pabounin pexkum NTP asnsetca
paBHOMPABHbLIM.

IP address
dopmar: A.B.C.D.

OnucaHue: Korga npMHUMaeTtcs peskum KaneHt/cepsep, IP-agpec coBnagaeT c agpecom

NTP-cepsepa. Koraa npuHMmaeTca 0g4HOPAHIOBbIN pexum, IP-agpec AaBnaeTca agpecom
NaccMBHOIo O4HOPAHIOBOrO y3Na.
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e MIN-Poll
[Ounana3oH: oT 4 ao 16. NHTepBan=2n c («n» — 3HaYyeHUe 3TOro napamertpa)
Mo ymonuaHutio: 4. B aTom c/iyyae uHTepBan paBeH 16 c (24).
®PyHKUMA: HacTpoka MMHMMaNAbHOrO MHTEPBAAa 3anpocoB A8 obmeHa naketamu NTP
MeXKAY NIOKaNbHbIM YCTPOMCTBOM U CEPBEPOM.

e MAX-Poll
[OunanasoH: ot 5 ao 17. NHTepBan=2n c («n» — 3HaYyeHne 3Toro napamerpa)
Mo ymonyaHuto: 10. B saHHOM cnyyae nHTepBan paseH 1024 ¢ (210).
PyHKUMA: HacTpolika MaKCMMaIbHOIO MHTEPBaaa 3anpPocoB 414 06meHa naketamu NTP
MeXKAY NOKasbHbIM YCTPOMCTBOM M CEPBEPOM.

e Packet source interface
DYHKUMA: YKAXKUTE NOPT JN1A OTNpPaBku naketos NTP.
OnucaHune: Korga WCMonb3yeTca PeMm KAMeHT/cepBep, /IOKaNbHOE YCTPOMCTBO
oTnpasnsaet naketbl NTP Ha cepBep. IP-agpec NCTOYHMKA B NaKeTax ABAAETCA OCHOBHbIM
IP-agpecom noprta.
Korga npuHMMaeTca OAHOPAHFOBbIN PEKWMM, NOKa/JbHOE YCTPOWMCTBO OTNpaBAseT
naketbl NTP ogHopaHrosomy y3ny. IP-agpec UCTOYHUKA B NakeTax ABNAETCA OCHOBHbIM
IP-agpecom noprta.

Ecnu npuHAM pexcum KaueHm/cepeep, 8aM HYHHO MOsbKO 8bIMoAHUMb [pedbioyulyto
Hacmpoliky Ha KaueHme.

HacmpoeHHblie uyacel cepeepa NTP 00axHbI 6bimb CUHXPOHU3UPOBAHSLI, [pexoe Yem
obecrieyusams CUHXPOHU3AYUIO 8pemMeHU 04 dpyaux ycmpolicms.

Ecnu eblbpaH O00HOPAH208bIl pexcum, 8aM HYHCHO 8bIM0AHUMb MPedbiOywyo HacmpolKy
MOo/bKO HO AKMUBHOM 00HOPAH2080M ycmpolicmee.

Min-Poll £ Max-Poll.

3HaueHus Min-Poll y3n08 NTP 00axtHbI 6bimb 00UHAKOBbLIMU.

Hacmpolime cepsep mHozoadpecHol paccoinku NTP
Haxkmute [Device Advanced Configuration] - [NTP configuration] - [Multicast Server

Configuration], 4TO6bl OTKPbLITb CTPaHULY KOHOUrypaumMm cepsBepa MHOroaApPeCcHoOM
PACCbINIKK, KaK MOKAa3aHO Ha puc. 264.

Multicast Server Configuration

224011

[ Apply I Del

Puc. 264. Cepsep mHozoadpecHoli pacceinku NTP

e Multicast IP Address
®opmar: A.B.C.D.
®dyHKuMA: HacTpolika mHoroagpecHoro IP-agpeca. Eciv yKasaHHbIA MHOTOaapecHblIi |P-
agpec HeJOCTYNEH, MO YMOAYaHUIO NnpuHmMmaetca 224.0.1.1.
e Enable Multicast Interface
PyHKUMA: YKaXKMTe MHOToaApecHbI NopT.
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Hacmpolika mHozoadpecHozo KaueHma NTP

Haxkmute [Device Advanced Configuration] - [NTP configuration] - [Multicast Client
Configuration], 4TOb6bl OTKPbLITL CTPAHWULY KOHOUIypaUUW KAMEHTA MHOroaapecHowm
PACCbIIKK, KaK MOKa3aHOo Ha puc. 265.

Multicast Client Configuration

224011

[
O

64 |

{ Apply I Del

Puc. 265. Hacmpolika mHoz2oadpecHo20 KaueHma NTP

Multicast IP Address

®dopmart: A.B.C.D.

PyHKUMA: HacTpoika IP-agpeca, Mcnosib3yemoro B MHOroagpecHom pexume. Ecau
YKa3aHHbIM MHOroagpecHblit IP-agpec HeaoCTyneH, MO YMOYAHUIO MPUHUMAETCA
224.0.1.1.

Enable Multicast Interface

PyHKUMA: YKaXKUTE MHOTOaZpeCHbI NopT.

Min-Poll

[OunanasoH: oT 4 ao 16. NHTepBan=2n c («n» — 3HaYeHne 3TOoro napamerpa)

Mo ymonuaHuio: 4. B aToM c/iyyae uHTepBan paBeH 16 c (24).

PyHKLMA: HacTpoiKa MMHUManbHOrO MHTEpPBana 3anpocos Ana obmeHa naketamu NTP
MeXKAY NIOKasIbHbIM YCTPOMCTBOM M CEPBEPOM.

Max-Poll

[OunanasoH: oT 5 ao 17. NHTepBan=2n c («n» — 3Ha4yeHne 3Toro napamertpa)

Mo ymonyaHuio: 10. B saHHOM cnyyae uHTepBan paseH 1024 ¢ (210).

Max-TTL

[Owvana3oH: 17255

Mo ymonyanuto: 64

PyHKUMA: HacTpoiika makcumanbHoro TTL ana 3anpocoB MHOrOaApecHOM PacCblikuy,
OTNpPaBAAEMbIX KIMEHTOM MHOFOAZPECHOM PACCbIIKMU.

Hacmpolika wupokosewamenbHozo cepsepa NTP

Haxkmute [Device Advanced Configuration] - [NTP configuration] - [Broadcast Server
Configuration], yTo6bl OTKPbITb CTPAHULY KOHGUIYpPaLMM cepBepa BeLLaHMA, Kak NOKa3aHo
Ha puc. 266.

Broadcast Server Configuration

Vant v |
| Apply I Del |

Puc. 266. Hacmpolika wupoKosew,amesnoHo2o cepgepa NTP
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e Enable Broadcast Interface
dyHKUMA: YKa3aTb LUMPOKOBeLLaTeNbHbI NOpT

Hacmpolika 3masnoHHbIx 4acoe

Haxkmute [Device Advanced Configuration] = [NTP configuration] - [Reference Clock
Configuration], 4Tobbl OTKPbITb CTPAHULY KOHPUIYpPaLMKN STaNOHHbIX YAaCOB, KakK NOKa3aHo
Ha puc. 267.

Reference Clock Configuration
127.127.0.1
[4

{ Apply I Del

Puc. 267. Hacmpolika 3masioHHbIX Yacos

e Reference Clock IP Address
dopmarT: 127.127.t.u.
Mo ymonuanuio: 127.127.0.1
OnucaHue: "t" B 127.127.0.1 ykKasbiBaeT TUN OMOpPHbIX 4acoB, a "u" yKasbiBaeT
naeHTMoMKaTop 3aK3emnaapa. B HacToAwee Bpems MNopLepKMBAeTCA  TO/bKO
127.127.0.1. To ecTb CMCTEMHbIE Yacbl CIYXKAT ONOPHbIMU Yacamu.

e Reference Clock Stratum
OnanasoH: 1715
Mo ymonyanuto: 4
®dyHKUMA: HacTpoliTe ypoBeHb 3Ta/IOHHbIX YacoB.
OnucaHue: YpoBeHb YacoB NOKA3bIBAET TOYHOCTb YAacoB. Yem 6obLLe YNCNO, TEM HUXKE
TOYHOCTb. ECnm ypoBeHb paBeH 16, Yacbl HE CUHXPOHU3MPOBAHbLI U, CNeJ0BaTeNbHO, He
MOTYT CAYXUTb 3TAJIOHHBIMW Yacamu.

B HacmoAwee spema amasnoHHbIMU Yacamu MOXCeM CAYH UMb MOAbKO CaM KOMMymamop.

Meped Hacmpolikoli amozo 3nemeHma Bbul  OomwHsbl nodmeepoums mpebosaHus
CUHXPOHU3ayUU 8pemeHu cucmemsi.
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6.24.4. Mpumep TMNOBOM KOHUrypaumum
Hacmpolika o0HopaH208020 pexcuma:

Kak nokasaHo Ha puc. 268, Heo6Xo4MMO HaCTPOUTb JIOKabHbIE Yacbl Ha KomMmyTaTope D
B KayecTBe 3TANNOHHbIX YAaCOB M YCTAHOBUTb ANA ero CcTpaTtbl 3HayeHue 2. KommyTtatop A
paboTaeT B peume KaMeHTa, a KommyTaTop D cnyxut NTP-cepsepom. KommyTtatop A
ABNAETCA €ro NapTHEPOM, KOMMYTATOp B — aKTMBHbIM NAapTHEPOM, a KOMMyTaTop A —
NacCUBHbIM NAapPTHEPOM.

Switch D

192.5.5.8/24

@ 9255524 | 192.5.5.6/24 @

Switch A Switch B

Puc. 268. lpumep KoHguzypayuu

KoHdurypauma Ha kommyTtaTope D:
1. Bkntouutb NTP, Kak nOKasaHo Ha puc. 262.
2. YctaHosuTe IP-aapec aTanoHHbIX YacoB Ha 127.127.0.1 n ypoBeHb YacoB Ha 2, Kak
NOKa3aHo Ha puc. 267.
KoHourypauma KommyTtaTopa A:
3. Bknwouumte NTP, Kak NOKa3aHO Ha puc. 262.
4. YctaHosuTe IP-agpec NTP-cepsepa Ha 192.5.5.8, Min-Poll Ha 4, Max-Poll Ha 10 u
NTP Source Ha VLAN 1, KaK noKa3aHo Ha puc. 263.
KoHdurypauma Ha KommyTaTope B:
5. Brknwouute NTP, Kak NnoKasaHO Ha puc. 262.
6. YcraHoBuTe IP-agpec ogHopaHrosoro y3na NTP Ha 192.5.5.5, Min-Poll Ha 4, Max-
Poll Ha 10 u NTP Source Ha VLAN 1, Kak NoKa3aHoO Ha puc. 263.

Hacmpolika MHO20a0pecHO20 pexcuma:

KaK nokasaHo Ha puc. 269, HEOBXOAMMO HaCTPOUTb IOKAJIbHbIE Yackl Ha KOMmyTaTope D
B KQ4YecTBe 3Ta/IOHHbIX YaCOB U YCTaHOBUTL ypoBeHb 2. KommyTaTtop D paboTaeT B pexume
MHOroaapecHoro cepsepa. Pexxmm mHoroagpecHoro cepsepa HacTpoeH Ha nopte VLAN 2.
KommyTaTtop A U KOMMyTaTop B paboTatoT B peXnume KIMeHTa MHOroagpecHOM Paccbiiku
Pernm KnmeHTa MHOroaZpecHoM paccbisikM HacTpoeH Ha VLAN 2.
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Switch D

N~
[ 3]
A
th
o0
[
=

5.5.5/24 | 192.5.5.6/24

Switch A Switch B

Puc. 269. Hacmpolika MH020a0pecHo20 pexcuma

KoHdurypauma Ha kommyTtaTope D:
1. Brknwoumte NTP, Kak NOKasaHo Ha puc. 262.
2. YctaHosuTe IP-aapec aTanoHHbIX YacoB Ha 127.127.0.1 n ypoBeHb YacoB Ha 2, Kak
NOKa3aHo Ha puc. 267.
3. HacTtpoiTe cepBep MHOrOaZpPecHOM paccbiikKM:  ycTaHoBuTe  IP-agpec
MHOroaapecHom paccbliku Ha 224.0.1.1 n nopT Ha VLAN 2, KaK Noka3aHo Ha puc.
264.
KoHdurypaumm kommyTtatopa A 1 KommyTaTopa B:
4. Bkniouunte NTP, Kak noKasaHo Ha puc. 262.
5. HacTtpoiTe MHOroaZpecHbI KAWEHT: YyCTaHOBUTE MHOrOaZpecHbIn IP-agpec Ha
224.0.1.1, nopt Ha VLAN 2, Min-Poll Ha 4, Max-Poll Ha 10 n Max-TTL Ha 64, Kak
NOKa3aHo Ha puc. 265.

Hacmpolika pexcuma mpaHcasyuu:

KaK nokasaHo Ha puc. 270, He0H6X0ANMMO HACTPOUTL SIOKa/IbHbIE Yacbl HA KOMMYTATOpe
D B KauyecTBe 3Ta/IOHHbIX YaCOB M YCTaHOBUTb ypoBeHb 2. KommyTtatop D paboTtaeT B
pexume LWMPOKOBeLLaTeIbHOro cepBepa. Pexum LWMpoKoBelaTeNnbHOro cepsepa
HacTpoeH Ha nopte VLAN 2. Kommytatop A n KommyTaTop B paboTtaioT B pexume
LUMPOKOBELLATENIbHOTO K/IMEHTa. PeXMm LUMPOKOBELLATeNbHOrO KAWEHTa HAcTpPoeH Ha
VLAN 2.

Switch D

92.5.5.5/24 192.5.5.6/24

Switch A Switch B

Puc. 270. Hacmpolika pexcuma mpaHcaayuu

KoHourypauma Ha kommyTatope D:
1. Brkawouute NTP, Kak NOKa3aHoO Ha puc. 262.
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2. YcTtaHosuTe IP-aapec 3TanoHHbIX YacoB Ha 127.127.0.1 n ypoBeHb YacoB Ha 2, Kak
NOKa3aHo Ha puc. 267.

3. HacTpoilTe WKWpPOKOBELLATE/NbHbIN CEpPBEP: YCTAaHOBUTE LUMPOKOBELLATENbHbIN
nopt Ha VLAN 2, KaK NOKa3aHo Ha puc. 266.
KoHourypaumm Ha KommyTtaTope A n KommyTaTope B:

4. Brkmounte NTP, Kak nokasaHo Ha puc. 262.

5. HactpoiTe wWMpoKoBeLWaTeIbHbIA KAWEHT: YCTAaHOBUTE LUMPOKOBELLATENbHbIN
nopT Ha VLAN 2, Kak NoKas3aHo Ha puc. 266.

6.25. KoHdpurypauma TACACS+

6.25.1. BeeaeHue

Cuctema ynpaBieHMA AOCTYNOM K KOHTpoasiepy goctyna K TtepmuHany (TACACS+)
npeacTtasnset cobol NpunoskeHue Ha ocHose TCP. OH NPUHUMAET PeXnm KAneHT/cepsep ans
peanusaummn cBA3N mexay cepsepom gocTtyna K cetn (NAS) u cepsepom TACACS+. KnueHt
paboTaeT Ha NAS, a MHPopmauusa o NoNb30BaTENAX YNPABAAETCA LeHTPaAM30BaHHO Ha cepBepe.

NAS — 370 cepBep A4NA NONb30BaTesiell, HO KAMEHT Ana cepsepa. Puc. 271 nokasbiBaet
CTRYKTYpY.
—
. S
; .
TACACS+ Server
S NRS
S
NAS
Client Client

Puc. 271. CmpyKkmypa TACACS+

MpoTokon ayTeHTUPUUMPYET, aBTOPU3YeT Mo/b30BaTeNled TEPMMUHANOB, KOTOPbLIM
Heobxo4MMO BOMTU Ha YCTPOMCTBO 415 BbINOJHEHUS Onepaunin. YCTPOMUCTBO CNYKUT KNINEHTOM
TACACS+ 1 oTnpasafeT MMA NONb30BaTeNA U Naposb Ha cepsep TACACS+ ana ayteHTUdMKaLMu.
Cepsep nonyyaer 3anpocbl TCP-coeanHeHMA OT No/sb30BaTeseld, OTBEYaeT Ha 3anpochbl
ayTeHTUPUKALMM U NPOBeEPAET NIEFMTUMHOCTb Nosib3oBaTesnen. Ecnm nonbsosatens npoxoaut
ayTeHTUPUKALMIO, OH MOKET BOMTU HA YCTPOMCTBO A/1A onepaLymil.
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6.25.2. Be6 KoHpurypauusa
BknrovyeHue TACACS+
MNepengute [Device Advanced Configuration] - [TACACS-PLUS Configuration] -
[TACACS-PLUS configuration], 4Tobbl OTKpbITb CTpaHuly KoHdurypaumm TACACS+, Kak

NOKa3aHo Ha puc. 272.

Protocol Configure
|Enable v | |

Apply

Puc. 272. BKkntoueHue TACACS+

e Tacacs-plus State
Onuwun: Enable/Disable
Mo ymonyanuio: Disable
®yHKumA: BkntoueHne/BbikntoueHne TACACS+.

KoHgpueypayus TACACS+ cepgepa KaK MOKA3HO HA PUCYHKe HUMe

Server Configuration
|Prims|r1,r Server v|192.168.0.23 |45 IEnabIe vlaaa l

Puc. 273. KoHgpueypauyusa TACACS+ cepsepa

e Server
Onuun: OCHOBHOM / BTOPUYHbIN
Mo ymon4aHMO: OCHOBHOM
dyHKumMA: BbIOEpUTE TUN cepBepa.
e |P Address
dopmaT: A.B.C.D.
dyHKUMA: BBeauTe IP-agpec cepsepa.
e TCP-port
OnanasoH: 1765535
Mo ymonuaHuto: 49
®PyHKUMA:  YCTAaHOBUTE  KOJIMYECTBO MOPTOB, KOTOpble  MOJy4aloT  3anpochbl
ayTeHTUduKaumm NAS.
e Encrypt
OnuuMK: BKAKOYNUTL/OTKAOUNTD
Mo ymonyaHuto: OTKAOUYNTD
®yHKuMA: LUndposaTb NakeT nan HeT. Eciv OH BKAtOYEH, TpebyeTca Kitou.
o Encrypt key
[OnanasoH: 1732 cumsona
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OnucaHue: YCTaHOBUTE KAKOY A/15 NOBbILWEeHUs 6e30NacHOCTM CBSA3U MeXKAY KIMEHTOM U
cepsepom TACACS+. [lBe CTOPOHbI COBMECTHO WCMOAbL3YHOT KAOY OAA MPOBEPKU
NEerMTMMHOCTM nakeToB. Ob6e CTOPOHbI MOryT NOAy4YaTb NaKeTbl APYr OT Apyra TONbKO
TOrga, Korga Kawuu cosBnagatoT. Moatomy ybeauTtecb, YTO HACTPOEHHbIM  KAtoY
coBnagaeT ¢ KNto4om Ha cepsepe TACACS+.

Mocne 3aBeplleHUA HACTPOMKM B cneaywowem pasgene «Sever Configured»
oTobparkaeTca MHGoOpMaLma 0 KOHPUrypaLmm cepBepa, Kak NoKasaHo Ha puc. 274.

Primary Server 192.168.0.23 45 Encrypt aaa
Secondary Server | 192.168.0.32 [45]  Unencrypt | - |

Puc. 274. UHopmayua o KoHgu2ypayuu cepsepa

6.25.3. TunoBasa KoHduUrypayums.

Kak nokasaHo Ha puc. 275, cepsep TACACS+ moxKeT ayTeHTMPULUMPOBATL U aBTOPU30BaTb
nosib30BaTeNeN C NOMOLLbIO KoMMmyTaTopa. IP-agpec cepeepa — 192.168.0.23, a 06Kt KAtou,
MCNONb3yeMbli MPY 0bMeHe NakeTaMu MeXay KOMMYTaTOPOM U cepBepom, — aaa.

TACACS+ Server

192.168.0.23

192.168.0.2

User Switch

Puc. 275. lpumep KoHguzypayuu

1. Brkawouute TACACS+, Kak NOKa3aHO Ha puc. 272.

2. HacTtpoiika cepsepa TACACS+. YctaHoBuTte IP-agpec cepBepa Ha 192.168.0.23 u K4
WrdpOoBaAHUSA HA aaa M BKAOUYMTE LWNPPOBAHME, KaK NOKa3aHO Ha puc. 273.

3. [Mpu Bxoge B KommyTaTop 4epe3 WHTepHeT Bbibepute «JIOKanbHbIN®», Npu BXo4e B
KommyTaTop yepes telnet BbibepuTte «Tacacs+», Kak NOKasaHo Ha puc. 276.

MNepengute [Device Advanced Configuration] = [Authentication Login Configuration] =
[Authentication Login Configuration], Kak nokasaHo ganee.

Authentication Login Configuration
[fonetv) | [Local ]

Puc. 276. Boibop pexcuma aymeHmugukayuu
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4. HacTpoliTe umsa nonb3osatens u naponb «bbb», 3awmndpyiite Knou «aaa» Ha cepsepe
TACACS+.

5. Mpu Bxoge B KommyTaTop 4yepe3 MHTepHeT BBeAUTE MMA NOJSb30BaTena «admin» u
naponb «STEZ», yTob6bl NPOWTM NOKANbHYIO ayTeHTUdUKALMIO.

6. [pu Bxoae B KommyTaTop Yepe3 Telnet BBeauTe UMs nonb3oBaTensa M naponb «bbby,
4yTo6bI NPONTK ayTeHTUDMKauuto TACACS+.

6.26. KoHdurypauymua RADIUS

6.26.1. BsegeHue

RADIUS (Remote Authentication Dial-In User Service) — 3To pacnpeaeneHHbln NpoToKo
obmeHa nHpopmaumein. OH onpegennet dopmat Kagpa RADIUS Ha ocHoBe UDP 1 mexaHu3sm
nepegayn MHbopmaLmm, 3aLLMLLAA CETU OT HEeCAaHKUMOHUpOoBaHHOro goctyna. RADIUS 06biyHO
MCnonb3yeTcs B CeTAX, Tpebylowmux BbICOKOW 6e30MacHOCTM W yAaseHHOro  A0cCTyna
nonb3osatesiein. RADIUS Mcnonb3yeT pexxnm KAneHT / cepsep ans obecneyeHns CBA3M mexay
NAS (cepBepom goctyna K cetu) u cepsepom RADIUS. KnneHnt RADIUS paboTaeT Ha NAS. Cepsep
RADIUS obecneumBaeT LeHTpain30BaHHOE yrpaBaeHne Noab30BaTeNbCckon MHpopmaumeit. NAS
AB/IAETCA CEePBEPOM A/1A MOJIb30BaTesiel, HO KaneHTom ana cepsepa RADIUS. PucyHok 353

MOKasblBaeT CTPYKTYpY.
g %

RADIUS Server
/ Nas
/
5/ 5
Client Client

Puc. 277. CmpyKymypa RADIUS

MpoToKon ayTeHTUPUUMPYET NO/b30BATeNEN TEPMMHANOB, KOTOPbIM ANA paboThbl
Heobxo4MMO BONTM B cucTeMy. BbicTymas B Kayectse KameHTa RADIUS, ycTpoiicTBo oTnpasaseT
nHpopmaumio o nosnb3oBatene Ha cepep RADIUS gna ayteHTMPUKaUMKM U paspelsaeT uam
3anpeLlaeT NoJsb30BaTeNIAM BXOAUTb B CUCTEMY B COOTBETCTBUM C pe3y/ibTaTaMu NPOBEpKu
NOA/IMHHOCTU.
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6.26.2. Be6 KoHpurypauusa
KoHopuzypayus napamempos RADIUS

Haxkmute [Device Advanced Configuration] - [RADIUS configuration] - [RADIUS
configuration] gnsa xoga Ha cTpaHuuy KoHPUrypaumm RADIUS Kak noKasaHo Ha puc. 278.

Enable/Disable RADIUS Server
|Enable ~|

Protocol Configuration
3

8

Puc. 278. KoHgpueypayusa napamempos RADIUS

e Request Times
OnanasoH: 1~3
Mo ymonyanwuto: 3
PyHKUMA: YCTAaHOBUTE MaKCMMabHOE KOJIMYECTBO MOMbITOK MOBTOPHOW nepeayv And
naketos 3anpoca RADIUS. Ecnu ycTpoiACTBO MO-NpEeXHeMy He MoJyvyaeT OTBETHble
naketbl oT cepsepa RADIUS nocne MaKkcMManbHOrO KO/AMYeCcTBa MOMbITOK MOBTOPHOW
nepeaayu, yCTPOMCTBO CYUTAET, YTO ayTEHTUMKALMA He yaanack.

e Timeout
OnanasoH: 1~3
Mo ymonyanuto: 3
PyHKUMA: YCTaHOBUTE A0ONONHUTENbHOE Bpema Aas oTBeTa oT cepBepa RADIUS. MNocne
OTNpPaBKM MakeTa 3anpoca RADIUS ycTpolicTBO MOBTOPWUT nepegayvy MakeTa 3anpoca
RADIUS, ecnn oHO no-npeXHemy He Noayy4uT oTeeTta oT cepsepa RADIUS no ncreveHmn
YKa3aHHOro BpemeHM.

Hacmpolime RADIUS-cepgep, KaK NOKA3aHo Ha puc. 279.

Server Configuration

| Authentication Primary Senver

Althentication Primary Server Aaas |

Authentcaten Secondary Server bebk |

Puc. 279. Hacmpolika RADIUS-cepsepa

e Server Type
OnuuMKn: NepBUYHBbIN cepBep ayTeHTUMKaLMK/BTOPUYHBIN cepBep ayTeHTUdUKaLUK
PYHKUMA: HACTPOUTb MEPBMUYHbINA MAN BTOPMUHbLIA cepBep RADIUS. Ecnm nepBuYHbIN
cepBep HeJoCTyneH, ana ayteHTMduKaumm byaet MCNoab30BaTLCA BTOPUYHBIN cepaep.
e Server|P
®opmarT: A.B.C.D.
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dyHKuma: YctaHosuTe IP-agpec cepsepa RADIUS.
e Port

Onana3oH: 1765535

Mo ymonyanumio: 1812

dyHKuma: YcraHosute UDP-nopT RADIUS-cepBepa.

PasswordMaponb

Onana3oH: 1~32 cumsona

dyHKumsA: Hactpolika napons cepsepa RADIUS.

6.26.3. Tunosaa KoHuUrypauus

Kak nokasaHo Ha puc. 280, IEEE802.1x BKatoyeH Ha nopty 1 KOmmyTaTopa. 3aTtem
Nnosib30BaTeNN MOTYT BOUTM B KOMMYTATOP Yepes NopT 1 nocsie NpoxoxaeHus ayTeHTudbMKaumm
Ha cepBepe RADIUS. IP-agpec cepBepa 192.168.0.23. Kntou ans obmeHa nakeTamu mexkay
KOMMYTaTOPOM U cepBepom — aaaa.

RADIUS Server

192.168.0.23

IEEES02.1x
Poirt 1

192.168.0.2

Switch

Puc. 280. Tunoeas KoHgpu2ypayus

1. YctaHoBuTe IP-agpec ocHOBHOro cepBepa ayTeHTUPMKauum Ha 192.168.0.23 n naponb
Ha aaaa, KaK NOKa3aHo Ha puc. 278, 279.

2. Hactpoikn IEEE802.1x: rnobanbHo BKAounTb IEEE802.1x. Brntoumte IEEE802.1x Ha
nopty 1. OcTaBbTe 3HAYEHMA NO YMOAYAHUIO ANA APYrMX NnapameTpos. MoapobHee cm. B
pasgene «IEEE802.1x».

3. YcTaHoBMUTE ayTEHTUDMKALMIO NO Paanycy, Kak NOKasaHo Ha pwuc. 276.

4. YcTaHOBMUTE ANA UMEHM Nob3oBaTenda U Napons Ha cepsepe RADIUS 3HaveHMe ccc, Kntou
wudpoBaHUA — aaaa.

5. YcTaHoBMTE M 3anyctute K/AMEHTCKOe nporpammHoe obecneyeHne 802.1x Ha [K.
BBeaute ccc B Kayectse MMeHM MOJIb30BaTENA M Mapona. 3aTem Mo/sb30BaTe/lb MOXKET
NPONTU ayTEHTUDMKALMIO M NONYYUTb AOCTYN K KOMMyTaTopy Yepes nopt 1.
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6.27. KoHduHrypauma IEEE802.1x

6.27.1. BsegeHue

Ona obecneyeHnsa 6esonacHoctn WLAN kKomuteT |EEE802 LAN/WAN npegnoxxun
npotokon 802.1x. Kak obwuii mexaHu3m ynpasneHua goctynom K noptam LAN B Ethernet,
802.1x peanusyeT ayteHTUdMKaumio u HesonacHocTb Ethernet. 802.1x — 3To ynpasneHue
OOCTYMOM K CeTM Ha OCHOBe MOpPTOB. YMNpaB/ieHWe AOCTYNOM K CeTU Ha OCHOBE MOpTOB
npeaHasHavyeHo AnA peannsaumm ayTeHTUOUKALUKN U yNpPaBAEHUA NOPTaMM YCTPOMCTB A0CTyna
K NOKa/IbHOW ceTu. Ecam nonb3oBaTesib NPOXOAUT ayTEHTUDMKALMIO, OH MOXKET NONYYUTb AOCTYN
K pecypcam B JIOKasibHOM ceTu. ECNM OH He MOMKeT MPOUTU ayTEHTUOUKALMIO, OH HE MOXKeT
nosy4ymTb AOCTYN K pecypcam B /I0KanbHON cetn. Cuctembl 802.1x MCNOAb3YIOT CTPYKTYpY
KAneHT/cepBep. AyTeHTUOUKALMA NOMb30BaTeNA M aBTOpPM3aLMA ynpaB/ieHWa AOCTYNom Ha
OCHOBE MopTa TPebyIoT cAeayoWnX 31eMeHTOB: KANeHT: 0ObIYHO YKa3biBaeT No/1b30BaATE/1bCKUM
TepMnHan. Korga nosb3oBaTeNb XO4YeT BbIMTM B WMHTEpHET, OH 3anyCKaeT KAWEHTCKYLO
nporpammy U BBOAWUT HeobXxoAMMOE MMSA NOJb30BATENsA M NApoab. KAMeHTCKas nporpamma
OTNPaBUT 3anNpoc Ha coeauHeHue. YCTPOMCTBO: YKasbiBaeT KOMMYTATOP ayTeHTUdMKauuM B
cucteme Ethernet. OH 3arpy:kaeT MW goctasnsetr MHbopmaumio 06 ayTeHTUPUKAUMMK
Nnosib30BaTeNsA, a TaKXKe BK/OYAeT WM OTKAKYaeT MOopT B 3aBMCMMOCTM OT pe3ysibTaTta
ayTeHTUPUKaLMK.

CepBep  ayTeHTUOMKAUMM:  yKasbiBaeT  OOBEKT, NpPefoCTaBAAOWMN  cepBuC
ayTeHTUdUKaumm ana ycrtpoicte. OH NpoBepsieT, ecTb /M Y NOAb30BaTeNei paspeleHnsa Ha
MCNONIb30BaHWE CeTeBbIX CAYK6 B COOTBETCTBMM C  UAeHTUOMKaTopamu  (MMeHamu
nosib3oBaTesIel U NapoaaAMuU), OTNPaBAEHHBIMW KAMEHTAMM, U BKIOYAET UM OTKAOYAET NOPTbI
B COOTBETCTBUW C pe3y/ibTaTaMu ayTeHTUDMKALMN.

6.27.2. Be6 KoHpUrypupoBaHue

obansHoe sKknroveHue IEEE8D2.1x npomoKona

HaxkmuTte [Device Advanced Configuration] - [IEEE802.1x configuration] - [IEEE802.1x
configuration], gna Bxoga Ha cTpaHuuy KoHourypaumm |EEE802.1x Kak MOKas3aHO Ha
PUCYHKE HUXKe.

Protocol Configure

| IEEE802.1x State | [Enable v| |

Puc. 281. BknroyeHue IEEE802.1x npomokona

e |EEE802.1x State
OnuuK: BKAKYUTL/OTKAOUYNTD
Mo ymonyaHuto: OTKAOYNTD
®yHKUMA: BKAOYEeHWNe/oTKAtoYeHMe rnobanbHol GyHKUMM BesonacHocT IEEESD2.1x.

224



CT=

PykoBoAacTBO Nonb3oBaTena

Hacmpolime spems oxudaHusa cepsepa, KaK MOKA3aHO Ha puc. 282.

Puc. 282. Bpemsa oxcudaHus cepsepa

e Server Timeout
OnanasoH: 100~ 30 ¢
Mo ymonuanumio: 10 ¢
dyHKUMA: HacTpolika Tanm-ayTa cepBepa.

Hacmpolime nopm, Ha Komopom eknaroveH IEEE802.1x, KaK noka3aHo Ha puc. 283.

Port Configure
|1 VI Enable + |Aut0 V| Disable v 3600 &0 |P0|1_Based VI

Puc. 283. Hacmpolika nopma IEEE802.1x

e Portld
Onumun: Bce NOpPTbl KOMMYTATOPA.

o |EEE802.1x State
Onunmn: BKaounTts/BbiKkntounTs.
Mo ymonyaHuto: OTKNHOUUTD
®yHKUMA: BKAOYeHUe/oTKAoYeHne IEEES802.1x Ha nopTy.
OnucaHue: Korga ata dyHKUMA BKAOYEHA, CBA3b NO/Ib30BaTeel Yepes NOpT 3aBUCUT OT
pexunma nopta IEEE802.1x.

e Port Mode
BapuaHTbl: Unauthorized-force / Auto / Authorized-force
Mo ymonyaHuio: ABTO
dyHKUMA: BbIBEpPUTE pekuM ayTeHTUdMKaLMm nopTa.
OnucaHue: Unauthorized-force o03HauyaeT, 4TO nNOPT BCcerga HaxoguTca B
HEaBTOPM30OBAHHOM COCTOAHMM W HE MNO3BOAAET MNO/b30BaTe/IAM MNPOBOAUTb
ayTeHTUPUKALMIO, @ KOMMYTATOP HE NPeAoCTaBAAET YCNYIN ayTEHTUPUKALUM KNNEHTaM,
KOTOpPbIe MOY4aloT AOCTYN K KOMMYTATOpy C 3TOro noprta. Auto O3HavaeT, 4To
Ha4yasibHOe COCTOAHME MOpTa HEeaBTOPM30BAHO, M MOPT HEe NO3BOAAET NOJIL30BATENAM
Noay4yaTb AOCTYN K CETEBbLIM pecypcam. Ecim nonb3oBaTtesib NpoxoauT ayTeHTUdUKaLMIO,
NopT NepexoauT B aBTOPU3OBAHHOE COCTOAHME M NO3BOAAET MOJ/Ib30BaTENAM MOAYy4YaTb
[0CTYN K ceTeBbIM pecypcam. Ecnm nonb3oBaTtesnto He yaacTca NPonTH ayTeHTUdMKaumio,
nopT nepenaer B HEaBTOPM3OBAaHHOE COCTOAHME W He NO3BOJIUT NO/IbL30BATENAM
nosy4ymTb OCTYN K ceTeBbiM pecypcam. Authorized-force o3HauaeT, yTo nopt BCcerga
HaxoAWTCA B aBTOPM30BAHHOM COCTOAHMM WM MNO3BOASET MNO/Ib30BATENSIM NOJyYaTb
OOCTYN K ceTeBbIM pecypcam 6e3 ayTeHTUdUKauuu.

e ReAuth
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OnuuMK: BKAKOYNUTL/OTKAOUNTD

Mo ymonyanuto: OTKNOUYNTD

®PyHKuMA: HacTpolika HeobxoaMMOCTU perynspHOn NOBTOPHOWM ayTeHTUdMKaUMK npwm
YyCMNeLwHOM BbINOJIHEHUMU ayTeHTUUKaALUN.

ReAuth Timer

AnanasoH: 60~7200 c

Mo ymonuanumto: 3600 ¢

®DyHKLUMA: NPWU YCNELWHON ayTeHTUPMKALUUKN YCTAaHOBUTE BPEMEHHON MHTepBan Aana
NOBTOPHOM ayTeHTUdUKaL MM,

Quiet Timer

AnanaszoH: 107120 ¢

Mo ymonyanuto: 60 cek.

®PyHKUMA: ecnn  ayTeHTUOMKaAUMA He ydanacb, HaYyMHaeTcA nepuos  MOSYaHUA
(QuietPeriod). B TeuyeHue nepuoga MONYAHWUA CepBep He OTBEYaeT Ha 3anpochbl
ayTeHTUPUKALMM OT KameHTa. Mocne OKOHYaHWA Mepuoga MOJIYaHMA CepBep CHOBaA
HaYMHAEeT NPUHUMATb 3aNPOChl AYyTEHTUPUKALMMN.

Port-Method

BapmaHTbl: Ha ocHoBe nopta/Ha ocHose MAC-agpeca

Mo ymonyaHuMio: Ha ocHoBe nopTa

PyHKUMA: HACTPOMKA peXmma ynpasaeHUs [OCTYNoM K MOpTam C NoAAepKKoM
IEEE802.1x.

OnucaHne: MAC_Based yKasbiBaeT, YTO M0/Ib30BaTe/IN, UCNOJb3YIOWME NOPT, AOMKHbI
NPONTU ayTeHTUPUKALMIO COOTBETCTBEHHO. Koraa nosb3oBaTesb HaxoauTcs B
aBTOHOMHOM pPeXXMMe, TONIbKO M0J1Ib30BaTe/lb HE MOYKET UCMO/1b30BaTb ceTb. Port_Based
YKa3blBaeT, YTO NoaAb30BaTeNn ayTeHTUPUUMPYIOTCA HA OCHOBe nopTa. Mocne Toro Kak
nepBbll NOsb30BaTeNb, MCMOMb3YIOWMA MOPT, MNPOXOAUT ayTEHTUDMKaLMIO, BCEM
OPYTMM  NO/Ab30BaTeNAM, MCMOAb3YOWMM MOPT, ayTeHTUPUKauma He TpebyeTca.
OpHako, Koraa nepBbli NONb30BaTe/lb HAXOAUTCA B aBTOHOMHOM pPeXKMme, nopT
OTKJ/IIOYAETCA, U BCE OCTa/ibHble MOJIb30BaTeNN, UCMONb3YIOLME 3TOT MOPT, HE MOTyT
NCcnosab3oBaThb CETb.

Max User Number

OnanasoH: 1~128

Mo ymonuanumio: 128

®PyYHKUMA:  HACTPOUTb  MAKCMMA/IbHOE  KO/IMYEeCTBO  MoJ/ib30BaTenel  AoCTyna,
MCNONb3YOLLNX NOPT ¢ Nnoaaeprkkon IEEE802.1x.

OnucaHue: KoHdurypauma penctButesibHa TOMbKO ANA MOPTOB C YNpaB/ieHUEM
poctynom Ha ocHose MAC-agpecos.
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lpocmomp KoHgpueypayuu IEEE802.1x
Haxkmute [Device Advanced Configuration] - [IEEE802.1x configuration] = [IEEE802.1x
information], utobbl NpocmoTpeTb KoHPUrypaumio IEEE802.1x, Kak NoKasaHo Ha puc. 284.

. ey

Erhernetle*ssssssrssiirass

.1 config status
I1¥ running status
1¥ port mode

{ reauthentication status

1¥ reauthentication period :

1¥ quiet period : &0is)

Ba baoba b3 R ORD
'
=

Puc. 284. lMTpocmomp KoHguypayuu IEEE802.1x
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7. NMpunoxxeHue: NPUHATbIE COKpaLLeHUA

CoKpauieHue
ACE

ACL

ARP

BootP

BPDU

CIST

CLI
CoS
CST
DHCP

DHP
DNS
DSCP

DST
EAPOL

GARP

GMRP

GVRP
HTTP
ICMP

IGMP

IGMP Snooping

IST
LACP

LACPDU

LLDP

MonHoe 0603HaueHne
Access Control Entry

Access Control List

Address Resolution Protocol
Bootstrap Protocol

Bridge Protocol Data Unit

Common and Internal Spanning Tree

Command Line Interface
Class of Service
Common Spanning Tree

Dynamic Host Configuration Protocol

Dual Homing Protocol
Domain Name System

Differentiated Services CodePoint

Daylight Saving Time

Extensible Authentication Protocol over
LAN

Generic Attribute Registration Protocol

GARP Multicast Registration Protocol

GARP VLAN Registration Protocol
Hyper Text Transfer Protocol

Internet Control Message Protocol

Internet Group Management Protocol

Internet Group Management Protocol
Snooping

Internal Spanning Tree

Link Aggregation Control Protocol
Link Aggregation Control Protocol Data
Unit

Link Layer Discovery Protocol
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MNonHoe 0603HauYeHHne

3anucb ANA CNUCKA KOHTPOAA A0CTyna
CnncoK KoHTpoaa gocTyna

lNpoToKon paspelleHna aapecos
MpoTokon nonyyeHuma IP agpeca

BnokK gaHHbIX NpoTOKOoAa Spanning Tree

O6Luee 1 BHYTpeHHee cBA3yloLLee
[epeso

NHTepdelic KomaHAHOW CTPOKM
Knacc cepsuca
Obuiee cBasyloLlee aepeBo

MpoTokon gMHAMNYECKOro
KOHOUIYPMPOBAHUSA Y3108

MpoToKon ABOMHOM 0b6paTHOM CBA3M
Cuctema AOMEHHbIX UMEH

Touka Koga anddepeHUMpPOBaAHHbBIX
cepsucoB

I'Iepexop, Ha 1eTHee Bpemsa

MpoTokon nepaayn naketos EAP uepes
NIOKanbHyto ceTb

MpoToKoAn perncrpaymm oCHOBHbIX
aTpmbyTtos

GARP npoToKon perucrpaumu
MHOroagpecHoOu paccbliku

GARP poTtokon pernctpauum VLAN
lMpoToKkon nepepayn rmnepTekcTa

MpOTOKOAN yNpaBAAOLWMX COOBLLEHNI B
ceTu

MpPOTOKOA YyrpaBAEHWUA rPyNMnoBoW
(multicast) nepeaaveit aaHHbIX B CETAX

MpoTtokon otcnexkmnsaHua IGMP

BHyTpeHHee cBA3yloLLee AepeBo

MpoToKON ynpaBieHus arperaumen
KaHanos

bnok gaHHbix LACP

MpoToKon 06HapYKEHMA KaHaAbHOro
YpOBHs



cT=3

PykoBoAacTBO Nonb3oBaTena

LLDPDU
MIB
MSTI

MSTP

NAS
NetBIOS

NMS
NTP
oD
PCP
PVLAN
QCL
QoS
RADIUS

RMON
RSTP
SFTP

SNMP
SNTP

SP
SSH
SSL

SSM

STP
TACACS+

TCP
ubP
UsM

VLAN
WINS
WRR

Link Layer Discovery Protocol Data Unit
Management Information Base

Multiple Spanning Tree Instance

Multiple Spanning Tree Protocol

Network Access Server

Network Basic Input/Output System

Network Management Station
Network Time Protocol
Object Identifier

Priority Code Point

Private VLAN

QoS Control List

Quality of Service

Remote Authentication Dial-In User
Service

Remote Network Monitoring
Rapid Spanning Tree Protocol

Secure File Transfer Protocol

Simple Network Management Protocol

Simple Network Time Protocol

Strict Priority
Secure Shell

Secure Sockets Layer

Source Specific Multicast

Spanning Tree Protocol

Terminal Access Controller Access Control
System

Transmission Control Protocol
User Datagram Protocol

User-Based Security Model

Virtual Local Area Network
Windows Internet Naming Service

Weighted Round Robin
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bnok gaHHbIxX LLDP
Bbasa ceeageHuit 06 ynpasaeHumn

3K3emMnnAp (MHCTAHC) MHOXKECTBEHHOTO
CBA3YIOLWEro AepeBa

MPOTOKON MHOXECTBEHHOIO CBA3YIOLLETO
Aepesa

CepBep ceTeBoro gocrtyna

CeTeBas 6a30Ban cuctema
Bsopa/BbiBoga

CTaHumMAa ynpasBaeHuA ceTbio
lpoToKOA ceTeBOro BpemeHu
NaeHTUPUKaTOp 06bEKTa
Kopg npnoputeta

YactHaa VLAN

Cnucok ynpasneHunsa QoS
KayectBo 0b6cnyKnBaHUsA

Cucrema ayTeHTMOUKALMM YaaNEHHbIX
nonb3osaTenem

[VNCTaHUMOHHBIA MOHUTOPUHT CeTU
BbICTPbI NPOTOKO CBA3YIOLLErO AepeBa

3alWmLLeHHbIA NPOTOKOA Nepeaayn
¢dainos Ha ocHoBe SSH

MpocToit NPOTOKO/ CeTEBOro ynpasneHus

MpocToi NPOTOKON CUHXPOHU3ALMUK
BPEMEHMU

Crporuii npuoputet
MpoTOoKOA 3aWmLLEHHON 060/104KM

YpoBeHb 3aLMLLEHHbIX COKETOB,
NPOTOKOA WNdpPOBaHNA

MHoroagpecHas paccblsika gaa
KOHKPETHbIX UCTOYHUKOB

MpOTOKON CBA3YIOLLErO AepeBa

Cuctema KoHTpoAA goctyna
KOHTpO//Iepa AN TEPMUHANOB

MpoToKoA ynpaeieHna nepegadeit
MpOTOKOM NO/b30BaTE/NbCKMX AaTarpamm

Moaenb 6e3onacHOCTU Ha OCHOBE
nosb3oBaresiein

BupTyanbHadA NOKaNbHas ceTb
cnyxba Internet umeH

B3BeLUeHHbIV LMKANYECKUin nepebop



PykoBoAacTBO Nonb3oBaTena
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