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1. OnucaHune ycTpoincrsea

1.1.

1.2.

1.3.

BeegeHue

KommyTatopbl cepun STEZ49XX NPUMEHAIOTCA B 3SHEpreTuke, KenesHOLOPOXKHOM
TpaHcnopTe, fo6blYe yraa U MHOTUX APYTMX OTPACAAX MPOMbIWAEHHOCTU U MOFYT KOPPEKTHO
paboTaTb B CypoOBbIX yCnoBUAX. [laHHAA cepusa NOAAEP!KMBAET MPOTOKONbI Pe3epBUPOBaHMUA
RSTP, ST-Ring n DRP, rapaHTUpys HafexKHyto paboTy cuctembl. KOMMyTaTopbl COOTBETCTBYIOT
cTaHgapTtam IEC61850-3 n IEEE1613.

Mopaenu cepumn

B nopTtdonvo cepum STEZA9xx BXOOAT cieaylolwmMe KOMMYyTaTopbl (Cm HuKe). MNepeyeHb
apTUKY/I0B U HAMMEHOBAHMWI He UcYepnbiBaloLWMiA. JJaHHOe pyKOBOACTBO NPUMEHSAETCA KO BCEM
KoMmyTaTtopam cepum STEZ49xx.

e STEZ4924-4G (apTukyn 70010001) — ynpaBnsemblii KOMMYTaToOp L2, MOHTa» B CTOMKY,
24 nopta 10/100Base-TX, 4 nopTta 100/1000Base-X SFP, 100-240VAC/110-220VDC (85-
264VAC/77-300VDC) pe3epBMpOBaHHbIE UCTOYHUKM NUTAHUA;

e STEZ4924SFP-4G (aptuKyn 70010002) - ynpaBasembli KOMMyTaTop L2, MOHTaX B CTOMKY,
24 nopta 100Base-X SFP, 4 nopta 100/1000Base-X SFP, 100-240VAC/110-220VDC (85-
264VAC/77-300VDC) pe3epBMpOBaHHbIE UCTOYHUKM NUTAHUA;

e STEZA4916SFP-8T-4G (apTukyn 70010003) — ynpasnsembiii KommyTaTop L2, mOHTax B
cTolKyY, 16 noptos 100Base-X SFP, 8 nopTtos 10/100Base-TX, 4 nopta 100/1000Base-X
SFP, 100-240VAC/110-220VDC (85-264VAC/77-300VDC) pe3epBUpOBaHHbIE NCTOYHUKHU
NUTaHKUA;

e STEZA4912SFP-12T-4G (apTukyn 70010004) — ynpaBnsembliii KOmMmyTaTop L2, MOHTax B
cToliKy, 12 nopTos 100Base-X SFP, 12 noptos 10/100Base-TX, 4 nopTta 100/1000Base-X
SFP, 100-240VAC/110-220VDC (85-264VAC/77-300VDC) pe3epBnpOBaHHbIE NCTOYHUKHU
NUTaHKUSA;

e STEZ4916-8MM-4G (apTukyn 70010005) - ynpaBasembliit KommyTaTop L2, MOHTax B
cToliKy, 16 noptos 10/100Base-TX, 8 noptos 100Base-FX MM, pazbem SC, 1310nm, 5km,
4 nopta 100/1000Base-X SFP, 100-240VAC /110-220VDC (85-264VAC/77-300VD)
pe3epBMpPOBaHHbIE UCTOYHMKM MUTAHUA.

®dyHKLUM NporpaMmmMHOro obecneueHus

KommyTtatopbl cepum STEZ4A9xXx npenoCTaBAAOT MHOMECTBO MPOrpaMMHbIX GYHKUNIA,
YO,0BNETBOPAOLWMX Pa3/inyHble Tpeb0oBaHMA KINEHTOB.

e [lpoToKoAbl pe3epBupoBaHua: RSTP/STP, ST-Ring, DRP

e [logaepskKa MyabTUKAcT NpoTokonoBs: IGMP Snooping, GMRP u static multicast

e VLAN, PVLAN, QoS u ARP

e VYnpaBieHuWe WMPUHOM KaHana: port trunk, port rate limiting

e BbesonacHocTb: ACL, port isolate

e  CuHXpOHM3aunA sBpemeHn: SNTP

e O6HosneHue MO yepes FTP, 3arpy3ka / Bbirpy3ka KoHUIypaumoHHoro daiina
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e Port mirroring, LLDP, KOHTpOAb INHUM

e  OyHKuMKM yBegomneHua: port alarm, power alarm, ring alarm, koHdaunkT IP/MAC

aapecos, temperature alarm u port traffic alarm
e YnpasneHue ycrponcteom: CLI, Telnet (SSH), Web.

2. YnpaBneHue KOMMYTaTOpOM

YnpaBneHve KOMMYTaTOPOM BO3MOXKHO MOCPEeACTBOM:
e KoHconbHoro nopta

e Telnet/SSH
e Web bpaysepa

2.1.

Tvn npocmoTpa

Mocne noaxntoyeHns B Command Line Interface (CLI) yepes KoHcONbHbIN NopT uan Telnet

(SSH), BO3MOKHO MOAYUNTL PA3IMYHBIA LOCTYN, NEPEKAOYEHNE MEXKAY HUMU MOXKHO NOMYYUTb
C NOMOLLbIO CNeayOWNX KOMaHA.

OTobpaxkeHue Tun JoctynHbii dyHKUMOHan | KomaHabl ana
CMEHbI YPOBHSA
npusuaerui
SWITCH> OCHOBHOW peXxum View recently used Input "enable" to
commands. View enter the Privileged
software version. mode.
View response
information for ping
operation.

SWITCH# MpusunernposaHHbii | Upload/Download Input "configure

peXnm configuration file. terminal" to enter

Restore default the Configuration
configuration. View mode from the
response information for | Privileged mode.
ping operation. Input "exit" to
Restart the switch. return to the
Save current General mode.
configuration. Display
current configuration.
Update software.

SWITCH(config)# | Pexum KoHburypaumm | Configure switch Input "exit" or
functions "end" to return to

the Privileged
mode.

Koraa KommyTaTtop KOHOUrypupyeTca yepes uHTepdeiic KomaHaHOM CTPOKM, TO MOXKHO
MCMNONb30BaTb A/1A MOJYYEHMA CMpaBKM NO KoMaHge "?". B cnpaBoyHOW MHPOpmaLMK ecTb
pa3Hble PopmaTtbl onmMcaHuA napameTpos. Hanpumep, <1, 255> o3HayaeT AManasoH uucen;
<H.H.H.H> o3Hauaet IP-agpec; <H:H:H:H:H:H> o3Hauyaetr MAC-agpec; cnoso<l1,31> o3HauaeTr
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AmnanasoH cTpoK. Kpome Toro, ¢ nomouipto P u & MOMKHO AenaTb MPOKPYTKY HeaaBHO
NCMONb30BaBLIMXCA KOMaHA.

2.2.

YnpaBneHne KOMMYTaTOPOM Yepe3 KOHCOJIbHbIU NopT

Ons ynpaBieHMA KOMMYTaTOPOM MOMKHO MCMNONb30BaTb KOHconb unm Telnet (SSH).
YnpasneHue ¢ NOMOLLbIO KOMaHAHOW CTPOKM Yepe3 noc/efoBaTesibHbli KOHCOMbHbIM RS-232
nopt (115200, 8, none, 1, none). N HaCTPOMKM C MOMOLLbIO NOC/IeA0BaTeIbHOIO KOHCONbHOMO
RS-232 nopta wucnonb3yinte Kabenb RJ45 Kk DB9-F (DB-9 «mama»), yTobbl MOAKNHOUUTD
KOHCO/IbHbIM RS-232 nopT KommyTatopa ¢ COM nopTom Ballero KomnbloTepa.

[ns Toro, 4tTobbl NONYYUTL AOCTYN K KOHCOIM Yepes nocnenoBaTesnbHbl RS-232 Kabenb:

Ha paboyem ctone Windows Bbibepute lMNyck > Mporpammbl > CTaHgapTHble > CBA3b >

Hyper Terminal

ghereulyé

ole
£
N &
=

Windows 200 Professional

JICaton: e HyperTerming
(5 Wetwork Time Protocol @ Network and Did-up Connections
2 system Tooks » 3 HyperTerminal
[/} Acrobat Resder 5.0
& Address Book

B3 Cakulstor
B command Prompt

MOKHO MCNOb30BaTh /1060 APYro SMyNATOP TEPMMUHANG, TAKOM Kak Putty.
BeeauTte MmA 4NA HOBOTO COeAMHEHMSA

D& 2

O o

Connection Description

% Hew Cannection

Enler a name and chooss an
_ﬂame
5tes -

foon

Ss

tcom [ the connachion:

BEE2

Attt ks debret

w

Bbibepute Homep COM nopTa A8 ero MCNoab30BaHMA
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El!‘(Znnnect To @@

% Switch

Erter details for the phone number that pou wart to dial

Countip/region: |

#Airga code:

Bhone number: | s 3 4

Copnect using: | EETHE

[ oK ][ Cancel ]

e Hactpoitka csoicte COM nopta. 9600 ana 6UT B cekyHay, 8 ana 6uT aaHHbIX, None ans
yeTHoCTH, 1 Ana cTonoBbix BUTOB M None ANA yNpaBaAeHUs MOTOKOM.

"COM1 Properties 3.3
Port Settings
Bits per second: | 9600 v|
Databits: |8 £ % v|
Paity: [None v|
Stop bits: |1 v/
Flow contot: [N |
|
|
i [ ok ][ cance |[ Apph 7]

e [loABUTCA OKHO BXOZa B cucTemy. BBeaute nma nonb3osaTtensa M Naponb (Naponb Takoi
e, Kak u ana Web 6paysepa), 3aTem HaxkmuTe enter.

o
& Switcly - Hyper Terminal

Pl Edt Vew Cal Trawfer el

D@ &3 OB &
Switch?

[Conrmtad 0:00:03 Ao dote Ao dobect. HuM

2.3. YnpaBneHue kKommytatopom yepes Telnet

Monb3oBaTeNIn MOryT UCMONbL30BaTh Telnet AnA HACTPOMKM KOMMYTAaTOPOB.
e Habpatb telnet *IP aapec kommyTaTtopa* ns KomaHaHOM cTpoKkM windows (Maun nboit
aHasnor)
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Type the name of & program, Folder, document, or
Inkternet resouree, and Windows wil apen it Far you,

Cpent  |telnet 192 168.0.2 v

e [loABUTCA OKHO BXxoZa B cucTemy. BeeguTe umsa nonb3osatena v Naposib (Maposib Takol
e, KaKk u gna Web 6paysepa), 3aTem HaxkmuTe enter.

Telnet 192. 168.0.2

2.4. YnpaBneHue kommyTtaTtopom yepe3 Web

e 3anyctute web-6paysep
e Habepwurte http:// v IP agpec kommyTatopa. HaskmuTe Enter
e [loABMTCA OKHO BXOAa

e BBeauTe MMA NO/b30BaTENA U NapOab. MMA Nonb3osBaTena 1 Naposib Mo YMOAYaHUIO —
admin / STEZ

e Haxmute Enter unm kHonky OK, 3aTem NoABUTCA raBHbI MHTepdelic Beb-ynpasieHun
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3. Cratyc KOmmyTaTopa

3.1.

ba3soBasa uHpopmaums

OcHoBHas MHpopMaLma 0 KommyTaTope BKaovaeT MAC-agpec, cepuiiHblii Homep, |P-

aApec, MacKy NOACETH, W03, UMA CUCTEMbI, MOAE/b YCTPOMCTBA M MHPOPMALMIO O BEPCUK, KaK
MOKa3aHO Ha CNeAytoLLEM PUCYHKE.

3.2.

MAC Address 00-00-00-00-19-39
SN IS3MOT 12030189
IF Addrass 192 1680 22
Subnet Mask (255 255 255 0
Gate\Way 192.168.0.1
Syst_;l;ﬂ-ami sv-;l?_c_ri
Devica Model | 4 K
Software Version D:1 R1004 {2014-12-24 14:53)
FW Version V4022014711 2333) o
Hardware \ersion V4.0

CoctoAaHue nopra

Ha cTpaHuue cocTosHua nopta oOTobpaskaeTcA HOMep MopTa, COCTOAHME

AAMUHNCTPUPOBAHUA, COCTOAHUE COeanHEHUNA, CKOPOCTb, AyN/IEKC N ynpaB/ieHUE NMOTOKOM, KaK
NOKa3aHO Ha caieayoulem pUCyHKe.

e | ammstonsaus | OperminSiws | Unk | Speed | Duie | FwCowol R
S1FET Enable Enahle Down - -
S1FE2 Enable Enahle Down — —
S1FE3 Enable Enable Down —
S1/FE4 Enable Enahle Up 100K Full-duplex
S1FES Enable Enahle Down — —

21FEG Enable Enahle Down
S1FET Enable Enahle Down
S1FE8 Enable Enable Down
24/GE1 Enable Enable Down
24/GE2 Enable Enahle Down
34/GE3 Enable Enable Down
S4/GE4 Enable Enable Daown

Enable Enable

PLEPEEE s

Port ID
OTobpakeHune TMNa 1 naeHTMdMKaTopa NopToB. MaeHTUPUKaTop nopTa nmeeT popmat
Sa/B. ot yKa3biBaeT HOMEp CN0Ta, B KOTOPOM HaxoAMTcA nnaTa, P yKasbiBaeT TMn nopTa u
naeHTMdMKaTop naatbl/naHenn, Ha KOTOPOW HaxoAMTCA NOPT.
FE/FX/GE/GX yKa3biBaeT Ha TN nopra:

FE: 10/100Base-TX RJ45 nopt

FX: 100Base-FX nopTt

GE: 10/100/1000Base-TX RJ45 nopT

GX: Gigabit SFP cnot

Administration Status

OTobpakeHune cTaTyca afAMMHUCTPUPOBAHUS NOPTOB.
Enable: MopT goctyneH u paspelwaeT nepesayvy AaHHbIX.
Disable: MopT 3abnoKMpoBaH 6e3 nepegayn gaHHbIX.
Operation status

OTobparkeHne paboyero cocToaHMA NOPTOB.

Link

OTobparkeHne COCTOAHUA COeANHEHMA MOPTOB.
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Up: MopT HaxoanTcsa B cOCTOAHUK Linkup 1 mosKeT HoOpmaibHO 06MEHNBATHLCA AaHHbIMM.
Down: nopT HaxoguTca B cocToaHuK Linkdown 1 He mokeT 0bmeHnBaTbCA AaHHbIMU.

e Speed
OTobparkeHne ckopocTu cBaA3un nopTtoBs Linkup.
e Duplex

OTobpaykeHne AynaeKCHOro pexkmma noptos Linkup.
Full-duplex: nopT moKeT ogHOBpeMeHHO NPUHUMaTb U NepesaBaTb AaHHbIe.
Half-duplex: nopT ogHOBpeMEHHO NPUHUMAET UK NepenaeT AaHHbIe.
¢ Flow Control
OTobparkeHMe cOCTOAHMA YNpaBaAeHMA NOTOKOM nopToB. Linkup.
e RX
Onuuu: Enable/Disable.
Enable: nopT moxeT nony4yaTtb AaHHbIe.
Disable: MopT He MOXKeT NPUHUMATb AaHHbIe.
e TX
Onuwuu: Enable/Disable.
Enable: nopT moxeT nepesasatb AaHHbIe.
Disable: MopT He MOKeT nepenasaTtb AaHHble.

3.3. CTaTUCTUKA Ha nopTy

CraTMCTMKa MopTa OXBaTbiBaeT KOAMYECTBO HalTOB/NakeToB, KOTOPble KaKAblA nopT
oTnpasnset/nonydaet, owmbkn CRC M KONMYECTBO NakeToB pa3mepom meHee 64 6aiT, Kak
NOKa3aHOo Ha CneayloLLem PUCYHKe.

Enable | Down

=
=

alalo|lalalalalalalale|a

olo|o ool olalalela

Enable | Down
Enahle Dawn
Enable Up 1671
Enable | Down
Enahle Dawn
Enable | Down
Enable | Down
Enable | Down

[1] [1]
0 0
14337882 171178

o|le|a

C
=
=
%)
i
=)

Enable | Down
B4/5E3 Enable | Dawn
| EHGE4 Enable | Down

olo|o ool o dlalsla

o|o|e|e|lae|a|ale

Bbl mokeTe HarkaTb <Reset>, uTobbl nepesanycTntb c6op CTaTUCTUKM.

3.4. UHdopmayua o cucteme

OnepaunoHHas WHpopMaLMa O CUCTEMbl BKAOYaeT BpemsA pPaboTbl YCTPOKCTB],
ncnonbsosaHue LM, ncnosb3oBaHMe NamaTi, TemnepaTtypy YCTPOMCTBA M Bpems YCTPOMCTBA
(mecTHOe Bpems), Kak MOKa3aHo Ha CneayioLmX PUCYHKaX.

I

Device Operating Time: 1Days,0H:35M:50S
CPU Usage: 2%(30 seconds), 1%(5 minutes)
Memory Usage:| 658%
Device Temperature +33C
Device Time: 20150120 2002021 Tuesday
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4. ba3oBaa KOHUrypauumsa

4.1. IP Address
Y3HaTb IP-agpec KommyTaTopa C NOMOLLbIO KOHCO/IbHOro nopTa. BolianTe B uHTepdeiic
KOMaHZHON CTPOKM KOMMYyTaTopa u4Yepes KOHCOJbHbIN MnopT. 3anyctute KomaHay «show
interface» B npMBMNerMpoBaHHOM peskMme, 4TOBbI NpocMmoTpeTb IP-aapec KommyTaTopa. Kak
MOKa3aHo Ha c/ieaylollem pucyHKe, IP-agpec o6BeaeH KpacHbIM.
= Switch - Hyper Tenminal
Fila Edt Yew Cal Transer Help
D &35 DB
Switchrenable
No password set!
Switch#show interface
eth tunit number @):
Flags:
Tupe;
Net
Net chﬂaﬁﬂﬂﬂﬁ Sl.ﬂ:lnet ﬂnc@aﬁﬂaﬂﬂ
ac B01e.cd10.233
lo (unil number @):
Flags: EBHSEGBI up LIIEIPBRﬁ( MULTICAST ARP RUNNING
Type: SOFTHARE_LOOPB
Internet address: 121 ﬂ 1
Netmask DxFFOBOAAO Subnetmask BxFFOBBODN
Net Bx7f000008 Subnet 0x7fBOODAG
Switch#
Ha3HauuTb HOBbIN IP-aApec KOMMYTaTOpPa M L3 MOMKHO BPYYHYIO, KakK NOKa3aHo Ha
cNefyoLemM PUCYHKe.
00-1E-CD-10-23-38
102, 168.0. 119
255, 255, 256. 0
192, 168. 0. |
4.2, ba3soBasa nHpopmaums

OcHoBHasn MHd)OpMaLI,MFI BK/IlOHaeT UMA NPOEKTa,

nma  CUCTembl,

yacoBol nosc,

MecCToNnoNoXKeHNE, KOHTAKT U CUCTEMHOE BpeMA, KaK MOKa3aHO Ha caeayrownx pUCcyHKax.

FRINANE
SWTTCH

o How i g (0-59 Min)
Bu:.ld.mz Ho. 2, Shixing Avenue 30, S'.humnhan Distris

+E6-10-E8TIE8EE

e Project name

Onana3oH: 1764 cumBona
e System name

[Awvana3oH: 1732 cumBona
e Time zone
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Yacosoit nosac Onuuu: 0,+1,+2,+3,+4,+5,+6,+7,+8,+9,+10,+11,+12,+13,-1,-2,- 3, -4, -5, -6,
-7,-8,-9, -10, -11, -12 yac
0~59 MUH.
Mo ymonyanumio: 0 yacos 0 MUHYT
®yHKUMA: BbIBOP MECTHOrO YacoBOro Mosca.
e Location
3HayeHue: aHrIMNCKUE CUMBObI.
AnanasoH: 1~255 cumsonos.
e Device time
MNoptdonwno: {ITIT, MM, 44, 44, MM, CC}
OwnanasoH: ITIT (roa) ot 2000 go 2099, MM (mecsu) ot 1 go 12, A4 (aeHsb) ot 1 go 31,
YY (yac) ot 0 go 23, MM (MuHyTbI) 1 CC (cekyHabl) oT oT 0 o 59.
®PyHKUMA: YCTaHOBKA CUCTEMHOM AaTbl U BpemeHU. KommyTaTop MOKET Npoao/iKaTtb
XPOHOMETpPaK Nocae NoAayn NUTaHus.

4.3. KoHdurypauyma noprta

B KoHbMrypauuMn nopta Bbl MOXETe HACTPOWUTb COCTOSIHME MOPTa, CKOPOCTb MOpPTa,
ynpaB/ieHVe MOTOKOM U APYTyio MHPOPMALMIO, KaKk NOKa3aHO Ha CleayoWwem PUCYHKe.

Enable Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enzble

Enable

Enzble

Enable

Enable

Enable

Erable

Enable

Engble

Enable

| Ensble

| [Enabls

Horsset »

| “Enable

| Enable

Horeaetr «

| Enable

| Enable

Horssst &

Enable

Enable

Forsset »

| Enable

| TEnabls

Kareset

Enshle

| TEnabls

Norazet »

| Enable

| TEnabls

Noreset

| Enable

| ‘Enable

Korsset »

| Enable

| TEnsble

Norsset »

| Enable

| ‘Enable

Cle|elelclele]|e]lele]x
Cle|e|c|sfelc]|c]|ele|e

Kopeset »

Enable Enahle

[ 3 8 I I 2 R i A R
1S jEjC (€ jCjc|C}C
e |€fe|e)e]e|e]e]|c|e]e]

| Enable | TEnable ¥orazer v

Administration Status

Onuwuu: Enable/Disable

Mo ymonyaHuio: Enable

®yHKLMA: Pa3pewnTb Nnepesady AaHHbIX Ha NOPT UM HET.

OnucaHue: Enable o3HavaeT, 4To NOPT BK/AOYEH M paspeLlaeT nepegayy AaHHblx; Disable
YKa3bIBaeT, YTO NOPT OTK/OYEH U 3anpeLlaeT nepeayvy AaHHbIX. ITa ONUMA HanpAMYHO
B/IMSIET Ha annapaTHOe COCTOAHME NOPTa U 3aMyCKaeT aBapuiiHble CUrHaAbI MopTa.
Operation Status
Onucanue: Korga apgMuHUCTpaTMBHbIM cTatyc «Enable», paboyee coctoaHue
YCTaHaBAMBAETCA Ha NPUHYAUTENbHOE BKAIOYEHWE; KOrAa afMUHUCTPATUBHbBIA CTATyC
«Disable», pabouunii cTaTyc ycTaHaBAMBaETCA Ha NPUHYAUTENIbHOE OTKAOUYEHME.

Auto

Onuwuu: Enable/Disable

Mo ymonyaHuio: Enable

®YHKLMA: HACTPOUTL CTaTyC aBTOMATMYECKOrO COr/IacoBaHMA NOPTOB.

OnucaHue. Ecam ana napameTtpa «ABTO» yCTaHOBNEHO 3HauyeHue «Enable», ckopocTb
nopTa u pexum aynnexkca 6yayT aBTOMATUYECKM COrNacoBbIBaTbCA B COOTBETCTBUM CO
CTaTyCOM MOAK/OYEHMA K MOPTY; Korga AnA napameTpa Auto yCTaHOBNEHO 3HayeHue
«Disable», MOXXHO HaCTPOUTbL CKOPOCTb MOPTa U PEKUM AyTJIEKca.

Speed

BapuaHTbl: 10 / 100 / 1000 mb6uT/C
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®YHKLMA: NPUHYAUTENBHO HACTPOUTb CKOPOCTb NMOPTOB.

OnucaHue: ecnn ana napametpa Auto ycTaHoBAeHO 3HayeHue Disable, mokHO
HaCTPOUTb CKOPOCTb NOpPTa.

Duplex

BapwuaHTbi: Half/Full

®yHKLMA: HacTpoliKka AyNAEKCHOrO peXnma nopTos.

OnucaHue: Ecnn pgnsa napameTtpa ABTO YCTaHOB/AEHO 3HayeHue «Disable», MoXHO
HACTPOWUTb AYNJEKCHbI peXxum nopTa.

PekomeHayeTcA BKAKOYMTL aBTOCOMACOBaHWE A/1A KaxK[Ooro nopta, 4Tobbl nsbexaTb
npobnem ¢ NOAKNOYEHMEM, BbI3BAHHbIX HECOOTBETCTBMEM KOHPUrypauumn nopTa. Ecam
Bbl XOTUTE MPUHYAUTENbHO BKIKOUYMTL PEXMM CKOPOCTU/gynneKkca nopTa, ybeautecs, 4to
KOHdUrypaLmsa CKopocTn/pexnma gyniexkca ogMHaKkoBa ANa NOSKAOYEHHbIX MOPTOB Ha
0bomx KOHLax.

Flow Control

Onuuu: off/on.

Mo ymonyaHuto: off

OyHKUMA: BKAtOYeHUe/oTKNoUeHNe GYHKLMK ynpaBaeHMsA MOTOKOM Ha Ha3HaYeHHOM
nopTy.

OnucaHue: MMocne BKAOYEHMA OGYHKUMW yNpaBieHUs MOTOKOM MOPT CoO6WUT
OTMPaBUTENIO O CHUXKEHUN CKOPOCTU Nepenayun, YTobbl nsberkaTb NoTepu NaketTos Mo
aNropuTMy WM MPOTOKOJY, KOrAa MOTOK, NOMYYEHHbI MOPTOM, MPEBbIWAET pasmep
Kawa nopta. Ecam yctpoiictea paboTaloT B pasHbix AynaekcHbix peskumax (half/full),
ynpasaeHMe NOTOKOM Y HUX peanusyeTca no-pasHomy. Ecam yctpolictea paboTatoT B
NOJIHOAYNNIEKCHOM PEXMME, MPUHMMAIOLLAA CTOPOHA OTNPAaBUT CheuManbHbl Kagp,
yTo6bl NPOMHPOPMUPOBATL OTMPABAAIOLLYIO CTOPOHY O MPEKPALLEHNUM OTNPABKMU
naketoB. Korga oTnpasuTenb NosyyaeT Kaap naysbl, OH NPeKpaLlaeT OTNPaBKy NAaKeToB
Ha nepuvoa «BPEMEHW OXUAAHUA», YKa3aHHbIM B Kaape naysbl, U MNPOAOIIKaeT
OTNPaBAATb MaKeTbl MNOC/e OKOHYAHUA «BPEMEHU OxuaaHua». Ecam ycTpoictsa
paboTatoT B MOJYAYN/EKCHOM pPeXMMe, OHW MOALEPKMBAIOT YyrNpaBAeHUE MOTOKOM
obpaTHoro gasneHusa. MpUHMMatoLWan CTOpoHa CO34aeT KOHGMKT AN HECYLLMIA CUTHaN.
Korga oTnpaButenb OGHApYXKMBAET KOHQAMKT WAM HECYLLYIO, OH AeNaeT OTCPOYKY,
4TOObI OTZIOKUTL Nepesayy AaHHbIX.

RX

Onuwuu: Enable/Disable

Mo ymonyaHuto: Enable

®yHKLMA: Pa3pewnTb NOPTY NOAYYaTb AHHbBIE UK HET.

Onucanue: Enable yKasbiBaeT, 4To NOPT MOXKET Mojly4yaTb AaHHble; Disable yKasbiBaer,
YTO MNOPT HE MOMKET NOAYYaTb AAHHbIE.

X

Onuuu: Enable/Disable

Mo ymonyaHuio: Enable

®yHKLMA: Pa3pewntb NOpTy NOAYYaTb AAHHbIE UK HET.

OnucaHue: Enable yka3sbiBaeT, 4To MOPT MOXKeT nepeaaBatb AaHHble; Disable ykasbiBaer,
YTO MOPT HE MOXKET NepesaBaTb AaHHbIE.

Reset

Onuuun: Reset/Noreset

Mo ymonuanuio: Noreset

PyHKUMA: COPOCUTL MOPT UAN HET.
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4.4. U3meHeHMa naponsa

MOXHO W3MEHWTb Napoab ANA MMeHW Monb3oBaTena «adminy», Kak MokasaHo Ha
cneaylowem pUcyHKe.

admin

4.5. O6HoBneHue NO

O6HoBNEHUA NPOrpamMMHOro obecneyeHns MOryT NOMoYb KOMMYTATOPY MOBbLICUTb €ro
npou3BoAUTENbHOCTb. 78 KOMMYTaToOpoB 3TOM CepuuM OOHOBAEHWMA MPOrPaMMHOrO
obecneyeHna BK/OYAOT OOHOB/MEHME BepcuM nporpammHoro obecrneyeHus BootROM w
obHOBNEHME BEPCUM CUCTEMHOrO NpOrpammHoro obecneyeHusa. Bepcua nporpamMmHoOro
obecneyeHna BootROM poskHa 6biTb OOHOB/AEHA A0 BEPCUMM CUCTEMHOIO MPOFPaMMHOrO
obecneyerHuns. Ecnnm Bepcusa BootROM He meHseTcda, MOXKHO OOHOBUTb TONIbKO BEPCUID
cuctemHoro MO. ns o6HOBAEHWA BepcuM nNporpammMmHoro obecneyeHus Tpebyetca FTP-cepsep.

YctaHoBute FTP-cepBep. HuKe B KayecTBe npumepa MCNOAb3yeTcA MporpammHoe
obecneyeHne WFTPD gna o3HakoMneHus c KoHourypaumein FTP-cepBepa M 06HOBNEHMEM
nporpammHoro obecneyeHus.

e HasmuTe [Security] - [Users/Rights]. OTobpaskaeTtca ananorosoe okHO «[unanorosoe

oKHO «Users/Rights Security Dialog». Haxxmute <New User>, ytobbl co3aaTb HOBOro
nonb3sosatena FTP, Kak NOKa3aHo Ha cieaytolem pucyHKke. Co3gainTe MmA Nosib3oBaTens

User Nare [aamin - Dore

s

Mo Uizt Dekere | Charge Paes.

ome Diectoy | T Pesticted o home

Heb | Fights 35|

v Pazsere | o]

Coent |

ity Pasawerd [

ot

For Help, press Fi 1 socket 0 users HUM

e VYKaxkute nyTb pacnonoxeHua ¢aina obHosneHuna MO B «Home Directory», Kak
MOKasaHo Ha cieaylollem pucyHKke. HaxkmuTe <Done>.
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P 3
U
Fom Ll Dolece | Changs Fast l
Home Dvectory: [ et verson T Rastrcied 1o hera
Hal Righes 25
Fur Help, press F1 1 socket 0 users NUM

Y1066l 0O6HOBUTHL nporpammHoe obecneyeHne BootROM, BBeauTe cneayroLlyto
KOMaHZY B MPUBUIETMPOBAHHOM PeXKUME:

Switch#update bootrom <File_name> <Ftp_server_ip_address> <User_name>
<Password>

Mapametp OnucaHue

File_name Nms BootROM odaitna
Ftp_server_ip_address IP agpec FTP cepBepa
User_name Mmsa nonbsosatena FTP
Password Maponb FTP

Ha cnegylouwem pucyHKe MOKasaHa CTpaHMUA OOHOBAEHWMA  NPOrpammHOro
obecneyeHuns. Beeaute IP-agpec FTP-cepBepa, uma daiina (Ha cepBepe), ums
nonbsosatens FTP n naponb. Haxxmute <Apply>.

[ : y
192. 168. 0. 23 [ (

\icom-3000DC-1. 5. 5. bin|

\admin |

Obecne4ybTe HOPMabHYIO CBA3b MexKay FTP-cepBepom M KOMMYTAaTOPOM, KaK NMOKa3aHo

Ha cneaytolem pUCyHKe.

B No log file open — WFIED FER
Lile Edit ¥iew Logring Bessages Security lelp
0132 09/17/12 14:40:16 Connection accepted from 1592.168.0.119

HC 0132] 0917712 10:40:16 Command "TYPE | recebved
HC 0132] DIATNZ 14240206 TYPE setto | N
0132} 08/17H 2 14:40:16 Command “"PASY" recefved

0132 09/17/12 11:40:16 RETRizve started on file sicom-3000DC-1.5.5.bin

0132] 0917712 14:41:33 Transter finished

[G 0132] D9/17/12 14:41:33 Got file D:ATEST-VEASIOMSICOMIOZ4P_V1.1\SICOM-30000C-1.5.54sicon
MC 0132} 08/1 7712 14:41:45 Command “QUIT" rece

(JC 0132} 091712 14:41:45 QUIT or clese - user admin logged out

For Help, preas F1 1 sncket 0 users NUM
Koroa o6HOBMeHMe OyAeT 3aBepllieHO, KaK MOKa3saHO Ha Ccneaylowem pPUCYHKe,
nepesarpysurte YCTPOWCTBO W OTKPOWTe CTpaHMLy OCHOBHOM wHbOpMauum o
KomMMyTaTope, YTo6bl NPOBEPUTb, YCNELIHO NN BbINOSHEHO OBHOBAEHME U aKTUBHA X

HoBas Bepcus.
i “ Result

The software Is upgraded successfullyt
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4.6. 3anpoc Bepcun nporpammHoro obecneueHus

Ha KOMMyTaTop MOMHO 3arpysMTb ABe BepcuM MpOorpammHoro obecrneyeHus, HoO
O[HOBPEMEHHO B aKTUBHOM COCTOAHUM MOKET HaX04MUTbCA TO/NbKO O4Ha. 3anpalluvBan BepCcum
nporpaMmmHoro obecneyeHus, Bbl MOXKETe y3HaTb MAEHTUUKATOPSI, AaTbl BbIMYCKa U CTATyCbl
[ABYX BEpPCUI, KaK MOKa3aHo Ha C/ieayoLwem pUCyHKe.

(1] Rwe [ 20141224 1453 |dctive @ ]
| 2 1 R1003 ﬂﬂﬁvj&_‘l]‘ 3z 1 _Inactlw b ‘
4.7. 3arpysKa / Bbirpy3ska KoH¢urypaumoHHoro ¢aiina

dyHKUMA pe3epBHOrO KOMMPOBAHUA KOHOUIYPaLMM MOXKET COXPaHATL TeKywue daiinbl
KOHUrypaLMmM KoMmyTaTopa Ha cepsepe. MNpu M3MEHEHUU KOHPUTypauunm KomMmyTaTopa Bbl
MOKeTe 3arpy3unTb UcxoaHble $ainbl KOHOUIypauum ¢ cepeepa aaa nepeknodeHms yepes FTP.
3arpyska ¢ainoB 3akao4aeTcs B 3arpyske ¢ainnos KOHOUIypauum KOMMyTaTopa Ha cepBep 1 Ux
coxpaHeHun B daiabl *.doc n *.txt. 3arpyska ¢ainoB — 3TO 3arpys3Ka CoxpaHeHHbIx ¢ainnos
KOHdUrypaLmm ¢ cepBepa Ha KOMMYTATOP, KaK NMOKa3aHOo Ha CeAyloLLMX PUCYHKaX.

=
Upload file v Dowmload file v
192, 168.0.23 | . ___'_192'. 168. 0,23 |
config. txt | config. txt |l
aﬂ;._-in ) e Jadnin B : ]
" = aew

' ‘ lMocne 3aepy3Kku cpalina KoHgu2ypauuu HA KoMmMymamop Heobxodumo rnepe3anycmume
A2 Kommymamop, Ymobbl KOHgU2ypayua ecmynuaa e cusny.
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5. PacwumnpeHHana KoHpurypauums

5.1.

OrpaHuueHue cKkopoctu nopra (Port Rate Limiting)

OrpaHuyeHne CKOPOCTM NopTa — 3TO OrPaHUYEHMe CKOPOCTU MAKeToB, NOMyYaemblX UM
nepesasBaemblX NOPTOM, M OTBpacbiBaHWE MaKeTOB, CKOPOCTb KOTOPbIX MPEBbILLAET NOPorosoe
3HauyeHne. DYHKUMA AeNCTBYET Ha BCe MaKeTbl Ha BbIXOAE, HO TO/LKO Ha onpeaesieHHbIe TUMbI
nakeTos Ha Bxoge. Cneaylolwme nakeTbl KOHTPOAMPYIOTCA Ha BXOAeE.

Unicast packets: yka3biBatoT Ha ogHOaApecHble NakeTbl, 06aBNAEHHbIE CTAaTUYECKU AN
ncxogHole MAC-agpeca, KOTOPbIX U3YYEeHbI.

Multicast packets: yka3biBatoT nakeTtbl, fo6aBAEHHblE CTAaTUYECKU UM MOSYYEHHbIE C
nomouibto IGMP Snooping nan GMRP.

Reserved multicast packets: ykasbiBatoT naketbl ¢ MAC-agpecamu B AnanasoHe OT
0x0180c2000000 ao 0x0180c200002f.

Broadcast packets: ykasbiBatoT Ha naketbl ¢ MAC-agpecom HasHayeHuA
FF:FF:FF:FF:FF:FF.

Unknown multicast packets: ykasbiBalOT Ha MaKkeTbl, KoTopble He p[06aBaAAUCH
CTaTUYECKU U He Bbln n3yyeHbl ¢ nomoubto IGMP Snooping nan GMRP.

Unknown unicast packets: yka3biBaloT Ha NaKeTbl, KOTOpble He A06aBAAOTCA CTaTUYECKU
n ncxogHble MAC-agpeca KOTOPbIX HE U3YYeHbl.

Unknown source packets: yKa3biBalOT Ha MaKeTbl C HEM3BECTHbIMU UCXoAHbIMKU MAC-
aapecamu.

Onsa koHourypmuposaHus yepes Web nHtepoelic:

BbibepuTe TMMbl NAaKeTOB A4 YNpaBAEHUs CKOPOCTbIO, KAaK MOKa3aHO Ha CAeaylolem
pUCYHKe.

The restricted spead is disabled whan it is setto 0

= | Unknawn source address in packet

MprMemMHUK pasgenseT ynpaB/ieHWe CKOPOCTbIO Ha ZBa TWMA: YNpaB/ieHNEe CKOPOCTbiO
06CNY}KMBAHUA W yMNpaB/JeHME CKOPOCTbIO BelaHuMA. Karkabli nakeT MoKeT bbiTb
A06aB/IeH TONbKO K 04HOMY TUMY YNPaBieHNA CKOPOCTbIO.

HacTpoliTe ynpaBneHMe CKOPOCTbIO NMOPTa, KaK NOKa3aHO Ha CeayIoLEeM PUCYHKE.
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S1FET 0 Kbps 0 Kbps o Kbps
IEX FEZ | 70 Kbps 80 Kbps | a0 Kbps
[ Kbps 0 Kbps
Kbps | o Kbps
Kbps | 0 Kbps
Kbps | u Kbps
Kbps

Kbps

Kbps

Kbps

olec|lelajelolale|=ale
=
2-1
W

0
i}
Kbps o Khps
[ o
1]
o

e Service/Broadcast
[nanasoH: 64~1000000K6uT/c
®PyHKumA: HacTpolika ynpaBaeHna CKOPOCTbIO 1A NaKeToB Ha NopTy. MaKeTbl, CKOPOCTb
KOTOPbIX BblLLE YKa3aHHOro 3Ha4YeHMA, OTOpacbiBatoTCA.
OnucaHue: CKopocTb Bxoasuwero Tpaduka ana nopta 100M BapbupyeTca oT 64 go
100000 Kéut/c.
CropocTb Bxogalero Tpadpuka ansa nopra 1000M sapbupyetcs ot 64 o 1000000 Kéut/c.
e OutRate
[nanasoH: 64~1000000K6uT/c
®PyHKUUA: OrpaHNUYEHME CKOPOCTU NAKeTOB, NePEChbIIaeMbIX MOPTOM.
OnucaHue. CKopocTb ucxogsauwero Tpadpuka ana nopta 100M Bapbupyetcs oT 64 Ao
100000 K6ut/c. CKopocTb Bxoaallero Tpaduka ans nopta 1000M BapbupyeTcs oT 64 a0
1000000 K6éut/c.

Ecnu 3Ha4eHUe ckopocmu ycmaHO8/€eHO Ha 0, yrnpassieHue CKopocmsoto Ha rnopmy OmkKsilo4eHo.

5.2. VLAN

OpHa NoKanbHaA ceTb MOXKET ObITb pasaesieHa Ha HECKO/IbKO JIOTMYECKMX BUPTYasIbHbIX
NokKanbHbix cetent (VLAN). YcTpolicTBO MOXKeT 06MeHMBATLCA AaHHBIMU TOJIbKO C YCTPOMCTBAMM
B ToM e VLAN. B pesynbTaTe WMPOKOBeLLaTebHbIE MaKeTbl orpaHuumsatotca VLAN, uTto
ontTummanpyet 6esonacHocTb LAN.

Pa3gen VLAN He orpaHuyeH ¢pmnsmnvecknum pacnonoxkeHnem. Kaxaaa VLAN paccmaTpumBaeTcs Kak
nornyeckasa cetb. Ecam xocty B ogHoi VLAN HeobxoaMMo OTNpaBUTb NaKeTbl AaHHbIX Ha XOCT B
apyroii VLAN, gonseH bbiTb 334eMCTBOBAH MapLUPyTU3aToOp UM YCTPOMCTBO YPOBHSA 3.

YTobbl ceTeBble YCTPOMCTBA MOTAM Pas3finyatb NakeTbl M3 pasHbix VLAN, B naketsbl
Heobxogumo fob6aBuTb nona gna ngeHtudurkaumm VLAN. B HacToswee Bpemsa Hambonee Yacto
NCNo/ib3yeMblM MPOTOKoAOM Ana naeHtudukaumm VLAN asnsetca IEEE802.1Q. B cneayouweit

Tabauue nokasaHa CTPyKTypa Kagpa 802.1Q.

VLAN 1 senaemcsa VLAN no ymoa4aHuto u He moxcem 6bims co30aHa u/uau yoaneHa spyyHyio.

5.3. Port-based VLAN
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Pasgen VLAN moxeT 6biTb nMbo Ha ocHoBe nopTa, Mbo Ha ocHoBe MAC-agpeca.
KommyTaTopbl 3TOM cepun nogaepxueatot pasgeneHme VLAN Ha ocHoBe nopToB. YneHbl VLAN
MOryT 6bITb OnpeAeneHbl Ha OCHOBe MOPTOB KomMmyTaTopa. Mocne pobasneHus nopta B
yKa3aHHyo VLAN nopt moxXeT nepecbiiaTb NakeTbl ¢ Terom gna VLAN.

e Port Type
MopTbl AeNATCA Ha ABa TMNA B 3aBMCMMOCTM OT TOFO, Kak OHM 0bpabaTbiBatoT Tern VLAN
npu nepecbliike NakeTos.
» Untag port: nakeTbl, nepecbinaembie NOPTom 6e3 Teros, He umetoT Teros VLAN.
MopTbl Untag O6blMHO WMCMOAL3YIOTCA ANA MOAKAOYEHUA K TepmMuHanam,
KoTopble He noaaeprkusatoT 802.1Q. Mo ymonyaHuio Bce NOopTbl KOMMYTATOPaA
ABNAOTCA NnopTamu 6e3 Teros 1 NnpuHagnexkat VLAN1.
» Tag port: Bce nakeTbl, NepecblnaemMbie NOPTOM Tera, cogepxat ter VLAN. MNopTbl
TeroB OObIYHO WMCNONB3YIOTCA ANA MOAK/IOYEHUA CeTeBbIX NepesatoLmx
YCTPOWCTB.
e PVID
Kaxkabii nopT umeet PVID. MNMpu nony4yeHUM HETETMPOBAHHOIO NakeTa NopT AobasnseT K
nakety Ter B cootseTcteum ¢ PVID. PVID nopta — 3T10 ngentudpuratop VLAN gns nopTta
Untag. No ymonyvanuto PVID Bcex noptos — 310 VLAN 1.

B cneaytoweit Tabnuue nokasaHo, Kak KomMyTatop o0b6pabaTtbiBaeT MONyYeHHble WU
nepecblaemble NaKeTbl B 3aBUCMMOCTU OT Tuna nopta u PVID.

O6paboTKa NosyyeHHbIX NAKETOB O6paboTka oTnpaBasembiX NaKeToB
Untagged packets Tagged packets Port Type Packet Processing
> Ecam naeHTMduKaTop
VLAN B nakete ecTb B Untag I'IepecnaTb naKeT nocne
crnucke pa3peLueHHbIX yAaneHuna Tera.
Lob6asnaiTte Term PVID K VLAN, npymuTe naker.
HernomeyeHHbIM > Ecam naeHTMdmKaTop
nakeTam VLAN B nakeTte oTcyTCcTBYET XpaHWTb Ter U nepecbinath
B CMMCKE paspelieHHbix | T1ag T
VLAN, naker '

OT6paCbIBaeTCﬂ .

HactpoiTte VLAN transparent transmission mode, Kak NOKa3aHOo Ha C/eAyHoLLEM PUCYHKE.

Ingress VLAM Filter : Honmesber .!-).fnp Sl Untagged Port VLAN List

Aid

e Ingress VLAN Filter
BapuaHTbl: Nonmember Drop/Nonmember Forward
Mo ymonyaHuto: Nonmember Drop
PYHKUMA: HACTPOUTL PEXMM Npo3pavHoi nepegaum VLAN.
OnucaHue. Pexum npo3payHOM nepefayvn yKasbiBaeT, NpoBepAeT /M KOMMYTaTop
BXo4dAlME MaKeTbl Ha nopT. Ecam BbibpaH BapmaHT Nonmember Drop, naket
oTbpacbiBaeTca, ecan Ter VLAN naketa otnmdaetca oT VLAN nopta. Ecam BbibpaHo
nepeagpecauuns 6e3 yyactus, naket npuHumaetca, korga ter VLAN nakeTta ngeHtTuyeH



cCT=3

PyKoBoACTBO Nonb3oBatens

Tery noboro Apyroro NOAKAOYEHHOrO MOPTA HAa KOMMYyTaTope; B MPOTUBHOM C/yyae
nakeT oTbpacbiBaeTca.

CosgaHue VLAN

Haxkmute <Add>, 4tobbl co3gatb VLAN, gasee Kak NoOKasaHO Ha C/leayroleM PUCYHKe,
BblbepuTe nopTbl Ana gobasneHus B VLAN 1 3agaiiTe napameTpbl NopTa.

Dizable w

S1FET| Tagged ~

e VLAN name
AnanasoH: 1731 cumeon
®dyHKUMA: YcTaHoBuTe uma VLAN.
e VLANID
OnanasoH: 274093
®dyHKumA: HacTpolika ngeHtndpuKkatopa VLAN.
OnucaHue: UgeHTudumkatop VLAN ncnonbsyetca ans pasnndenuns VLAN mexxagy coboit.
KommyTaTopbl 3TOM cepum nogaepxkmsatoT go 256 VLAN.
e VLAN Member
BapuaHTbl: tagged/untagged
®yHKuusA: BbibepuTe TN nopTa B VLAN.
e Priority
npuopwutet AuanasoH: 0~7
Mo ymonuanuio: 0
®yHKLMA: YCTaHOBMTE NPUOPUTET NOPTa No ymondaHuto. Npu gobasneHum tera 802.1Q
K HeTerMpoBaHHOMY MakeTy 3HavyeHue nona PRI aBaseTca npuopmuTeTHbIM.
e PVLAN
Onuuu: Enable/Disable
Mo ymonyaHutio: Disable
®dyHKUMA: yTObbI A0b6aBuTb nopT Tera B ceTb VLAN, HeobxogMmo BKAOYUTL WMAU
oTKkNtounTb PVLAN. MogpobHee o PVLAN cm. B cneaytowen rnase.

Mopm Untag moxcHo do6asums mosbKo 8 00Hy VLAN. Uoenmugukamop VLAN — amo
PVID nopma. 3Ha4yeHue o ymon4yaHuto — 1. [lopm meaa moxHoO 006asume 8 HECKO/IbKO
VLAN.

MpocmoTpute cnmucok VLAN, KaK NOKa3aHO Ha cneayloLlem pucyHKe.
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Ingress VLAN Filter Nonmember Drop v Untagged Port VLAN List

default—1

O vian--2
O van---100
O dan-—--200

e PVLAN List
Onumu: BbIBpaTh/OTMEHUTL BbIGOP
PyHKUMA: BKAOUYMTL MK OTKAOUMTL GyHKUMo PVLAN. MoapobHee cm. B cneaytoLlei
rnase

5.4. PVLAN

Private  VLAN (PVLAN) wucnonb3syeTr nABYyXypOBHEBble TEXHONOIMU U3ONAUUKN  ANS
peanusaumm  CNoXHOW GYHKUMKM  m3onaumMm  TpaduKa nopToB, obecrneyeHUs ceTeBOM
6€30MacHOCTM M U30NSLLUN LUIMPOKOBELLATEIbHOIO AOMEHa.

BepxHaa VLAN — 310 VLAN ¢ 06wumM [OMEHOM, B KOTOPOW MOPTbl SBAAKOTCA
BocxogAwmMmm noptamun. HuxHue VLAN ABAAOTCA M30AMPOBAHHbIMW AOMEHaMU, B KOTOPbIX
NopTbl ABAAIOTCA NOPTAMMU HUCXOAALLEN AMHUKM CBA3MU. MOPTbI HUCXOAALLEN IMHUU CBA3U MOFYT
OblTb  Ha3HayeHbl pPa3HbIM  AOMEHAM  M30AAUMW, U OHW  MOIYT OAHOBPEMEHHO
B3aMMOAENCTBOBATb C MOPTOM BOCXOAALLEN MMHUM CBA3SU. N30IMPOBAHHbIE AOMEHbI HE MOTYT
B3aMMOLENCTBOBATb APYr C APYIOM.

L . /@
v100 o
vlil

Kak nokasaHoO Ha npegblgylwem pucyHKe, obuwuini gomeH — 310 VLAN 100, a
n3oanposaHHble gomeHbl — 370 VLAN 10 n VLAN 30; ycTpoicTBa B M30/MPOBAHHbIX AOMEHAX
MOryT B3aMMOLENCTBOBATb C YCTPOMCTBOM B obwem gomeHe, Hanpumep, VLAN 10 moxet
B3anmogeincteosaTtb ¢ VLAN 100; VLAN 30 TaKkke mokeT B3aumogenctesoBaTb ¢ VLAN100, Ho
YCTPOICTBA B Pa3HbIX M30/MPOBAHHbIX AOMEHAX HE MOTYT B3aMMOAENCTBOBATb APYr C APYIOM,
Hanpumep, VLAN 10 He moxkeT BzaumogelicteoBaTb ¢ VLAN 30.

Kozda nopm meza c noddepxckoli PVLAN nepecwsinaem kaop, cooepxcauwuli mez VLAN, mee VLAN
b6ydem yoarneH.

BkntounTtb PVLAN Ha nopTy, MOXKHO, KaK MOKa3aHO Ha Caeayolem PUCyHKe.
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5.5.

[ Lt Name: [s1an

LanID . 300

| | Untagged

|| Tenable w0 |
Enable v |

Emable w |
Enable w |

Bbl moxeTe Bkatountb PVLAN Ha Tag prot 8 VLAN.

Ecnn VLAN aBnseTca obwmm AOMeHOM, NOPT BOCXOAALLEN NMHUKM cBA3U aBaseTca Untag
port, a NOpPT HUCXOAALLEN IMHUN CBA3K A0NKeH bbiTb Aob6aBneH K VLAN B KauecTtse Tag prot.
Ecnn VLAN aBnsetca M30/MPOBaHHbIM AOMEHOM, MOPT HUCXOAALLEN NMHUM CBA3M ABAAETCA
Untag port, a nopT BocxoasALLel TMHUU CBS3M A0/KeH bbiTb fobasneH B VLAN B KavecTse Tag
port.

Bbibop VLAN-uneHoB PVLAN, KaK NOKa3aHO Ha CAeayloLlem pUCyHKe.

default--1

e PVLAN List
Onuuu: BbIBPaTh/OTMEHUTL BbIBOP
Mo ymon4YaHUIO: OTMEHUTbL BbIGOP
®dyHKUMA: Bbibepute uneHos PVLAN.

3epKanupoBaHue noptos (Port Mirroring)

C dyHKUMEN 3epKa/IbHOrO OTOOPaXKEHMA NOPTOB KOMMYTATOP KOMMUPYET BCE MOJIyYEHHbIE
WNKn NepenaHHble Kaapbl AaHHbIX C OAHOTO NOpTa (3epKasibHoe 0TobpaXKeHUe UCXOL4HOro nNopTa)
Ha Qapyroii nopT (3epKanbHoe oTob6paxeHWe nopTa HasHadveHusa). [MopT HasHayeHus
3epKaMpoBaHUA MOAKAKYEH K aHanuMsatopy npoTokoaa wam moHmtopy RMON  ana
MOHUTOPWHTIA CETU, YNPABAEHNA U ANArHOCTUKM HEUCMPABHOCTEN.

KommyTatop nogaepuBaeT TONbLKO OAMH MOPT HaszHayeHWAa ANA 3epKAAMPOBAHMUA, HO
HECKO/IbKO NOPTOB-UCTOYHUKOB. HECKOIbKO MCXOAHbIX MOPTOB MOTYT HAaXoA4MTbCA NM6O B 04HOM
VLAN, nn6o B pasHbix VLAN. MMOpPT UCTOYHMKA M NOPT Ha3HAYEHUS 3€PKaSIMPOBAHUA MOTYT
HaxoauTbca B ogHoM 1 Toi e VLAN nam B pasHbix VLAN. McxogHbl NOPT M NOPT HasHa4YeHusn
He MOryT BbITb OAHUM U TEM e NOPTOM.

[Mopm UCMOYHUKGA UAU HA3HAYeHUA 3epKaauposaHusa He moxcem 6bime dobasneH e Trunk group,
8 mo s8pemMs Kak nopm, dobasseHHoll 6 Trunk group, He Moxcem bbimb ycmaHo8seH 8 Kayecmae
10pMa HA3HAYeHUA Uau UCMOYHUKA 3epKanupo8aHuUs.
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Mopm-ucmoYHUK uau fopm HA3HAYeHUS 3epKanbHo20 omobpaxceHus He moxem 6bimb
YCMaHoes1eH 8 Kayecmee pesepsHo20 rnopma (redundant port), 8 mo xce spems redundant port
He moxcem 6bimb ycmaHoBsAeH 8 Kayecmee nopma-uUcmoYHUKA Uau 1opma HA3HaYeHUs
3epKasnbHo20 0MobpaMeHus.

[na koHourypaumm Yyepes Web nHtepdeiic Heo6xoaMMO BbINOAHUTD:

BbibepuTe NOPT Ha3HAYEHUA 3ePKANMPOBAHMA, KaK MOKA3aHO Ha CAeAYIOLLEM PUCYHKeE.

e Mirroring Port
MapameTpsbl: Disable/nepekntounts nopt
Mo ymonyaHuto: Disable
®yHKLMA: BblbepuTe NOPT, KOTOpbl OyAeT MOPTOM Ha3HAYeHUA 3epKaJMPOBaHUA.
[onxeH 6bITb TONIBKO OAMH NOPT HAa3HAYEHWA 3epKannMpoBaHuA.

BblbepuTe NCXO4HbIE NOPTbI 3ePKANNPOBAHUA U PEXKMM 3EPKAINPOBAHUA, KaK NOKa3aHo
Ha cneaylolem PUCYHKe.
[ MmoredFon | Meds

Fsurer FRATL »

S1FE2

e Mode
Onumu: RX/TX/RX & TX
®PyHKUMA: BbIbEpUTe AaHHble ANA 3ePKaIbHOTo OTObpaXKeHmA
TX yKa3bIBaeT, YTO B UICXO4HOM MOPTY 3ePKANMPYIOTCA TONbKO nepeaasaemble NakeTbl.
RX yKa3sblBaeT, UTO B MCXOAHOM MOPTY 3€PKANMPYHOTCA TONbKO MOAYYEHHble MaKeTbl.
TX&RX yKasbiBaeT, YTO KaK nepedaHHble, Tak M MNOJIyYEHHble NaKeTbl 3epPKasbHO
OTPa*keHbl B UCXO4HOM MOPTY.

5.6. Port Trunk

Port trunk npegHasHayeH gna NPUBA3KKM rPynnbl GU3NYECKUX NOPTOB C OAMHAKOBOW
KOHUrypaumen K normyeckomy nopty. MopTbl-4neHbl B rpynmne marucTpasbHbIX KaHa/0B MOryT
He TO/NIbKO pacnpenenaTb HarpysKky, HO U CTaTb AMHAMMUYECKUMM pPe3epBOM Apyr ANnA gpyra Ans
MOBbIWEHMA HAAEXKHOCTU COeAMHEHUS.

Port trunk u cneaytowme KoHPUrypaumm NnopToB HE MOTYT UCMOJIb30BaTbCA BMECTE:

» Port redundancy: nopt, ao6asneHHbIi B trunk group, He MoKeT 6biTb HAaCTPOEH Kak
pe3epBHbIM NOPT, B TO BPEMS KaK pe3epBHbI NOPT He MOXKET bbiTb A0OaBAEH B rpynny
COeANHUTENbHbIX IMHWUA.
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» Port mirronring: NopT, Ao6asneHHbIN B trunk group, He MOXKeT 6bITb HACTPOEH Kak NopT
Ha3Ha4YeHMA UAM UCXOAHbIM MOPT 3ePKA/IbHOrO OTOGpPAXKEHWA, B TO BPEMA KaK MopT
Ha3HaYeHMUA NN UCXOAHbIV NOPT 3ePKaZIbHOIO OTOBPAXKEHUN HE MOXKET ObITb f0baBNEH
B trunk group.

» DHCP Snoping: MopT, aobasneHHbIN B trunk group, He MoXeT bbITb HacTpoeH Kak DHCP
Snooping Trust-Port, B To Bpems Kak DHCP Snooping Trust-Port He mokeT ObiTb
pobasneH B trunk group.

Kpome TOro, He peKomeHAyeTCcA BbINOAHATL C/ieAytolWme onepaLmm.

» Bknwouatb GMRP Ha trunk port.

» [o6asnatb GMRP-enabled port B trunk group.

» [ob6asnatb trunk port B cTaTyecKyto 3anumck unicast/multicast paccbinku.

» [lo6aBnATb NOPT B CTaTMUYECKYHO 3anucb unicast/multicast paccoinku B trunk group.

TueabumHsie nopmoel KOMMymamopoes amoli cepuu He noddepxcusarom port trunk.
Mopm moxcHo dobasume mosbKo 8 00HY trunk group.

[ns koHdurypuposaHnua Port trunk:
e [lobasutb Port Trunk
LlenkHuTte <Add>, ytobbl A,06aBUTL FrPYNNy COEANHUTENbHbIX IMHUIA, KaK MOKa3aHOo Ha

cneayloLLem PUCYHKe.
E

[ Temkust  MemberPor | Lock |
e CkoHourypupyite trunk group, Kak MoKasaHO Ha CleAyIOLLEM PUCYHKE.

1 |

51/FE4

Cancel
e TrunkID
OnanasoH: 1~14
®PyHKUMA: yCTaHOBKA naeHTUbMKATOpa rpynmnbl COEAUHUTENbHBIX IMHUN.
OnuncaHne. KommyTaTopbl cepun nogaepKmeatot 4o 14 rpynn coeANHUTENbHbIX TNHUIA.
Kaxaaa rpynna mMoxeT cogep:KaTtb Makcumym 4 nopra.
e [lpocmoTpuTe cnMcok trunk group, Kak NOKa3aHO Ha CaeayloWwem PUCYHKE.

trunk—1 S1FE2 S1FE3IS1FE4 [
wunk-2 | S1FES S1FES S1FET O |
=a

e Lock
3a610KNpYTE  MNOPTbi-y4acTHUKKM  rpynnbl  trunk group. [locne  yaaneHus
3a6/10KMpPOBaHHbIX MOPTOB-YY4aCTHUKOB M3 rpynnbl trunk group BKAUYUTL MNOPThI
BPY4YHYIO, 4TObbI pa3bn1oKMpPOBaTb NOPTHI.
Bbl MOXKeTe U3MEeHUTb AU YAanuTb trunk group, Kak NOKa3aHo Ha caeaytolwem PUCyHKe.
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. TunkGow  NemalGroup
SI/FE2 SI/FE1
51/FE3 S1/FE5
S1/FE4 _ S1/FE6
S1/FET
S1/FER
52/FE1
S2/FE2
52§F53
S52/FE4
S2/FES - |

Mocne M3MeHeHUA HACTPOEK YaeHa rpynnbl (4obaBneHUAa HOBOro NopTa B rpynny uau
yAaNeHna YieHa nopTa M3 rpynnbl) HaxmuTe <Apply>, uTobbl USMEHEHMA BCTYNUAU B
cuny. Ecnm Bbl HaskmeTe <Delete>, Bbl cMoXeTe yaanuTb rpynny.

5.7. MNpoBepKa KaHana (Link Check)

MpoBepKa KaHana UCno/ib3yeT Nepmoanyeckoe B3auMo4enCcTBME NPOTOKO/IbHbIX MaKeToB
A9 OUEHKWN MOAK/NIOYEHUS KaHana U OTOBpaKeHMA COCTOAHUA CBA3W MOPTOB C BK/AOYEHHbIM
NPOTOKO/JIOM pe3epBMpoBaHuA. B cnyyae HencnpaBHOCTH, Npobiema MoXKeT bbiTb 06HapyKeHa
W yCTpaHeHa BOBpems.

MopT, ANs KOTOPOro BK/OYEHa MNpPOBEpKa COCTOSHUA COeAMHEHWA, NepuoaMUYecKu
(kaxkayto 1 c) oTnpaBAseT NakeTbl 410 NPOBEPKMN COCTOAHUA COeaMHeHUA. ECan NopT He nonyyaeT
naKeT NPOBEPKM KaHaNa OT NapTHeEpPa B TeYeHWE BPeMeHU oXngaHusa npuema (5 c), aTo o3Hayaer,
YTO KaHan HeucnpaseH, ¥ NOPT OTOBParKaeT COCTOAHME OWMOKKM Npuema. Ecam nopT nonyyaet
nakeT NPOBEPKM KaHaia OT MapTHepa, M NaKeT NOoKa3blBaeT, YTO NAaKeT NPOBEePKM KaHana NoayyeH
OT JIOKa/IbHOTO B TEYEHME Mepuoaa oxuaaHus npuema (5 c¢), nopT oTobpaxkaeT HopmasibHOe
COCTOSIHME KaHana. Ecan nopT monydyaeT MakeT NPOBEPKM KaHana OT MapTHepa, HO nakeT
MOKa3blBaeT, YTO MaKeT MPOBEPKM KaHana He MoaydYeH OT NOKa/AbHOrO B TeYeHWe nepuoaa
oXugaHua npmema (5 c), nopT oTobparkaeT COCTOAHNE OLMOKM OTNPaABKMU.

MopT, A41A KOTOPOro OTK/OYEHa MPOBEPKa COCTOAHUA AMHWUK, paboTaeT B NMacCMBHOM
pexume. To ecTb OH He OTMPaBAAET NaKeT NPOBEPKM CBA3M B aKTUBHOM pexkume. O4HaKo nocie
noay4YyeHus NakeTa NPOBEPKM KaHaia OT yAa/IeHHOro y3/1a 3TOT NopT Hemed/1eHHO BO3BpaLLaeT
nakeT NPoBepKM KaHana, Ytobbl NPOMHGOPMMPOBATL YAANEHHbIN Y3€/1 O TOM, YTO OH MOAYUYUA
MaKeT NMPoBepPKM KaHana.

®yHKUuA delicmeumesibHA MOsbKO 0115 Pe3epP8HO20 opMa C 8KAOYEHHbIM POMOKOOM.
Koz0a Konbuesoli/pesepsHsbili nopm ISRP, konbuyesoli/pe3epsHsili nopm IS-Ring, nopm RSTP, 0na
KOmMopo20 BK/KOYEeHd MPOBEPKA KAHAAQ, HeucnpaseH (Hanpumep, HenpasusbHbll rnpuem,

HEeHOPMAbHASA OMIPABKA), pe3epaHsili MPomoKosa 3a670KUpyem amom nopm.

Onsa koHourypuposaHua Link Check, cnegyiite yKasaHMAM KaK Ha KapTUHKE HUMKeE.
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S1FET I-.'mblu - TNormal Link
siFEz | Ensble | Send F
1| Enable I
SIFE: | Disable v

d Fault

e Administration Status
Onuuu: Enable/Disable
Mo ymonyaHuio: Enable
OnucaHue: BKAOYNUTL/BbIKAOYMTL NPOBEPKY CBA3M Ha MNOPTY.

e Run Status
Onumun: Normal Link/Receive Fault/Disable/Send Fault
OnucaHue: eciM Ha KO/IbLEBOM MOPTY BK/OYEHA NPOBEPKA KaHana U NOpPT HOPMaNbHO
OTNpaBAAeT M NpUHUMaAET faHHble, oTobpaxkaetca Normal Link. Ecam napTHep He
nosiydaeT nakeTbl OOHapyKeHMUA OT YCTpPoicCTBa, oTobpaxkaetca Send Fault. Ecam
YCTPOWCTBO He NOoJly4aeT NakeTbl 0O6HapyKeHus OT mapTHepa, oTobparkaeTca Receive
Fault. Ecam Link Check He BKatoueH ana nopta, otobpakaetca Disable.

Ecnu napmHep He noddepxcusaem ¢yHKyuto Link Check, ¢yHKkyua OonxcHa 6bimoe
OMK/OYEHA HA MOOKAOYEHHOM MOpmMy f0KAsAbHO20 ycmpolicmea.

5.8. Static Multicast

Bbl MOXeTe HacTpouTb CTATUYECKYH Tabauuy MHOroaapecHbix agpecos. Bbl moxeTte
006aBMTb 3anucb B Tabauuy B popmate <multicast MAC address, VLAN ID, multicast member
port>. Tpu NOAYYEHUM MHOrOaZPECHbIX MNAKETOB KOMMYyTaTop WWeT B Tabauue
COOTBETCTBYIOLLMIA NMOPT-Y/IEH A8 NEePECHIIKA NAKETOB.

YCTpoicTBO NoagepkuneaeT 4o 256 MHOroagpecHbiX 3anucen.

BkntouunTe cTaTMUecKyto MHOroaapecHy Paccbl/iKy, Kak NOKa3aHo Ha C/iegylolem pUCyHKe.

IR - o

Disable +

e Multicast Filtrate Mode
BapwuaHTbl: transmit unknown/drop unknown
Mo ymonyaHuio: transmit unknown
DyYHKUMA: HACTPOMKa pexmma 0b6paboTKM HEeM3BECTHbIX MHOroaApecHbiX MNaKeToB.
OnucaHue: HeusBecTHble MHOroagpecHble NakeTbl — 3TO MNaKeTbl, KOTOpble He
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006aBAAOTCA BPY4YHYO M He u3yyatTca ¢ nomouwbto IGMP Snooping wam GMRP.
HeunssecTHaa nepegaya yKasbiBaeT Ha TO, YTO HEM3BECTHble MHOrOagpecHble MaKeTbl
LWMpPOKOBeLLaTeNbHO nepegatoTca B cooTBeTcTByoWwMx cetax VLAN; drop unknown
YKa3bIBaeT, YTO HEM3BECTHbIE MHOTrOaApeCcHbIe NaKeTbl OTOpackIBatoTCA.

e FDB Multicast Status
Onuuu: Enable/Disable
Mo ymonyaHuto: Disable
PYHKUMA: BKAKYUTD MAM  OTKAKOUUTb CTATMUECKYID MHOTOaAPECHYIO  PACCbUIKY.
CraTMyeckasa MHOroaZpecHas paccblika W oTcnexkmsaHve IGMP He moryT 6biTb
BK/IIOYEHbI OHOBPEMEHHO.

,ﬂ,06aBMTb CTAaTUYECKYIO MHOIroaapecHyto 3anncCb MOXHO, KaK MOKa3aHO Ha cnhegyrowem pucyHke.

Static FDB Multicast List Configuration
010101010101 |

1 [1-4093)

Port List

SI/FEl :
51/FE2 |s1/FES
S1/FE3 |31/FE6
|S1/FET
|s1/FES
|52/FE1
|S2/FE2
|52/FE3
|s2/FE4
| |s2/FEE ~|

e MAC
MNoptdonno: HHHHHHHHHHHH (H — wecTHaguaTepuyHoe Yncno.)
®dyHKUMA: HacTpolika rpynnoBoro ajapeca MHOroaZpecHoi paccbliku. Mnaagwnii 6ut
cTaplero 6aiiTa paseH 1.

e VLANID
Onuwnu: Bce cywectsytowme VLAN
®dyHKUMA: YcTaHaBnmBaeT naeHtudukatop VLAN gna 3anmcn. ToAbKo NOPTbI-y4aCTHUKK
VLAN moryT nepecblfiaTb MHOroaapecHble nakeTsbl.

e Member Port List
BbibepuTe nopTbi-Y4NeHbl A1 MHOroagpecHoro agpeca. Ecam xocTbl, NOAKAOYEHHbIE K
NopTy, AO/KHbI NOMY4aTb NAaKeTbl C MHOrOAAPECHOro aZpeca, Bbl MOXeTe HacTpOouUTb
NOPT KaK NOPT-y4aCTHUK MHOroaA4pecHoro agpeca.

MpocMoTp, M3MEHeHMe WAW yaaneHue CTaTUYeCKOM MHOroafApecHon 3anucu, Kak
NOKa3aHOo Ha cneaytoLLeM PUCYHKe.

Static FDB Multicast List

| ¢ 03-01-04-01-01-01 | 2 S‘I'F1S FE4
01-01-01-01-01-01 | 1 S1/FE1 S1FE2 S1FE3

CnnCOK CTaTUYEeCKUX MHOroaapecHbix agpecosB cogeput MAC-agpec, naeHTndukatop
VLAN 1 nopT y4acTHUKa. YTobbl yAanuTb 3annch, BbibepuTe 3anncb n Haxkmute <DELETE>. YTobbI
N3MEHWUTb 3anucb, BbibepuTe 3anmcb U Haxkmute <Modify>.
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5.9.

IGMP Snooping

Internet Group Management Protocol Snooping (IGMP Snooping) — 3To npoToKon
MHOroaApPecHOM pPaccbiIKM Ha KaHanbHOM ypoBHe. OH MCMO/b3yeTcA ANAA yrnpaBAeHuUA WU
KOHTPOAA Fpynn MHOroagpecHon paccbinkn. KommyTtaTopbl ¢ noggepkkoit IGMP Snooping
aHaNM3npyoT NonyvyeHHble nakeTtbl IGMP, ycTaHaBAMBaOT CONOCTABAEHUE MEXAY NOPTaMU U
MAC-agpecamm MHOrOaZpecHoOM pPacCbIKM W NepecblnalT MHOroafpecHble naKkeTbl B
COOTBETCTBUM C CONOCTAB/IEHNEM.

Querier: nepMoanYecKkm oTnpasaseT NakeTbl obwero 3anpoca IGMP ana 3anpoca cratyca
Y/IeHOB B rpyrnne MHOroaApecHoOM Pacchl/ikK, COXPaHaAa MHGOPMALLMIO O Fpynne MHOroaapecHom
paccbinkn. Koraa B ceTuM CywecTByeT HECKO/IbKO 3anpallvBaloLIUX, OHU aABTOMATUYECKMU
BbIOMPAOT TOT, Y KOTOPOro HaMmeHbliMi |IP-agpec, B KauyecTBe 3anpalumBatowero. Tonbko
BblOpaHHbIA 3aMpPOCYUK NEepPUoANYECKU OTNpasaAeT nakeTbl obuwero 3anpoca IGMP. Opyrue
3anpalmBsatoLLme TONbKO NOYYAtoT U NepecblaatoT NakeTbl 3anpocos IGMP.

MopT MaplipyTM3aTopa: nosiyd4aeT MakeTbl obuwero 3anpoca (Ha KommyTatope C
noaaepxKkon IGMP) ot 3anpalmusatouiero. Mocne nonyyeHus otyeta IGMP KommyTaTop
YCTaHaB/AMBAET MHOroagpecHyto 3anucb U fobaBaseT nopT, KOTopbl nony4daet otyeT IGMP, B
CMMUCOK MOPTOB-4NeHOB. Ecan nopT maplipyTMsaTopa CylecTByeT, OH TakXe gobasnaetca B
CMMCOK NOPTOB-Y/IEHOB. 3aTeM KOMMYTATOpP nepecblnaeTt otyeT IGMP apyrum ycTpoiicTBam yepes
MopT MapLipyTM3aTopa, YTobbl ApyrMe yCTPOMCTBa YCTAaHOBUIN Ty e 3anncb MHOroafpecHom
PacCbINKN.

IGMP Snooping ynpasaseT u NoaaepXMBAET Y€HOB rPynnbl MHOTOaApeCcHOM PacCbl/iKM
nytem obmeHa cBA3aHHbIMU NaKeTaMn MeXAy YCTPOMCTBaMM ¢ noaaepkkon IGMP.
CBA3aHHbIe NakeTbl cneayolme:

MakeT obLero 3anpoca: 3anpalnBatoWmMii Nepnoanyeckn oTnpasaaeT nakeTbl 0OLWEro
3anpoca (IP-agpec HasHauyeHus: 224.0.0.1), uTobbI nNOATBEPAWUTL, €CTb AU B rpynne
MHOroapecHOM paccbl/IKM NOPTbI-4/ieHbl. [locne nonyyeHmAa nakeTa 3anpoca YCTPOWMCTBO, He
ABNIAIOLLEECA 3aNPOCYMKOM, NePeChIIAaeT NaKeT Ha BCE NMOAKAKYEHHbIE K HEMY MOPTHI.

KOHKpeTHbI MaKeT 3anpoca: ec/iv YyCTPOMCTBO XO4YEeT BbIATU U3 rpynnbl MHOTroaApecHom
paccblKKM, OHO oOTnpaBaseT nakeT Bbixoga IGMP. T[ocne nonyvyeHnsa naketa leave
3anpallnBaloLLMA OTNPaABAAET onpeaesieHHbli nakeT 3anpoca (IP-agpec HasHaueHua: IP-aapec
rpynnbl MHOrO3APECHOM PACCbINKM), YTOObI NOATBEPAUTL, COAEPKUT N TPYNMa Apyrue nopTbl-
Y/iEeHbl.

MakeT oOT4YeTa O UY/EHCTBE: €C/IM YCTPOMCTBO XOYeT MOAYyYUTb AaHHble Tpynnbl
MHOroaApecHoOM pPacCblIKK, OHO HeMend/IeHHO OTnpaBaAeT naket oTyeta IGMP (IP-agpec
Ha3HayeHuA: IP-agpec rpynnbl MHOrOaZAPECHOM Pacchi/ikKK), YTOObl OTBETUTL Ha MaKeT 3anpoca
IGMP rpynnbl.

MaKeT BbIXOAA: €C/IM YCTPOMCTBO XOUET NOKUHYTb FPYNMNy MHOroaApPeCHOM PacCblKKU, OHO
OTNpaBUT NakeT Bbixoda IGMP (IP-agpec HaszHauyeHuA: 224.0.0.2).

Bkntoumtb IGMP Snooping MOXKHO, Kak NOKa3aHO Ha CAeayloLWem PUCYHKE.

] Enable ~

] Enable

] .Enable v
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e IGMP Snooping Status
Onuuu: Enable/Disable
Mo ymonyaHuio: Disable
PyHKLUMA: BKAOYUTD MAN OTKAKUNTE IGMP Snooping. IGMP Snooping 1 cTaTtudeckan
MHoroagpecHas paccblika/GMRP He moryT 6bITb BKOYEHbI O4HOBPEMEHHO.
e Auto Query Status
Onuuu: Enable/Disable
Mo ymonyaHuto: Disable
PYHKUMA: BKAOYUTD MAM  BbIKAOYUTL aABTOMATUYECKMIt 3anpoc pns  Bblbopa
3anpalumBaloLLero.
OnucaHue: OYHKUMIO ABTOMATUYECKOTO 3anpoca MOXKHO BK/OUYUTb, TONbKO eCcau
BKkAto4eHo IGMP Snooping.
e IGMP Cross Status
Onuuu: Enable/Disable
Mo ymonyaHuto: Disable
®PyHKUMA: ecnm 3Ta  YHKLMA BK/IOYEHA, NAKeTbl OTYETOB W  OTMYCKOB MOTyT
nepecbI1aTbCcA Yepes KobLeBble NopThbl IS.

MpocmoTp CrMCKa y4aCTHUKOB MHOTOAAPECHOM PACChINIKM, MOXKHO KaK MOKA3aHO Ha caeayoLem
pUCYHKe.

IGIMP Member List

01-00-5E-7F-FF-FA S1FE

01-00-5E-04-18-03 1 S1/FE1
01-00-5E-51-09-08 1 S1FE1

e IGMP Member List
Kombunauua: { MAC, VLAN ID, Member }
B Tabanue mHoroagpecHol paccbliikm FDB, AMHammyeckm noy4eHHoM ¢ nomoubio GMP
Snooping, naeHtTnomkatop VLAN asnsetca ngeHtupukatopom VLAN nopToB-4neHOB.

5.10. ACL (nuctbl goctyna)

KommyTaTopbl TekyLlel cepmumn GUAbTPYIOT NaKeTbl B COOTBETCTBMU C cornacoBaHHbim ACL.
Ka)kaas 3anncb COCTOMT U3 HECKO/IbKMX YCI0BMI B normyeckor cesasn W, 3anmcm ACL He 3aBucAaT
apyr ot gpyra. KommyTtatop cpaBHMBaeT naket c 3anucamm ACL B nopagke Bo3pacTtaHuA
naeHTMdUKaTopoB 3anuceit. Kak TonbKo coBnajeHWe HalAeHo, BbINOMHAETCA OelcTBue, U
AanbHellwee CpaBHEHME He NPOBOAMTCA, KaK NOKAa3aHOo Ha Cc/ieayowem PUCyHKe.
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Message Info

Deny/Redir Port/
Mirror Port/Forward

Deny/Redir Port/
Mirror Port/Forward

Deny/Redir Port/
Mirror Port/Forward

end

KoHourypmposaHue ACL npeacTaBaeHO HUKE:
e Jlo6aButb 3anucb ACL KaK NOKa3aHo HUKe

=

e YcraHoBuTe NapameTpbl A4 3anmcu ACL, Kak NOKa3aHo Ha caeayioLem pUCyHKe.

1

| 1 |11~1018)

Redir Port v
S1,/FE1 ~
Al

S1/FE1 S1FE2 S1/FE3 S1/FE4 SUFES S1FES
H =2 A B B A
S1/FET S1/FES S2FE1 S2FE2 S2FE3 S2/FE4
0 w» S 0 B O
S2/FE5 S2/FE6 S2FE7 S2FES SIFE1 SIFE2
My & [0 A B ©»
S3/FE3 S3/FE4 SIFES SIFES SIFET SIFES
O 0 O O b0 O
S4/GX1 S4/GK2 S4/GX3 S4/GH4
LI W I TR

020202020202 AC

FPEPEPEEFELE MASK

040404040404  MAC

FEEFEFFEEE00 MASK

192.168.0.202 |

266, 266, 266.0 | [MASK

192, 168.0.208 P

265.256.255.0 | MASK

Apply

e KommyTtaTop npegocrasndaet pag napametpos 3anncm ACL. Bam HyXKHO HaxaTb <Next>,
4yTO6bI 3aBEPLUNTD HACTPOIMKY BCEX MAPAaMETPOB, KaK MOKa3aHO Ha CNeayowmX PUCYHKAX.
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Configure ltem

TN T T

Group

MpuHyautTenbHaa KoHpurypaums: 1

Item

Onanason: 1~1018

®PyHKUMA: YcTaHOBUTE MAeHTUOMKATOp 3anucu ACL. Bbl moxeTe HacTpoutb go 1023
3anuceit ACL. Koraa HacTpoeHo HeckosibKo 3anucen ACL, OHM CpaBHUBAOTCA C NaKeTamm
B NopAAKe BO3pacTaHUA NAEHTUOUKATOPOB.

Action

BapwuaHTtbl: Deny/Redir Port/Mirror Port/Forward

Mo ymonyanHuio: Deny

®YHKLMA: HACTPOUTb AEWCTBME MO OTHOLLEHMIO K MAKeTy, COOTBETCTBYHOLLEMY 3anucu
ACL.

Deny: nakeTbl, COOTBETCTBYIOLME 3anncK, ByayT OTKNOHEHbI.

Redir Port: nakeTbl, cooTBeTCTBYIOWME 3anuncK, byayT nepeHanpaBfieHbl Ha YKa3aHHbIM
nopt. Bam HeobxoaMMO yKa3aTb NOPT B BbiNaAatoLwem CriMCKe.

Mirror Port: makeTbl, COOTBETCTBylOWME 3anucu, OyayT mepecbliaTbCA Kak Ha nopT
Ha3Ha4YeHuA, TaK U Ha NOPT, YKa3aHHbI B PACKPbIBaOLWEMCA CMUCKe.

Forward: nakeTbl, COOTBETCTBYOLWME 3anucK, byayT nepecblaaTbCa Ha MOPT Ha3HaYeHUA.
Control Port

BapuaHTbl: Bce/0ANH MM HECKOJIbKO MOPTOB

®yHKUMA: BbIBEpUTE NOPT, HA KOoTopbIn aencteyeT ACL.

Source MAC

MNoptdonno: {MAC, MASK}

®opmat: {HHHHHHHHHHHH, HHHHHHHHHHHH} (H — wWwecTHaguaTepuMyHoe 4uMcno.)
®yHKumsA: Hactpoiika ncxogHoro MAC-agpeca u mackm noacetu. Ecnm ncxoaHoln MAC-
aApec U Macka NoaceTy NakeTa COBMAAAt0T CO 3HAYEHUEM 3TOr0 NapameTpa, To yCnoBue
BbINOJIHEHO.

Destination MAC

MNoptdonno: {MAC, MASK}

dopmat: {HHHHHHHHHHHH, HHHHHHHHHHHH} (H — wWwecTHaguaTepuMyHoe 4uMcno.)
®dyHKuma: Hactpoiika MAC-agpeca HasHayeHus M macku noacetn. Ecam MAC-agpec
nosy4atena U Macka noAceTy naketa COBMAZAIOT CO 3HAYEHMEM 3TOrO MapameTpa, To
ycnoBue BbIMOJIHEHO.

Source IP

Noptdonuno: {IP, MASK}

dopmar: {A.B.C.D, A.B.C.D}

PyHKumA: Hactpoiika ncxogHoro IP-agpeca 1 macku nogcetu. Ecnm ncxogHbiii IP-agpec
M Macka MoaceTu MaKkeTa COBMAZAOT CO 3HAYeHMeM 3TOro napameTpa, TO yc/ioBue
BbINOJIHEHO.

Destination IP
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MNoptdonuno: {IP, MASK}

dopmar: {A.B.C.D, A.B.C.D}

®dyHKuMA: HacTpoiKka IP-agpeca HasHayeHMA M Mmacku noacetu. Ecam IP-agpec
nony4vyaTensa M Macka NnoACceTU nakeTa COBMAAAlOT CO 3HAaYEeHMeMmM 3TOro napameTpa, TO
YyCNoBWe BbINONHEHO.

Ethernet Type

Onana3soH: 1537~65535

®yHKumA: Hactpoitka Tuna Ethernet. Ecnm none tuna Ethernet naketa cosnagaet co
3Ha4yeHWeMm 3TOro napameTpa, TO YCA0BME BbIMOJHEHO.

TOS/DSCP

OnanasoH: 0~255

®dyHKumA: HacTtpolika Tmna cay»kbbl. ECin cooTBeTCTBYIOLWEE NOe NaKkeTa COBMNagaeT co
3Ha4yeHWeMm 3TOro napameTpa, TO YC0BME BbINOJHEHO.

IP Protocol

AnanasoH: 0~255

®dyHKumA: HacTponKka 3HavyeHuAa npoToKona IP. Ecnu cooTBeTcTBylOWEee MoJsie nakeTta
COBMajaeT co 3Ha4YeHneMm 3TOro napameTpa, TO YC0BME BbIMOJHEHO.

IPTTL

OnanasoH: 0~3

®yHKumA: Hactporika nona TTL. Ecam yctaHoBneHo 3HaYeHue 0, TTL cooTBETCTBYHOLLEFO
naKkeTa o0/KeH b6biTb paBeH 0; ecnn ycTaHoOBAEHO 3HayveHWe 1, TTL cOOTBETCTBYHOLLENO
nakeTta Ao/KeH bbITb paBeH 1; ecan ycTaHOBAEHO 3HayYeHue 2, TTL cOOTBETCTBYIOLLETO
nakeTa HaxoauTcA B AMana3oHe OT 2 Ao 254; ecnun yCTaHOBAEHO 3HavyeHue 3, 3HayeHue
TTL cooTBeTCTBYIOLLErO NakeTa AONKHO 6bITb paBHO 255. Ecn cooTBeTCTBYIOLLEE MONe
nakeTa COOTBETCTBYET 3TUM NMpaBuaam, TO yC0BME BbINMOJHEHO.

Max ICMP

Onanason: 071023

®PyHKumA: Hactpoika makcumanobHoro 3HaveHua ICMP. 3HayeHue yKasbiBaeT OAMHY
AaHHbIX nakeToB ICMP. Ecan annHa aaHHbIX naketa ICMP 6onblie 3Ha4yeHus, To ycioBue
BbINOJIHEHO.

TCP Flag

OnanasoH: 0763

®dyHKuMA: Hactpoika ¢nara TCP. Ecan cooTBETCTBYlOLLEE MOJIe NMaKeTa COBMaAaeT co
3Ha4yeHWeM 3TOro NapameTpa, TO YCI0BME BbIMOJHEHO.

ICMP Type Code

OnanasoH: 0~¥65535

dyHKuMa: HacTpoiika Koga Tnuna ICMP. Ecnm cooTBeTcTBYylOWEE NOJIE NaKeTa coBnagaeT
CO 3HaYeHMeMm 3TOro napameTpa, TO YC/I0BUE BbINOJHEHO.

Vlan ID

OnanasoH: 174093

®dyHKuMA: HacTpoika naeHtndukatopa VLAN. Ecam cooTBeTcTBYyHOLWEEe MoJie NakeTta
coBnajaeT Co 3HaYeHMem 3TOro NnapameTpa, TO YCA0BUE BbINOJIHEHO.

Vlan ID Range (0~3)

Moptdonno: {X~Y} (X nY (X<Y) HaxoaaTca B guanasoHe oT 1 4o 4093. X n Y o603HavatoT
HUXKHUIA M BEpXHUI Npeaenbl naeHTudmKaTopos Vlan cooTBeTCTBEHHO.)

dyHKumA: Hactpolika awnanasoHa uaeHtTudukatopos VLAN gns naketos. Ycsiosue
BbinonHAaeTca, Koraa VLAN ID nakeTa HaxogmMTcA B YKa3saHHOM gManasoHe.

Source L4 Port

OnanasoH: 1765535
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®dyHKUMA: HacTpoika HoMepa nopTa UCTOYHWUKA A5 NAKeTOB NPOTOKO/1a YpoBHS 4. Ecau
COOTBETCTBYHOLLEE MOJIe NaKeTa COBNagaeT Co 3HAa4YEHMEM, TO YC/IOBUE BbIMOJIHEHO.

Src Port Range (0~3)

Moptdonmo: {X~Y} (X nY (X<Y) HaxoaaTcsa B gManasoHe oT 1 4o 65535. X n Y o603HavatoT
HUKHWUI U BEPXHWUI Npeaesibl HOMEPOB UCXOAHbIX MOPTOB YPOBHS 4 COOTBETCTBEHHO.)
®YHKLMA: HACTPOIKa AMana3soHa HOMEePOB NOPTOB HAa3HAYEHUA AN NAaKETOB NPOTOKO/1A
ypoBHA 4. Ecnn cooTBeTCTBylOWEE MOME NAKeTa HaxoAWUTCA B Npepenax YKasaHHoro
AManasoHa, TO YCN0BME BbINOHEHO.

L2 Format

BapuaHTbl: None/L2_Others/Ethernet_II/IEEE_802_2 SNAP

Mo ymonyaHuio: None

®dyHKUMA: HacTpolka dopmaTta Kagpa Ethernet yposHa 2. None yKasbiBaeT, YTo 3TO
npasuno He ncnonbsyetca; L2_Others ykasbiBaeT Ha BCe ocTajsbHble popmaTbl Kagpos
Ethernet, kpome Ethernet Il n IEEE_802 2 SNAP. Korga ¢opmat Kagpa Ethernet naketa
cornacyertca € yKa3aHHbIM 3HaYeHUeM, yC/I0BME BbINOJIHAETCA.

L3 Format

BapuaHTbl: None/L3_Others/IPV4_without_frag/IPV6_without_exten

Mo ymonyanuio: None

PyHKUMA: HACTPOMKA MHTEPHET-NPOTOKOA YPOBHA 3. None yKasbIBaeT, YTO 3TO NPaBuUaO
He ucnonb3yetcs; L3_Others ykasbiBaeT BCce MHTEPHET-MPOTOKO/bI YPOBHA 3, Kpome
IPV4_without_frag n IPV6_without_exten. Koraa MHTepHeET-NPOTOKON YPOBHA 3 NaKeTa
COOTBETCTBYET YKa3aHHOMY 3Ha4YeHWI0, YC/IOBUE BbIMOJIHAETCA.

L4 Format

Onuuun: None/L4_Others/TCP/UDP/ (ICMP/IGMP)

Mo ymonyanuio: None

®yHKLMA: HacTpoiKa TMna npoTokona ypoBHaA 4. None yKasblBaeT, YTO 3TO NPaBU/IO He
ncnonbsyetcs; L4_Others yKasbiBaeT Bce npoTokonbl, Kpome TCP, UDP, ICMP n IGMP.
Korga Tvn npoToKosa ypoBHSA 4 NakeTa COOTBETCTBYET YKa3aHHOMY 3HAYEHMUIO, YC10BUE
BbINOJIHAETCA.

Same IP

Onuwuu: Disable/False/True

Mo ymonyaHuto: Disable

®dyHKuma: MpoBepuTb, coBMagaeT M UCxoAHbi |IP-agpec naketa c IP-agpecom
nosay4yartens.

Disable yka3sbiBaeT, YTo NpaBU/IO HE NUCMO/b3YETCA.

False yka3sbiBaeT, 4To ycnoBme BbINOJHEHO, ecnu IP-aapec CTOYHMKA NaKkeTa OT/InYaeTca
ot IP-agpeca nony4yatens.

True yKa3blBaeT, YTO yCA0BME BbINOAHEHO, ecn IP-agpec MCTOYHMKA NakeTa MAEHTUYEH
IP-agpecy nony4yarens.

Same L4 Port

Onuwuu: Disable/False/True

Mo ymonyaHuto: Disable

®PyHKumA: MpoBepuTb, COBNAZAET N UCXOAHbLIN HOMep nopTa 4-ro ypoBHA MaKkeTa C
HOMEpPOM L,efIeBOro NopTa 4-ro ypoBHS NaKeTa.

Disable yka3biBaeT, 4To NpaBMIO He UCNO/b3yeTCA.

False ykasblBaeT Ha TO, YTO YCNOBWE BbINOJHEHO, ECIU UCXOAHbIA HOMepP nopTa 4-ro
YPOBHSA MaKeTa OT/IMYAEeTCA OT ero LLeNeBoro Homepa nopTa 4-ro ypoBHs.

True yKa3sblBaeT Ha TO, YTO YC/IOBME BbINOJSIHEHO, €CNIM UCXO4HbI HOMep nopTta 4-ro
YPOBHA MaKeTa MAeHTUYEH HOMEPY LeNeBOro nopTa 4-ro ypoBHs.

TCP Sequence Zero
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Onuwuu: Disable/False/True

Mo ymonyaHuto: Disable

PyHKuMA: Mposeputb, pasHo n nose TCP Sequence naketa 0.

Disable yka3biBaeT, YTO NpaBUIO HE NCMO/b3YEeTCA.

False ykasbiBaeT, 4To ycnoBume BbiNnosiHEHO, ecau nosie TCP Sequence nakeTa He paBHo 0.
True yKa3bIBaeT, YTO yC/0BUE BbINOAHEHO, ecnun nosie TCP Sequence nakeTta pasHo 0.
User-Defined Field (0~2)

Moptdonuno: { Value, Base Addr, Offset }

[dwnanasoH nan napameTpbl:

3HaueHune: 1~65535

basosbiit agpec: End of Tag (Default)/End of EthType/End of IP Header

CmeuweHue: 0~80, war 2

DyHKUMA: onpeaennTb none Kak ycnosme ACL. 3HaueHMe yKa3biBaeT 3Ha4YeHNe, KOTopoe
HeobxoaMMO conocTaBuTb; Base Addr ykasbiBaeT KOHTPO/IbHYIO TOYKY nakeTa; End of Tag
YKa3blBaeT, YTO KOHel, MosA Tera ABASETCS KOHTPo/bHOM Toukoi; End of EthType
yKa3blBaeT, YTo KoHew, nons EthType aBnsetca KOHTpPonbHOM Toukol; End of IP Header
YKa3bIBaeT, YTO KOHel, NosiA 3aro/noBKa IP ABAAeTCA KOHTPONbHOM TouKoW; CmelLeHue
YKa3bIBaeT CMeLLeHWe 3HaYEHMA NO CPABHEHMIO C KOHTPOJIbHOM TOYKOW. Ecan cmeleHmne
nakeTa no cpaBHeHUIo ¢ 6a30BbIM aapecom paBHo Value, To ycnoBue BbINOAHEHO.
MpocmoTp ACL MOXKHO KaK MOKa3aHO HUXKe

IP&CL-1 |
IPACL-3
IPACL-T0

|

WenkHute 3anucb ACL Ha npeaplaylem pucyHKe. 3atem nsmeHuTe Uan yaanute 3anucb
ACL, KaK NOKa3aHOo Ha cneaytolem PUCyHKe.

| (1-1020)

Redir port ~
51/FE1 »
Al [

S1/FE1 SVFE2 S1/FE3 S1FE4 SIUFES SUFES
] = ] O O O
S1FE? S1\FE& S2FE1 S2FE2 S2TFEl S2FE4
0 O O | | 0 0
S2(FES SAFE6 (SZFET S2TEG S3IFEY1 SIFE2
a 0 a | 0 0
S53FE3 S3FE4 S53IFES SIFEE SIFET SIFES
O 0 08 (=] B 0
S4GX1 S4G2 SHGKI SAGHM
0 0 0 O
ONBNNZ A
FFFFFFFFFFFF MASK

FFFFFFFFFFOD. | MASK

[ 182.188.0.202 P

| 266.256.256.0 | pasK
192, 188, 0, 208 -Tp
266, 266.266.0 | MASK

Haxkmute <Apply>, 4yTo6bl U3MEHEHMA BCTYNUAN B CUAY NOC/E BHECEHUA U3MEHEHUN.
HaxkmuTe <Delete>, utobbl yaanutb 3anuncb ACL.
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5.11. ARP

Address Resolution Protocol (ARP) paspelwaet conoctaBneHue mexagy IP-agpecamu u
MAC-agpecamm c NOMOLLBIO MeXaHM3Ma 3anpoca M OTBeTa agpeca. KommyTaTtop MOXKET y3HaTb
conocrtaBneHue mexay IP-agpecammn n MAC-agpecamu Apyrmx XoCTOB B TOM e CermeHTe CeTu.
OH TaKKe noaaepkuBaeT ctatnveckme 3anncm ARP ona onpegeneHna cootTseTcTeuA mexay IP-
agpecamm n MAC-agpecamun. [OuHamuyeckne 3anucu ARP nepuoguyecku ycTapesator,
obecneymBan COrNacoBaHHOCTb Mexay 3anucamu ARP 1 daKkTUYECKMMU NPUAOKEHUAMM.
KommyTtaTopbl cepnn obecneynBatoT He TONbKO GYHKLMIO KOMMYTaLLMMU YPOBHS 2, HO U QYHKLMIO
ARP gns paspelwweHun IP-aapecoB Apyrnx XOCTOB B TOM e CETEeBOM CermeHTe, obecneuymBas
cBAa3b mexay NMS v ynpasaaembiMmm XOCTamu.

3anucn ARP penatca Ha AuHamuyeckme W ctatuyeckue. [MHamuyeckue 3anucu
reHepupytoTca U noanepXmBaloTca Ha ocHoBe obmeHa naketamm ARP. Cpok pgeicrsua
ONHAMUYECKMX 3aMnCeil MOXKET UCTeYb, OHU MOTYT BbiTb 0B6HOB/IEHbI HOBbIM NakeTom ARP mau
nepesanucaHbl cTaTuyeckoh 3anucbto ARP. CraTuueckmMe 3anucuM  HacTpavBalTCA U
noafepKmMBatoTcs BpydHyto. OHM He MMET CPOoKa [AeWCTBMA W He nepesanuncbiBaloTCA
ANHamnyeckumn 3anmcamm ARP. KommyTtatop nogaeprkmsaeT o 512 sanuceit ARP (makcumym
256 crtatuyeckux). Koraa KonudyectBo 3anuceirr ARP npesbiwaer 512, HoBble 3anucu
aBTOMaTMYECKMN nepe3anmcbiBatoT CTapble AMHAMUYECKMe 3anncK.

HacTtpoika ARP aging time nokasaHa Ha cieaytowem pucyHke.

ARP Aging Time

(10-B0min]

e ARP Aging Time
AnanasoH: 10760 MmUHYT
Mo ymonyanumio: 20 MUHYT
®dyHKumA: HacTpolika BpemeHu yctapeBaHuaA ARP.
OnucaHue. Bpems yctapeBaHus ARP — 3To Bpems C MOMeHTa [pfobasBneHus
AWHammyeckom 3anucu ARP B Tabanuy A0 MOMEHTA yaaneHusa 3anmcu M3 Tabanubl.

,ﬂ,06aBMTb cTaTnyeckyto 3anncb ARP MOXKHO KaK MOKa3aHOo Ha cieayowem pUcyHKe.

ARP address
192, 168. 0. 41

" (020000000223

Apply

e ARP address
Noptdonno: {IP-agpec, MAC-agpec}
®opmar: {A.B.C.D, HHHHHHHHHHHH} (H — wecTHaauaTepnyHoe Yncno).
®PyHKUMA: HAaCTPOMKa cTaTndeckon 3anmcu ARP.
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IP-ad0pec cmamuyeckol 3anucu ARP 0onxceH Haxo0umbsCs 8 MOM e ceameHme cemu, Ymo u IP-
adpec KoMMymamopa.

Ecnu IP-adpec cmamuyeckol 3anucu Aeasemcs IP-adpecom Kommymamopa, cucmema
asmomamuyecku conocmasasem IP-adpec c MAC-adpecom Kommymamopa.

MpocmoTpeTb Man yaaamuTe ARP 3anvcb MOYKHO KaK MOKa3aHO Ha pPUCYHKe.

ARP address

[

e ARP address
Moptdonuno: {IP address, MAC address, Flags}
®PyHKUMA: oTobparkeHMe 3anuceit ARP, BKAtoYas cTaTUyeckue n gMHaMUYecKkme 3anuciu.
Onepauua: BblibepuTe cTaTMYecKyto 3anucb B ctonbue «Homep». Haxkmute <Delete>,
4yTOb6bI YAANUTD 3aNKUCh.

5.12. SNMP

Simple Network Management Protocol (SNMP) aTo cTpyKTypa, ucnonb3ytowasa TCP/IP ans
ynpaBfieHMa ceTeBbiMM ycTpoicTBamu. C nomolbio ¢yHKUuM SNMP agMUHUCTPaTOp MOMKeT
3anpawmeaTtb MHGOPMaLMo 06 YyCTPOMCTBE, U3MEHATb HACTPOMKM NAPaMeTpPOoB, OTC/EXKMBATD
COCTOSAIHWE YCTPOMCTBA U OOHAPYKMBATb COOM B CETHU.

SNMP npuHMMaET pesknm CTaHLUumM ynpasneHua/areHta. Takum obpaszom, SNMP Bk/tovaeT B

cebs aBa TMna ceTeBbix 31emeHToB: NMS u areHT.

» CraHuma ynpaeneHus cetbto (NMS) — 3To cTaHUuMA, Ha KOTOPOI paboTaeT NPOrpammHbIi
K/IMEHT ynpaBaeHua ceTbto ¢ nogaep*kkot SNMP. 3To agpo ans ceteBoro ynpasiaeHus
ceTbto SNMP.

» AreHT — 3TO MpPOUECC B YMNpaBAfeMbIX CeTeBblXx YycTpoicTBax. OH nosayyaetr w
obpabaTtbiBaeT nakeTbl 3anpocoB oT NMS. Koraa BO3HMKaeT TpeBora, areHT
3abnaroBpemeHHo coobwaet 06 sTom B NMS.

NMS saBnsetca meHegxepom cetu SNMP, a areHT — ynpaBnsaembiM YCTPOMCTBOM CETU
SNMP. NMS u areHTbl 06MeHMBalOTCA NakeTamu ynpasneHua Yyepes SNMP. SNMP Bkatoyaet B
ceba cnepytolime OCHOBHbIE ONepauum:

Get-Request
Get-Response
Get-Next-Request
Set-Request

» Trap

VV VY

NMS otnpasnser naketbl Get-Request, Get-Next-Request u Set-Request areHtam pgna
3aMpoca, HACTPOMKN U ynpaBaeHUs nepemeHHbiMW. [locne nonyyYyeHUs 3TUX 3anpoOCOB areHTbl
oTBeYaloT Nnaketamum Get-Response. Korga BOSHMKAET TpeBOra, areHT ynpexKaatoLle coobuiaet 0o
atom B NMS ¢ nomoLbio cOObLLEHUA-TOBYLLKN.

KommyTatopbl 3aToit cepum nopgaep:kusator SNMPv2. SNMPv2 coemectum ¢ SNMPv1.
SNMPv1 ncnonbsyetr community gnsa ayteHTMdMKaummn. Mmsa community gencTeyeT Kak naposb,
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orpaHuymeaa goctyn NMS K areHTam. Ecam KommyTaTop He NOATBEpPXKAAeT MMA coobLuecTsa,
nepeHocumoe B nakete SNMP, nakeT otbpacbiBaeTcs.

SNMPv2 Tak)Ke wucnonb3yetT mma coobuiectBa Ans ayTeHTUdMKauum. OH COBMECTUM C
SNMPv1 u pacwupset ¢pyHKkumMmM SNMPv1. YTobbl obecneunTs cBsasb mexay NMS u areHTom, mx
Bepcum SNMP fomkHbl coBnagaTth. Ha areHTe MOXHO HacTpouTb pasHble Bepcumn SNMP, 4Tobbl
OH MOT MCNOJIb30BaTb pPa3Hble BepCcuM ANA CBA3N € pa3HbiMu NMS.

Noboit  ynpasnsembli pecypc HasbliBaeTcA YynpaBasemMbiM ob6bekTom. Management
Information Base (MIB) xpaHuT ynpaBasemble 06beKTbl. OH onpeaensetr uepapxuyeckue
OTHOLUEHMSA yNpaBaseMblX OOBbEKTOB U aTPUOYTOB 06BEKTOB, TaKUX Kak MMEHA, pa3peLleHmns Ha
JOCTYMN W TUMbI AaHHbIX. Y Kaxaoro areHta ectb ceoa MIB. NMS moskeT untatb/3anuncbisate MIB
Ha OCHOBe pa3peleHnin. Ha cnepytowem pncyHKe nokasaHbl OTHoweHuA mexay NMS, areHTom u
MIB.

Get/Set requests MIB
»

S—

Get responses and Tra
NMS i Agent

MIB onpegenset ApeBOBUAHYIO CTPYKTYpY. Y34bl gepeBa ABAAKOTCA ynpaBaaemMbiMu
obbekTamu. Kaxablit y3en MMeeT yHUKanbHbIi naeHTudukaTop obbekTa (OID), yKasbiBatowmia
pacnonoxeHue ysnia B cTpyktype MIB. Kak nokasaHo Ha cnegytowem pucyHke, OID obbekTa A
paseH 1.2.1.1.

Bkntountb SNMP MOKHO, KaK MOKa3aHO Ha PUCYHKe.

DS e

e SNMP Status
Onuuu: Enable/Disable
Mo ymonyaHuio: Enable
®yHKUMKU: BKAoYeHne nnu sbikatoyeHne SNMP

HacTpolika npaBa 4oCTyna NokasaHa Ha C/leAyloLEeM PUCYHKeE.

_?ubl:l.c |3-18)
private (3-15]
161 |(1-65535)

e Read-Only Community
Onana3oH: 3~16 cumsoi0B
Mo ymonyaHwuto: private
®yHKUMA: HacTpoiika MMeHn coobLLecTBa TO/IbKO A1a YTeHus / 3anmcu.
OnucaHue: UHdopmauma MIB KommyTaTopa MOXKeT OblTb MpPoYMTaHa TONBKO B TOM
cnydae, ecam community, nepeHocumoe naketom SNMP, coBnagaer ¢ vmeHem,
HACTPOEHHbIM Ha KOMMYTaTOpE.
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e Request Port
Onana3soH: 1~65535
Mo ymonyaHuio: 161
dyHKUMA: HacTpolika Homepa nopTa ana npnema SNMP-3anpocos.

YcTaHOBKa napameTpos trap NoKasaHa Ha cieayowem pUCyHKe.

Trap Settings

19?.7165,0.2,3 (kP Addr)

(FP Addr)
(P Addry
(1P Addr)

(1P Addr)

e Trap on-off
Onuuu: Enable/Disable
Mo ymonyaHuio: Enable
DYHKLUMA: BKAOUYNTb UM BbIKAOYMUTL OTMPABKY /IOBYLLEK.
e Trap PortID
Onuymu: 1~65535
Mo ymonyanuio: 162
dyHKUMA: HacTpolika Homepa nopTa A4 OTNPaBKM COOBLLEHMUA-NOBYLLEK.
e Server IP Address
dopmat: A.B.C.D.
OyHKumMA: HacTpoiika agpeca cepBepa Aasa MNOJAyYeHUA coobLieHuii-nosylek. Bbl
MOKeTe HacTPOUTb MaKCMMYM MATb CEPBEPOB.

MpocmoTp IP-agpeca cepBepa ynpaBaeHMsA NOKa3aHO Ha Cneaylowem PUCyHKe.

Management Station

(1P Addr}

(IP Addr)

(IP Addr)

IP-agpec cepBepa ynpaBieHMA He HYXXHO HacTpauMBaTb BPy4YHyto. KommyTaTop aBTOMaTUYeCKU
oTobparkaeT ero, Tonbko ecin NMS paboTaeT Ha cepBepe M CUMTbIBAET WM 3anMCbiBaeT
MHbopmauuio 0b y3ne MIB ycTpoincTaa.

5.13.  ST-Ring

ST-Ring n ST-Ring+ — 3To nponpueTapHble NPOTOKOAbI pe3epBupoBaHmMa OO0 "CT33".
Bpems BoccTaHOB/IeHUs ceTn B TedeHue 20 - 50 mc npwu cboe KaHana, obecneymBas cTabuabHyto
N HagexHyto ceasb. Konbua ST gensatcs Ha ABa TMna: Ha ocHoBe nopToB (ST-Ring-Port) u Ha
ocHoBe VLAN (ST-Ring-VLAN).

» ST-Ring-Port: ykasbiBaeT NOpT 414 NEPECbINKM AU 6NOKMPOBKM NaKeToB.

» ST-Ring-VLAN: ykasbiBaeT nopT 4aa NepecbiikM  WaM  B6J0KMPOBKM NAKeTOB

onpeaeneHHol VLAN. 3To no3BonseT Ucnoab3oBaTb Heckonbko VLAN Ha KacatenbHOM
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nopTy, TO eCTb OAMH NOPT ABAAETCA YaCTbi0 Pa3HbIX PE3EPBHbIX KOJEL, OCHOBAHHbIX Ha
pasHbix VLAN.

ST-Ring-Port n ST-Ring-VLAN He MOryT Mcnoab30BaTbCA O4HOBPEMEHHO.

5.13.1.

5.13.2.

KoHuent

Mactep: Y ogHOro Kosbua eCTb TONbKO OAMH macTep. Mactep oTnpasnfeT nakeTbl
npoTtokona ST-Ring n onpepenseTr coctoAHMe Konbua. Koraa KoAbLO 3aKpbITo, ABa
KONbLIEBbIX MOPTa Ha BeAyLleM YCTPOMUCTBE HAXOAATCA B COCTOAHUW MEPECHUIKN U
6/10KMPOBKM COOTBETCTBEHHO.

MepBUYHbLIA NOPT: YKa3blBAET KOMbLLEBOW MOPT (HA BeAyLeM YCTPOWUCTBE), COCTOAHME
KOTOPOro HacTpOeHO KaK NpUHyAUTeNbHaa nepeajpecauma nonb3osBaTenem, Korga
KOJIbLLO 3aKpPbITO.

Begombin: KonbLo MOXKeT BKAOYATb B Ce6A HECKO/NbKO BEAOMbIX YCTPOMCTB.
MoaYnHEHHbIe YCTPOMCTBA NPOCAYLWMBALOT M NepechINatoT NakeTbl NpoTokona ST-Ring u
coobuwatoT Hdopmaumio 06 owmnbKax BeayLeMy YCTPOCTBY.

Pe3zepsHbIli nopT: MoOpT 414 CBA3MN MeXKAY KoNbLamMm IS Ha3biBaeTcA pe3epBHbIM NOPTOM.
OCHOBHOW pe3epBHbIA NOPT: €C/IM KOJIbLO MMeEeT HEeCKONIbKO pe3epBHbIX MOPTOB,
pe3epBHbIM NopT ¢ 6oabwmnm MAC-agpecom ABAAETCA OCHOBHbIM Pe3epBHbIM MOPTOM.
OH HaxoauTcA B COCTOAHUM MepecbIKN.

MoAYMHEHHbIM pe3epBHbIN NOPT: eC/IN B KOJIbLLE MMEETCA HECKO/IbKO pPe3epBHbIX MOPTOB,
BCe pe3epBHble NOPTbl, KDOME OCHOBHOIO pe3epBHOro NopTa, ABAAKTCA NOAYNHEHHBIMMU
pe3epBHbIMM NopTamMn. OHM HAXOAATCA B COCTOSHUMN BIOKMPOBKM.

CocToAHWe nepecbIIKN: eCnv NOPT HAXOAMUTCA B COCTOAHUN NepPeCbIIKU, MOPT MOXKET KaK
nony4yaTb, TaK U OTNPABAATb AAHHbIE.

CocTosiHMe 6/I0KMPOBKMU: €CIN NOPT HAXOAUTCA B COCTOAHUN BOKMPOBKM, MOPT MOXKET
no/sly4aTb M NepecblNaTbh TO/IbKO NakeTbl NPOoTOKona ST-Ring, HO He apyrne NnakeTsbl.

Peanusauyua ST-Ring-Port

MopT nepecbiNiKn Ha BeayLEeM YCTDOVICTBE nepnoanyeckm otnpaBaAeT NakeTbl NPOTOKO/1a

ST-Ring ana onpegeneHua COCTOAHUS Kosbla. Ecan 610KMpyoWwmMiA NopT mactepa nosydyaer

MaKeTbl, KONbLO 3aMblKaeTcsa; B NPOTUBHOM C/lydae KONbLO Pa3OMKHYTO.
Pabounit npouecc kommyTtaTtopa A, KommyTaTtopa B, kommyTtaTtopa C n kKommyTatopa D:

>
>

HactpoiTte KommyTaTop A Kak Be4yLLuiA, @ OCTaibHble KOMMYTaTOPbl — KaK Be4OMbIE.
Konbuesoi nopt 1 Ha BeayLlem YCTPOWCTBE HAaxXo4MTCA B COCTOAHMM MEPECHIKK, a
KONbLLEBOWN NOPT 2 — B COCTOAHUM B10KMPOBKK. OBa nopTa NOAYMHEHHOIO YCTPOMCTBA
HaAX04ATCA B COCTOAHUM NEPEeCbINKU.

Ecan anHK CD HencnpaBeH, KaK MOKA3aHO Ha cneayolem puUcyHKe:

o Korga KaHan cBs3m CD HeucnpaBeH, NOpTbl 6 U 7 NOAYNHEHHOTO YCTPOWMCTBA
Haxo4saTcA B COCTOSHUKM BNOKMPOBKWU. ToOpT 2 Ha Beaywem YCTpohCTBe
nepexoamt B COCTOSIHWE Mepecblikn, obecneymBas HOPMA/bHYHO CBA3b NO
KaHany.

o Korga HeucnpaBHOCTb yCTpaHeHa, NOPTbl 6 U 7 NOAYMHEHHOrO YCTPOMCTBA
HaxXoAATCA B COCTOAHUM NepecbiikK. MopT 2 Ha BeAyLLEeM YCTPOMNCTBE NepexoauT
B COCTOSIHWE BNOKUPOBKU. MpoUCXoOMT NepektoyeHMe KaHanoB, M KaHasbl
BOCCTAaHaB/AMBAOTCA A0 COCTOAHUA, NpeALlecTBytowero oTkasy CD.
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Bators fault

14 Ringpers _| &
' Forwarding c B | o
@ Blocking - [ l vy
= Fault

Fault recovery

» Ecnu KaHan AC HeucnpaBeH, Kak MOKa3aHo Ha cneaylolem PUCYHKe:

o Korpa kaHan AC HeucnpaBeH, nopT 1 HaxoauTcA B COCTOAHUM BNOKMPOBKHU, a
nopT 2 nepexoguT B COCTOSAHWE NepecblikM, obecneynBas HOPManbHYH CBA3b
no KaHany.

o [locne ycTpaHeHUA HEMCNPaBHOCTY,

= EC/AM Ha Beayllem yCTpolicTBe A He HacTPOeH OCHOBHOM NopT, nopT 1
BCE elle HaxoamMTCA B COCTOAAHMM B/IOKMPOBKM, a NOPT 8 — B COCTOAHUMU
nepecbiNkK. MNepekntoyeHna He NPOUCXOAMT.

=  Ecamn nopt 1 Ha macTepe A HAacTPOeH Kak ocHOBHoM nopT. Korga Koabuo
3aMKHYTO, OCHOBHOM NOPT [O/KEH HAXoAUTbCA B  COCTOAHWUM
nepecbiikn. Noatomy nopt 1 nepexoauT B cOCTOAHME nepecbinku. MopT
8 HaxoauTCcA B COCTOAHUW NEpPecbliKM, a NOpPT 2 — B COCTOAHUMU
6710KMPOBKU. MPONCXOAUT NEPEKIIIOYEHME KAaHANOB.

® Blackng
w Fault

€ T
Slase Y shre
Biatars fauk During fauft

A

B 1L [ 2 E B
Master [ 1 stwe Mascwr B Slave
[ h s . ;

- ]
c | . ["o

Slave 4 sl
|

5.13.3. ST-RING-VLAN peanusauus

ST-Ring-VLAN no3BosAeT nepecbinatb NakeTbl M3 pasHbix VLAN Mo pasHbIM nyTam.
Kaxkapbii nyTb nepecbinkn ana VLAN obpasyet ST-Ring-VLAN. Y pasHbix Koney, ST-VLAN-Ring
MOryT BbITb pasHble MmacTepa. Kak NoKasaHo Ha cieAyloWem PUCYHKe, HacTpoeHbl ase ST-Ring-
VLAN.

Konbuesble 3BeHbs ST-Ring-VLAN 10: AB-BC-CD-DE-EA.
Konbuesble 38eHba ST-Ring-VLAN 20: FB-BC-CD-DE-EF.

[Ba KonbLa Kacatotca 38eHbeB BC, CD u DE. KommyTatop C n kommyTatop D ncnonbsyror
OZlHM U Te Ke MOopTbl B ABYX KOJbLAX, HO UCNO/b3YIOT pPa3Hble I0rMYEeCKUe KaHasibl Ha OCHOBe
VLAN.
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5.13.4.

VLAN 20

ST-Ring+ Peanusayus

ST-Ring+ moxeT obecneumtb pesepBupoBaHMe ABYyX Kosel, ST, KaK MOKas3aHO Ha

cnepyrowem pucyHke. OauMH pe3epBHbIN NOPT HAaCTPOEH COOTBETCTBEHHO Ha KommyTaTope C n
kommyTaTtope D. Kakoil nopTt ABnsieTcA OCHOBHbIM pe3epBHbIM MOPTOM, 3aBUcUT oT MAC-

aZpecoB AByX MopToB. ECNM rnaBHblli pe3epBHbIN MOPT WAM €ro KaHaja BbIXOZAT M3 CTPoS,
NOAYMHEHHbIN pe3epBHbIN NopT 6yAeT nepecbliaTb NaKeTbl, NpeAoTBpawas obpasoBaHue

netenb M obecneynsas HOPMabHYIO CBA3b MEXAY Pe3ePBHbIMMU KOMbLAMM.

(& Backup
N t
SR

Backup

Mnxrelu D port ¥

Master
H

KoHdurypaumm ST-Ring 00/1KHbI COOTBETCTBOBATL C/IEAYIOLLNM YCO0BUSM:

YV V VYV

VYV VY

Bce KommyTaToOpbl B O4HOM KO/bLLE AO/XKHbI UMETb OANHAKOBbI HOMEpP AOMEHa.
Kaxaoe KobLuo MOXKET MMETb TO/IbKO OA4HOr0 BeAYLLErO M HECKOJIbKO BEAOMbIX.

Ha KaXkaom KOMMyTaTope MOXHO HACTPOUTb TO/IbKO ABa NOpTa ANA KOAbLa.

Ona OByx CBA3aHHbLIX KONeL, pe3epBHble MOPTbl MOXXHO HACTPOUTb TONLKO B O4HOM
Ko/bLe.

B 04HOM KO/bLLe MOXKHO HACTPOUTb He bonee ABYyX pe3epBHbIX MOPTOB.

Ha KommyTaTope A5 OAHOI0 KOJibLa MOMKHO HAaCTPOMUTb TO/IbKO OAMH Pe3epBHbI NOPT.
ST-Ring-Port wn  ST-Ring-VLAN Henb3a HacTpoMTb Ha OAHOM KOMMyTaTope
04HOBPEMEHHO.

KoHburyprposaHue npeacTaBieHo Ha PUCYHKe.
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e Select Redundancy Mode
Onuuun: ST-RING-PORT/ST-RING-VLAN
Mo ymonyaHuto: ST-RING-PORT
®dyHKUMA: BbIbOp perkmnma pesepBuMpoBaHus.

Konsuessie npomoKoasl Ha ocHose Port-based eknawouarom RSTP, ST-Ring-Port u DRP-Port, a
Kosbluesble npomoKosisl Ha ocHoge VLAN-based sxkaroyarom ST-Ring-VLAN u DRP-VLAN.

Konbuyesbie rnpomokonsl Ha ocHoge VLAN-based Aeasiomca 83aumMoucKaoyvarowumu, U 0718
00H020 ycmpolicmea MOMCHO HACMPOUMb MO/AbKO MUM KOAbUEB020 MPOMOKOAA HA OCHOo8e
VLAN-based.

Kosnbuesoli npomoKosa Ha ocHoge nopmos U Kosbuesoli npomokosa Ha ocHose VLAN aenaromcs
83QUMOUCKAIOYAOUWUMU, U 0719 00HO020 ycmpolicmea MOMHO 8bI6pAMb MOAbKO 00UH PeHum
KO/bUes020 npomoKo-a.

e Check Loop Status
Onuwuu: Disable/Enable
Mo ymonyaHuto: Disable
@DyHKUMA: BKAOYEHWE UM OTK/IIOYEHUE OnpeaeneHuns cTaTtyca KosbLla.
OnucaHue: nocne BKAKOYEHMA OMpefeneHUA COCTOAHWMA  KOoJbL@ KOMMYyTaTop
aBTOMATMYECKU onpeaenseT COCTosHME Kosbua. Koraa HekosbLeBOW MOPT mosyyaeT
naketbl ST-Ring, noptT 6n0kupyetcAa. [losToMy uMCnoOAb3ynTe 3Ty JYHKUMUIO C
OCTOPOKHOCTbIO.

CosaaHue ST KonbLa NpeacTaBNeHO Ha PUCYHKe.

ST-RING list

Add

KoHourypmposaHue ST-Ring n ST-VLAN-Ring nokasaHo Ha pucyHKe

ST-RING
[ i
a |
[ Master  v|
[ SUFE1  ~|
[_SswFE2 ]
[_swrel_v|

ST-RING+

| Enable  v|
SUFE3  ~]

Apply Cancel

e Redundancy
MpuHyautTenoHasa KoHdurypaumsa: ST-RING
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e DomainID
[dunanasoH KoHpurypaumm: 1~32
®PyHKLMA: pa3anvaTb KOSbLA.
Ha o4HOM KOMMYTaTOpPE MOYKHO HAaCTPOUTb MaKCMMyMm 16 Konew, Ha OCHOBe NOPTOB MU
8 Koneuy, Ha ocHoBe VLAN.
e Domain Name
OnanasoH: 1731 cumson
PYHKLMA: HACTPOUTb LOMEHHOE UMA.
e Station Type
Onuun: Master/Slave
Mo ymonyaHuio: Master
dyHKUMA: BbIBEPUTE PONb KOMMYTATOPA B TEKYLLLEM KONbLLE.
e Ring Portl/Ring Port2
Onumun: BCce NOPTbl KOMMYTATOpPA
®PyHKumA: BbibepuTe ABa KOMbLEBLIX NOPTa.

Koneuesoli nopm ST-Ring unu pe3epsHbili nopm Heno3a 0obasume 8 trunk group. lMopm,
dobasneHHsbIl 6 trunk group, Heab3s HACMPOUMb 8 Kayecmee Kosbyesozo nopma ST-Ring unu
pesepsHo20 nopma.

Konbueeoli nopm ST-Ring uau pe3epsHsili Mopm MOMCHO HACMPOUMb KAK Nopm-ucmoYHUK uau
nopm-rnoay4yamens 3epKanupoeaHus. [lopm UCMOYHUKA UAU HA3HAYeHUA 3epKasauposaHus
Hesb3Aa HACMPOUMb 8 Kayecmee Kosbyesozo nopma ST-Ring unu pesepsHozo nopma.

Kosnbuegbie mopmel mexoy KosbUesbIiMU MPOMOKO/AAMU Ha ocHose port-based RSTP, ST-Ring-Port
u DRP-Port aenaromca 83auMOUCKAYAIOWUMU, MO ecmb Kosbyeaol nopm u pesepsHsbili mopm
ST-Ring-Port He donxcHbl 6bIMmb HacmpoeHsl Kak nopm RSTP, DRP-Port. konbyesoli nopm unu
pe3epsHsbili nopm DRP-Port; lMopm RSTP, koneyesoli nopm DRP-Port u pesepeHsili nopm DRP-Port
He 0o3#tHbl 6bIMb HaCMpPOEHbI KaK Konbyesoli nopm ST -Ring-Port unu pe3epsHoili mopm.

He pekomeHOyemcsa, ymobbi nopmesi 8 2pyrnne U30AA4UU HACMpPAUsaaucb 0OHOBPEMEHHO KAK
nopmei ST-Ring u pesepsHbie nopmeol, a nopmel ST-Ring u pe3epsHsie nopmesl He mocym bbims
dobasneHsl 8 epynny U30aa4uU 0OHOBPEMEHHO.

e Primary Port
Onumu: Disable/All switch ports
Mo ymonyaHuto: Disable
®yHKuMA: HacTpolika ocHOBHOro nopTa.
OnucaHue: Koraa KoOMbLO 3aMKHYTO, OCHOBHOW MOPT HAxoAuTCA B COCTOAHWUU
nepecbIIKu.

MepsuuHbili nopm (Primary Port) delicmeyem mosibKo mozda, K020d KOsblo 3aKPpbimo.

MepsuyHbili mropm (Primary Port) 0onxeH 6bimb 00HUM U3 08YX KO/IbYE8bIX T0pMo8 Ha 8e0yUiem
ycmpolicmee.

e ST-RING+

Onuuu: Enable/Disable

Mo ymonyaHuto: Disable

®YHKUMA: BKAOYEHWE UK OTKAoYeHne dyHKummM ST-Ring+.
e Backup Port
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Onumun: Bce NOpTbl KOMMYTATOpPA
®PyHKUMA: BbIGEpPUTE OAMH NOPT B Ka4YeCcTBe pe3epBHOro NnopTa.
Ob6bsAcHeHMe: Pe3epBHbIN NOPT MOXKHO HAaCTPOUTb TONbKO MoOcae BKAOYEHUA GYHKUUK
ST-Ring+.
e Add VLAN List
Onuymu: Bece co3gaHHblie VLAN
dyHKuMA: BbI6epuTe VLAN, ynpasnsemble TeKyWUM KonbLom ST-Ring-VLAN.

Mocne 3aBepLIeHMA HACTPOMKN CO3aaHHbIE KoJbLa oTobparKkatoTca B cnmncke ST-RING, Kak
NMOKA3aHO Ha CleAyHoLLEM PUCYHKE.

ST-RING List

3-1 Master [S1/FE1,S1/FE2. S1/FE1 Enable S1IFE3 0
b-2 Slave 31!FE4.31JFE5§ Disable Enable S1/FEB 0
MpocmoTp 1 nsmeHuTe KoHourypaumm ST-Ring.
ST-RING Configuration
ST-RING
1
E |
[ SUFE1  v|
[ S1FE2 v/
S1/FE1  w|
| Enable v
[ SUFE3  +v|

Haxkmute <Apply>, 4yTo6bl U3MEHEHUA BCTYNUAM B CUJY MOCNE BHECEHUA U3MEHEHWUN.
HaxkmuTte <Delete>, uTobbl yaannTb 3anmcb KoHPuUrypauymm ST-Ring.

MpocmoTp cocTtoAaHMe ST-Ring 1 nopTa NOKa3aHO Ha c/ieAyoLWwem pUCyHKe.

ST-RING State List

ST-RING+
192.168.0.2
00-1E-CD-26-1E-EF
blocking
19216805
00-1E-CD-33-A8-78
forwarding
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5.14. RSTP/STP

CTaHgapTnsnpoBaHHbin B IEEE802.1D Spanning Tree Protocol (STP) npeacTtasnnet coboi
MPOTOKO/ JIOKaNbHOW CEeTU, WCMOAb3yeEMbI ANA NPeaoTBPALLEHUA LUMPOKOBELLATENbHbIX
LUTOPMOB, BbI3BAHHbIX NETAAMMW KaHana, U obecneyeHms pe3epBMpoBaHNA KaHana. YCTPOWCTBA C
noaaepxKkoin STP obmeHuBalOTCA nNakeTamu M OGAOKMPYIOT onpegesieHHble NOpPTbl, 4YTOObI
COKpPaTWUTb «NETAM» Ha «AepeBbA», NPeaoTBPalLan pacnpocTpaHeHUe N HecKoHeYHble NeTau.
HepocTtaTok STP 3akito4aeTcs B TOM, UTO MOPT AOJ/IXKEH KAaTb B ABa pa3a bo/blue 3a4eprKKu
nepecblsIKK, YToObI NepenTn B COCTOAHUE NEPECIIKN. YTOObI NpeoaoneTb 3TOT HeagoCcTaToK, IEEE
co3pgaet ctaHgapT 802.1w B gononHeHue K 802.1D. IEEE802.1w onpeaenseT npotokon Rapid
Spanning Tree Protocol (RSTP). Mo cpaBHeHuto c STP, RSTP gocturaet ropasno 6onee 6bicTpoit
KOHBepreHumn, [o6aBnAA anbTePHATUBHBIA NOPT U Pe3epBHbIA NOPT A9 KOPHEBOro NopTa U
Ha3HaYeHHOro NopTa COOTBETCTBEHHO. EC/In KOPHEBOM NOPT HELENCTBUTENEH, aIbTEPHATUBHbLIN
NOPT MOKET BbICTPO BOWTU B COCTOAHWME NEPECHIKMU.

5.14.1. KoHuenr.

> Root bridge: cnyxut root ana cetn. CeTb MmeeT TobKO oauH root bridge. Root bridge
MeHAEeTCA B 3aBMCMMOCTM OT Tonosornun cetn. Root bridge nepnogmyeckn otnpasnser
BPDU pgpyrum ycTpoicTBam, KoTopble nepecbinatotr BPDU ans  obecneyeHun
CTabUNbHOCTU TONONOTUM.

> Root bridge: ykasbiBaeT Hauayywwuii NopT ANA Nepesayn oT HEKOPHEBbIX MOCTOB K
KOpHEBOMY MOCTYy. Jlyywnii nopT — 3TO MNOPT C HAMMEHbLUEN CTOMMOCTbIO ANA
KopHeBoro mocTa. Non-root bridge B3aumogerictsyeT c root bridge yepes root port. Non-
root bridge nmeet TonbKo oguH root port. Root bridge He nmeeT root port.

> Designated port: ykasbiBaeT nopT gna nepecbinkn BPDU Ha apyrue yctpoicteBa mam
NIoKanbHble ceTn. Bce nopTol root bridge sasnstotca designated port.

> Alternate port: yKa3sbiBaeT pe3epBHbI NOpT root port. Ecau root port BbIXOAUT U3 CTpoA,
alternate port ctaHoBuMTCA HOBbIM root port.

> Backup port: ykasbiBaet backup port HasHayeHHoro nopta. Korga designated port
BbIXOAMT M3 cTpos, backup port ctaHoBuTCA HOBbIM designated port u nepecbinaer
OaHHble.

5.14.2. BPDU

Ona npepotepalieHma obpasoBaHMA MeTeslb BCe MOCTbl JIOKaJAbHOM CETU BbIYUCAAIOT
cBasylollee aepeBo. [lpouecc BblYUCAEHUA BKAoYaeT B cebs nepegadyy BPDU mexay
YCTPOICTBAMM ANA onpeaeneHuns Tonoiormm ceTu.

Mpouecc BbluMCAEHNA CBA3YIOLWEro gepesa ¢ nomollbto BPDU ana Bcex mocToB BbIrnaguT
cnegyrowmm obpasom:

1. Ha Havya/nbHOM 3Tamne KaXAbl MOPT BCEX YCTPOMUCTB reHepupyeT BPDU ¢ camum coboli B
KayecTBe KOPHEBOro MOCTa; U UAEHTUPUKATOP KOPHEBOro MOCTa, U UAEHTUPUKATOP
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Ha3HAYeHHOro MOCTa ABAAOTCA AEHTUPUKATOPOM SIOKAIbHOMO YCTPOMCTBA; CTOMMOCTb
KOPHEeBOro NyTu paBHa 0; Ha3HaYeHHbIM NOPT ABAAETCA JIOKASbHbIM MOPTOM.

Bbibop nydwero BPDU: Bce ycTpoicTBa OTNpaBaAlOT cBou cobcTtBeHHble BPDU wu
nony4yatotT BPDU ot apyrux yctponcts. Mpu nonyyeHmn BPDU Kaxabit NOpT CpaBHUBAET
nony4yeHHbin BPDU co ceomm.

» Ecnn npuoputeT cobcteeHHoro BPDU Bblllie, TO NOPT He BbIMNOAHAET HUKAKUX
onepaumu.

» Ecaum npuopwutet nonydeHHoro BPDU Bbille, TO MOPT 3aMeHsAEeT N0KasibHbI BPDU
Ha MOJIyYEHHbIN.

YcTpounctea cpaBHmuBatoT BPDU Bcex noptoB un onpegenatoT Aydwmii BPDU. MpuHumnbl
cpasHeHnAa BPDU cneaytowme:

» BPDU c MeHblIUM MAEHTUPUKATOPOM KOPHEBOTO MOCTA MMeeT boiee BbICOKUIA
npuopuTer.

> EcnnnaeHtuduMKaTopbl KOpHEBOro mocTa AByx BPDU coBnaaatoT, cpaBHMBaeTCA
NX CTOMMOCTb KOPHEBOTO NYTU. EC/IN Yem MeHbLLe CTOMMOCTb KOPHEBOTO NYTU B
BPDU nntoc cTOMMOCTb NYyTU JIOKA/IbHOMO NOpTa, Tem Bbilwe npuoputet BPDU.

» Ecam cToMmocTb KopHeBoro nytu asyx BPDU Takke ogMHaKoBa, Ha3HaYeHHble
MAEHTUPUKATOPbl  MOCTa, Ha3HayeHHble UuAeHTUdUKATOpbl MOPTOB W
naeHTMduKaTopbl nopTta, nonyyatowero BPDU, panee cpaBHMBAlOTCA nNoO
nopsaky. BPDU c¢ meHbwum uaeHTudMKaTopom umeeT 6osiee BbICOKUM
npuoputet. BPDU ¢ meHbwMM MaeHTUOUKATOPOM KOPHEBOrO MOCTa MMeeT
6onee BbICOKMI NpuopuTeT. 3.

Bbibop KopHeBOro mocTa: KopHEeBOM MOCT cBA3ylWero AepeBa — 3TO MOCT C
HaMMEHbLWUM NAEHTUPUKATOPOM MOCTA.

Bbibop KopHeBoro nopTta. YcTpoiicTBO 6e3 KOpHEBOro MocCTa BblibMpaeT nopr,
nonyyatowmii nyywmin BPDU, B KauecTBe KOpHEBOIo NOPTa.

Pacuet BPDU Ha3HayeHHoOro nopta. Ha ocHose BPDU KopHeBOro nopta v CTOMMOCTHU
NyTW KOPHEBOFO NOpPTa YCTPOMUCTBO BbluncaseT BPDU HasHaueHHOro nopTa A41a Kaxaoro
nopTa cneayroLmm obpasom:

» 3ameHuTe UAEHTUPUKATOP KOPHEBOro MOCTa MAEHTUGUKATOPOM KOPHEBOro
mocTa BPDU KopHeBoro nopra.

> 3ameHuTe CTOMMOCTb KOPHEBOrO MYTW Ha CTOMMOCTb KOpHesoro nytu BPDU
KOPHEBOro NopTa N/t0C CTOMMOCTb NYTU. KOPHEBOTO NOpPTa.

» 3aMeHWTe  HasHauyeHHbIn  MAEHTUOMKATOP  MOCTa  MAEHTUPMKATOPOM
JIOKaNbHOTO YCTPOMCTBA.

» 3amMeHuTe Ha3zHauYeHHbIN NAeHTUUKATOP NopTa AEHTUGUKATOPOM JIOKAIbHOTO
nopTa.

Bbibop Ha3HayeHHOro mnopTa: ecAn paccyMTaHHbiM BPDU nyywe, TOo yCTPOMCTBO
BblIOMpPaeT NOPT B KauecTBe Ha3Ha4YeHHOro NopTa, 3ameHseT BPDU nopTa paccumMTaHHbIM
BPDU u oTnpasnseT paccumtaHHbii BPDU. Echv BPDU nopTa nydlie, To YCTPOUCTBO He
obHoBsAeT BPDU nopTa v 6/10kupyeT nopT. 3ab10KMPOBaHHbIE NOPTbI MOTYT NOy4YaTh U
nepecblnatb TONbKO NakeTbl RSTP, HO He apyrue nakeTbl.

BkatoumTe STP/RSTP MOMHO, Kak NOKa3aHo Ha Cleaylowem PUCYHKe.

Frotocol Settings
RETP v

Protocol Types
Onuwmu: Disable /RSTP/STP
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Mo ymonyaHuto: Disable
PYHKLMA: OTKNOUYUTD UAN BKAOYUTb RSTP nan STP.

YcTaHOBUTE BpeMeHHbIe NapameTpbl CETeBOro MOCTA, KaK NOKa3aHOo Ha cneaylolem PUCyHKe.

e Spanning Tree Priority
OnanasoH: 0~65535. LWar 4096.
Mo ymonyaHutio: 32768
®PyHKUMA: HACTPOMKa NpuopuTeTa CeTEBOro MOCTa.
OnucaHue: MpuopuTeT Mcnonab3yeTca AnA Bblbopa KOpHEBOro mocta. Yem meHblie
3HayeHue, TeMm BblLLe MPUOPUTET.
e Hello Time
OnanasoH: 1710 ¢
Mo ymon4yaHuto: 2 ¢
PyHKuMA: HacTpolika MHTepBana oTnpasku BPDU.
o MaxAge Time
OnanasoH: 67240 c
Mo ymonyanuio: 20 ¢
OnucaHue: Ecnn 3HayeHMe Bo3pacTa coobuieHms B BPDU npeBbillaeT yKasaHHoOeE
3Ha4yeHue, To BPDU otbpacbiBaeTcs.
e Forward Delay Time
AnanasoH: 47128 ¢
Mo ymonyanumio: 15 c
®PyHKUMA: HAaCTPOMKA BpEMEHM U3MeHeHUs cTaTyca ¢ « OT6paKkoBKa» Ha «ObyyeHMe» unu
¢ «ObyyeHune» Ha «llepecbiaKkar.
e Message-age Increment
BapuaHTbl: Compulsion/Default
Mo ymonyaHuto: Default
PyHKumA: Hactpolite 3HaYeHue, KoTopoe byaeT fobaBasTbcA K BO3pacTy coobuieHus,
korga BPDU npoxoguT yepes ceTeBoii MOCT.
OnucaHue: B NpuHyANTENbHOM peXnme 3HavyeHue paBHO 1. B pexxMme no ymondaHuto
3HauyeHue paBHO max (max age time/16, 1).
Forward Delay Time, Max Age Time, 1 Hello Time gonHbl COOTBETCTBOBATb C/1eAYOLWMM
TpeboBaHusam: 2 x (Forward Delay Time — 1,0 cekyHapl) 2 Max Age Time;
Max Age Time > 2 x (Hello Time + 1,0 cekyHapbl).

Bkntounte RSTP Ha nopTax, Kak NOKa3aHO Ha caeayloLlwem pUCYHKe.
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e Protocol State
Onuuu: Enable/Disable
Mo ymonyaHuto: Disable
DYHKLMA: BKAOYUTD UM OTKAOYNTL STP Ha nopTax.

llopm RSTP Henb3Aa Hacmpoume 8 Kayecmee nopma UCMOYHUKA Uau rnopma HA3HA4YeHUuA
3epKanuUPoBaHUSA. 3epKasbHbIl UCXOOHbIU unu yenesoli nopm He moxcem 6bimb HACMPOEH KaK
nopm RSTP.

Mopm RSTP Henb3a 0obasums 6 epynny trunk group. Mopm, dobasneHHbIl 8 epynny trunk group,
Henb3a Hacmpoume Kak nopm RSTP.

Koneuessie nopmel mexcdy KonbUesbiMu MpomoKoaamu Ha ocHose nopmoa RSTP, ST-Ring-Port u
DRP-Port senaiomca 83aUMOUCKARYAOWUMU, Mo ecmb nopm RSTP He 0onxceH 6bimb HaCMpPoeH
Kak Konbyesoli nopm ST-Ring-Port/DRP-Port unu ST-Port. Pe3epesHvili nopm Ring-Port/ DRP-Port;
Konbuyesoli nopm ST-Ring-Port/DRP-Port u pezepsHsili nopm ST-Ring-Port/DRP-Port He 0o Hb!
66Imb HacMpoeHs! Kak nopm RSTP.

He pekomeHdyemcAa o0HoB8peMeHHO HACMpPAUB8AMb MOPMbl 8 2pyrine U30aaUuuu Kak nopmel RSTP,
a nopmel RSTP Henb3s 00HoBpemMeHHO 006a89mb 8 epyriny U30AS4UU.

e Port Priority
Ananason: 0~255. War 16.
Mo ymonyaHutio: 128
®yHKumA: HacTpolika npuopuTeTa NopTta, KOTOPbIN onpeaensaeT posiv NopToB..

e Path Cost
[wnanasoH: 1~200000000
Mo ymonyaHuto: 2000000 (nopt 10M), 200000 (nopt 100M), 20000 (nopT 1000M)
OnucaHue: CToMmocCTb MyTM MOpTa MCNO/b3yeTcA AJIA pacyeTa Hauaydwero nyTu.
3Ha4yeHMe napameTpa 3aBUCUT OT MPOMYCKHOM cnocobHocTu. Yem 6onblue 3HaveHue,
TEM HUXKe CTOMMOCTb. Bbl MOXKeTe M3MeHUTb posib NOPTa, U3MEHMB 3HAYEHUE NapameTpa
CTOMMOCTU NyTW. YTObObI HAaCTPOWUTL 3HAYEHME BPYYHYIO, BblibepuTe HeT ana cyeTymKa
3aTpar.

e Cost Count
NnanasoH: Yes/No
Mo ymonyanuio: Yes
OnucaHue: “Yes” yKasblBaeT, YTO CTOMMOCTb MyTW MOpTa MPUHMMAET 3HavyeHue Mo
ymonyaHuto. “No” 03HavaeT, YTo Bbl MOXKETE HaCTPOUTb CTOMMOCTb MNYTH.

MpocmoTpeTb coctoaHMe RSTP MOXKHO, KaK MOKA3aHO Ha CneayloLLem pUCyHKe.
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Root Info Bridge Info
o0esd1T0TR 0000.00.00 19:39

0x1000 0xB000

200000 2
20
2

15

S1FE2

20

Paort Info

S1FE1 080 2000000 Disabled Discarding Down

S1/FE2 0x50 200000 Roaot Forwarding Up

S1/FE3 0x80 2000000 Disabled Discarding Down

S1/FE4 0x30 200000 Alternate Discarding Up
5.15. DRP

DRP npoTokon pacnpefeneHHOro pes3epBMpOBaHMA A4 Nepefayn AaHHbIX B CeTAX
KONbLLEBON TOMOMOIMU. 3TO MOXKET NpefoTBPaTMTb LUMPOKOBELWLATE/NbHbIE LWTOPMbl ANA
KO/IbLEBbIX ceTel. Koraa KaHan unu y3en HemcnpaseH, pe3epBHbIN KaHal MOKET B3ATb Ha cebs
06CNy}KMBaHME B peXMME peanbHOro BpemMeHM, YTobbl obecneymTb HEMPEPbLIBHYIO Nepeaady
OAHHbIX.

B cooTtBeTcTBUMM cO cTaHgapTom IEC 62439-6 DRP ncnonb3yeT mexaHM3m Bblbopa mactepa
6e3 PpmMKcnpoBaHHOro mactepa. ISRP npefocTasasfeT cnefyowme BO3MOXKHOCTU:

> Bpema BOCCTaHOB/EHMA, He 3aBUcAlLlee OT macwTaba cetn DRP obecneunBaeT Bpems
BOCCTAHOBJ/IEHMA, HE 3aBMCALLee OT MaclwTaba ceTu, 3a cYeT ONTUMMU3ALMMU MEXAHU3MA
NnepecblIKN NakeToB 0B6HapYKeHMA KonbLa.
DRP no3sonseT ceTAM BOCCTaHaB/AMBaTbCA B TeyeHue 20 mc H6narogaps BBEAEHUIO
npepbiBaHMA OTYETOB B PeasibHOM BPEMEHM, YTO MOBbIWAET HALEXKHOCTb Nepesayu
OAHHbIX B peasibHOM BpemeHU. 3Ta GyHKLMS NO3BOAET KOMMyTaTopam obecneyunBaTb
60nee BbICOKYIO HAAEKHOCTb AJIA MPUIONKEHUN B SHEPreTUKe, XKene3HOLOPOXKHOM
TPAHCMOPTE U MHOTUX APYrnX OTpacaax, TPeEbYOLWNX yNpaBaeHNs B peXXUMe peasibHoro
BpPEMEHMU.

> Pa3Ho06pasHble GYHKLMM OBHAPYKEHUs KaHaa.
[na nosbiweHna ctabunbHocTM cetn DRP npepocTtaBnseT pasHoobpasHble ¢pyHKUUU
OBOHApYy)KEeHUs KaHaNoB AAs TUMWYHbIX CeTeBbiX CHOEB, BKAlOYaA OOHapyXeHue
6bICTPOrO OTK/AOYEHUS, OBHapy)KeHMe OAHOHAMpPAaB/IeHHbIX KaHa/N0B OMTOBOJIOKHA,
NPOBepPKYy KayecTBa KaHa/loB W MpoBepKy pabotocnocobHocT 06opyaoBaHus,
obecneyrBas NpaBUIbHYIO Nepesady AaHHbIX.

> TPUMEHMMO K HECKOJIbKMM CETEBbIM TOMONOMMUAM
MomMMo BbICTPOro BOCCTAHOBAEGHUA ANAA MPOCTbIX KOAbLEeBbiX ceTelt, DRP Takxe
NOAAEP’KMBAET CNOMKHbIE KObLEBbIE TOMOI0MMM, TaKME KaK Nepecekatolmecsa KoibLua u
KacaTenbHble Konbla. Kpome Toro, DRP noaaep»MBaeT HECKONbKO 3K3eMNAApoB Ha
ocHoBse VLAN, 4To NoAX0AUT ANA Pa3/IMYHbIX CETEBbLIX NPUIOXKEHWUI C TMBKON ceTblo.

» MouHble GYHKLUUN ANATHOCTUKM U 0bCnyKnBaHua
ISRP npeaocTaBnseT MoLHble MeXaHU3Mbl 3aNPOCOB O COCTOAHUN U CUTHANOB TPEBOrU
ONA  OMArHOCTUKM M OBCAYXMBAHMA CETM, a TaKKe MeXaHM3M npeaoTspalleHus
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5.15.1.

>

>

>

5.15.2.

HenpegHaMepeHHbIX onepauui M HenpaBU/bHbIX KOHPUrypauui, KoTopble MOryT
NPUBECTU K KOJIbLLEBbIM CETEBbLIM LUTOPMAM.

KoHuent

Pexxnmbl DRP

DRP BkntoyaeT gBa pexuma: DRP-Port-Based u DRP-VLAN-Based.

DRP-Port-Based: nepeHanpaBnseT uam 6JOKMPYET NaKeTbl HA OCHOBE OMpPeAe/ieHHbIX
nopToB.

DRP-VLAN-Based: nepeHanpaBaseT nan 6n1oKknpyeT nakeTobl Ha ocHose VLAN. Ecaum nopt
Haxo4MTCcA B COCTOAHUN BNOKMPOBKK, BNOKMPYIOTCA TOIbKO NaKeTbl AaHHbIX YKa3aHHOM
cetn VLAN. Takmm o06pa3om, Ha nopTax KacaTe/bHOro KO/bLA@ MOXHO HAcCTPOWUTb
HeckonbKo VLAN. MopT moXeT npuMHaanekatb pasHbim Koabuam ISRP B cooTBeTcTBMU C
KoHurypaumamm VLAN.

CraTycbl noptos DRP

CocToAHMEe nepecblKK: ecan NopT HAaXOAMUTCA B COCTOAHUM MEPECbIIKU, OH MOXKeT
nony4yaTb M NepecbliaTb NaKeTbl JAHHbIX.

CocToAaHMe BNOKMPOBKKU: €CcM NOPT HAXO4MUTCA B COCTOAHMM BNOKMPOBKM, OH MOXKET
nony4yaTb U NepecblNaTb NaketTbl DRP, HO He apyrve nakeTbl JaHHbIX.

Ponn DRP. DRP onpegensetr ponaM KOMMYTAaTOpPOB, Mepecbisiaa nakeTbl Announce,
npenoTepalian obpasoBaHMe NeTenb B KOJbLAX U3ObITOYHOCTH.

INIT: yka3sblBaeT yCTpOMCTBO, Ha KoTopom BKatodeH DRP, a gBa KonbueBbiX MopTa
HaxoaATcA B cocToaHuM Link down.

Root: yKa3sblBaeT yCcTpoOMCTBO, Ha KoTopom BKatoueH DRP, n no kpaitHen mepe oauH
KO/IbLLEBOM MOPT HAXOAUTCA B COCTOSIHUM COeANHEHMA. B KonbLie KopeHb BbibMpaeTca B
COOTBETCTBMW C BEKTOpPaMM MakeToB Announce. 3TO MOXeT U3MEHUTLCA B 3aBUCMMOCTH
OT TOMmonormm cetu. Root nepuopmyeckum oTnpaBasaeT CBOWM COOGCTBEHHble NaKeTbl
Announce Ha Aapyrve ycTpoiictea. CraTycbl nopToB Kosbua: OAWH NOPT KOAbLA
HAaXoAUTCA B COCTOSHWUW MEPECHIZIKM, @ APYrol — B COCTOSAHUKU H6J0KMpPOBKMK. Monyyumns
naket Announce OT ApYyroro ycTpoicrsa, Root cpaBHMBaAeT BEKTOP MaKeTa C BEKTOPOM
csoero cobcTBeHHOro naketa Announce. Ecnm BekTop nonyvyeHHOro naketa 6onblie,
Root meHsaeT cBoto posib Ha Normal nnm B-Root B 3aBUCMMOCTM OT COCTOSIHUA KaHana u
yxyguwenua CRC nopros.

B-Root: yKasbiBaeT ycTpOMCTBO, Ha KOTOpOM BK/o4eH ISRP, oTBevatoliee xoTa 6Obl
O4HOMY W3 C/efyloLlnX YCNOBUWA: OOMH KO/bLEBOM NOPT HAXOAWUTCA B COCTOAHWUM
COeMHEeHMn, a APYron — B COCTOAHUWU coeanHeHun, gerpagauma CRC, npuoputeT He
meHee 200. B-Root cpaBHMBaeT u nepecblnaer naketbl Announce. Ecam BekTop
MOJIYYEHHOTO MaKeTa OMOBELLEHMA MeHblUe BEKTOpa ero cobCTBEHHOro nakeTta
onosel,eHunsa, B-Root meHaeT cBoto ponb Ha Root; B NPOTMBHOM Cny4vyae OH nepecbliaeT
NOJIYYEHHbIN NaKeT U HE MEHSAET CBOO PoAb. CTaTycbl NOPTOB Ko/bLa: OAMH NOPT KoAbLA
HaxoAUTCA B COCTOAHMM NepecbiikM. HopManbHbIl: yKa3biBaeT YCTPOMCTBO, HA KOTOPOM
BK/AtoYeH ISRP, n ob6a KosbueBbIX MOPTa HaxXxo4ATCA B COCTOSIHUM coeamHeHus 6e3
yxyawenma CRC, a npuopuTeT Bbiwe 200. HopmanbHbIN TONBKO NEpecblNaeT MNaKkeTbl
Announce, HO He npoBepsaeT coaep*kumoe naketoB. CTaTycbl KosbLeBbIXx nopTos: Oba
KO/IbLLEeBbIX MOPTa HAX0AATCA B COCTOAHUW NepecbIKMU.

Peanusayusa
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Kaxkabli KomMmyTaTop MoAJeprKMBaeT CBOM COOCTBEHHbI BEKTOp Maketa Announce.
KommyTaTtop ¢ 60nblumMm BeKTopom 6OyaeT BbibpaH KopHeBbIM. BekTop naketa Announce
COAEPKMUT CNeaytowyo MHPOPMALMIO 418 HA3HAYEHMA PO,

Link CRC degradation Role |IP address of | MAC address

status CRC degradation status | CRC degradation rate | priority the device of the device

Link status: 3Ha4yeHuMe ycTaHaBAMBAETCA PaBHbIM 1, eCAM OAMH KOMbLEBOM NOPT HAXOAUTCA B
coctoAHun Link down, u yctaHasnueaetcAa B 0, ecnn oba KonbLEBbIXx NOpTa HaxogATcA B
cocTtoAHuM Link up.

CRC degradation status: ecan perpagauma CRC npoucxoauT Ha OO4HOM MOPTY, 3HAYEHUe
yCTaHasnmBaeTtca pasHbim 1. Ecan gerpagaumna CRC He npomcxogmT Ha ABYX KOJbLLEBbLIX NOPTAX,
3HayeHwue ycTaHaBnMBaeTcA paBHbIm 0.

CRC degradation rate: oTHoweHKMe KonnyecTsa naketos CRC K nopory 3a 15 MUHYT.

Role priority: 3HaYeHWe MOXKHO yCTaHOBUTb B BeO-nHTEpdeiice.

MapameTpbl B TabaunLe CpaBHUBAIOTCA NO CAeAyOLWeN npoueaype:

1. CHayana nposepsetcs 3HauyeHue link status. CumTtaeTca, 4TO yCTPOMCTBO C 6ONbWIMM
3HaYeHMeM CTaTyca KaHasla UMeeT 6obLINI BEKTOP.

2. Ecnu pBa cpaBHMBaeMbIx YCTPOMCTBA MMEOT OA4MHAKOBOE 3HAYEHUE COCTOAHMA KaHana,
cpaBHUMBatoTca 3HadYeHuns CRC degradation status. YcTpolicTBO ¢ 60/1blUMM 3HAYEHUEM
ctatyca gerpagaumm CRC cumTaetca umerowmm 60nblumnii BekTop. Ecnm 3HauveHue
ctaTyca gerpagaumm CRC Bcex cpaBHMBAeMbiX YCTPOWCTB paBHO 1, cymTaeTtca, 4To
YCTPOWMCTBO € 60bLUIMM 3HAYEHMEM CKopOCTH aerpagaunmn CRC nmeeT 601bLLININ BEKTOP.

3. Ecnu aBa cpaBHMBaAEMbIX YCTPOMCTBA MMEIOT OANHAKOBOE 3HAYEHME COCTOAHUA KaHana
n CRC degradation status, 3HaueHus npuoputeTta ponei, IP-agpecos u MAC-agpecos
CpaBHMBAlOTCA MOC/AeA0BaTe/IbHO. YCTPOWCTBO C OO/bLIMM 3HAYEHMEM CYMTAETCA
UMetoLWMM 6ONbLININ BEKTOP.

4. YcTpoWcTBo ¢ 60/1bLIMM BEKTOPOM BbIOMPAETCA KOPHEBbLIM.

5.15.3. Peanusauus pexxuma DRP-Port-Based

Ponn KommyTaTopos cnegytouiue:

1. [pwu 3anycke Bce KOMMyTaTOpbl HaxoaATca B coctoAHumM INIT. Korga coctoaHue oaHoOro
nopTa M3MeHseTca Ha Link up, KOMMyTaTOp CTAaHOBUTCA KOPHEBLIM W OTNPABAAET NaKeTbl
Announce ApyrMm KOMMyTaTopam B KObLie ANA Bblbopa.

2. KommyTtatop ¢ HaubosbliMM BEKTOPOM MakeTa Announce BblIOMpaeTca KOPHEBbLIM.
KonbLeBon nopT, KOTOPbIV NOAKAOHAETCA K KOPHEBOMY KaHany NepBbiM, HAXO4MUTCA B
COCTOSIHUM MePEeCbISIKKU, a APYron KO/bLLEBOM NOPT HAXOAUTCA B COCTOAHMN BIOKMPOBKM.
Cpean Opyrmx KOMMYTaTOpOB B KOJibLie KOMMYTAaTOp C O4HWM KO/bLLEBbIM NOPTOM B
coctosiHum Link down nam B coctoanum yxyawenua CRC asnaetca B-Root. KommyTtaTop ¢
060MMM KO/bLLEBBIMU MOPTamM B coCToAHMM Link up n otcytctBuem yxyaweHua CRC
ABNAETCA HOPMAJIbHbIM.

Mpoueaypa ycTpaHeHWa HeMCNPaABHOCTM caeaytowan:
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1. B ucxogHom Tononormm A — Root; nopT 1 HaxoA4MTCA B COCTOAHMM NEPECHISIKKN, a NOPT 2
B COCTOAHUKN 610KMPOBKK. B, C 1 D ABNAIOTCA HOPMANbHBIMKU, U UX KOJbLLEBbIE NOPTbI
Haxo4ATCA B COCTOAHUN NepecbINKM, KaK MOKa3aHO Ha caeaytolem pUCyHKe.

A 2 1 B A £ . B
Root Wormal Normal Normal
I : |
] v 6 C ‘ 1] i G C
Nermal Normal ‘ Root & X € B-Root

2. Korpa nuHk CD HeucnpaseH, ISRP nameHset cratycobl nopToB 6 U 7 Ha 610KMpPOBKY. B
pesynbtate C n D ctaHoBATCA KOpHAMU. MNockonbky A, C 1 D B aHHbIM MOMEHT ABAAIOTCA
KOPHEBbIMM, BCE OHW OTMNPaBAAOT NakeTbl Announce. Bektopbl C n D 6onblwe, yem
BEKTOPbI A, TOTOMY 4YTO NOpPTbl 7 M 6 HaxoaaTcA B coctosiHum Link Down. B aTom cnyuae,
ecnun sBektop D 6onble, yem BekTop C, D BbIGMpaeTcs B KauecTBe KOpHSA, a C cTaHOBUTCA
KopHem B. Mpu nonyyeHnn naketa Announce ot D, A obHapyKuBaeT, 4to BekTop D
6onblle, Yem ero cobCTBEHHbIA BEKTOP, M 06a ero Ko/bLeBbiX NOPTa HAXOAATCA B
coctoAHuK Link up. Takmum obpazom, A CTaHOBUTCA HOPMAJIbHBIM U MEHSAET CTaTyC NOpTa
2 Ha nNepecbINIKYy, KaK MOKa3aHOo Ha npeablayLlem pucyHKe.

A : 4 B
Normal Normal
8
D T fi L+
-
Root Normal

3. Korga kaHan CD BoccTaHaBnmBaetca, D no-npexkHemy ABNAETCA KOPHEBbLIM, MOCKONbKY
ero BekTop 6oblie, 4yem BekTop C. MocKosibKy D ABAseTcAa KOpHEBbIM, MOPT 7 HAXOAUTCA
B COCTOAHMM BNOKMPOBKWU. B 3TOM cnyyae nopT 6 Haxoautca B coctoaHum Link up,
noatomy DRP wuameHAaeT coctoaHue nopTta 6 Ha nepeagpecaunto. B pesynbtate C
ctaHoBuTcst Normal. MosToMy posin KOMMYTaTOPOB HE MEHALOTCA NPU BOCCTAHOBAEHUM
KaHana.

B Konbyesoli cemu DRP poau KoMmMymamopog MeHAMcA npu cboe KaHasd, HO He MeHAMCHA
pu  80CCMAHOB/EHUU KAHAAA. IMOm MexaHusm rossiuwaem 6e30nacHocmes cemu U
HadexHocmb rnepedayu OAHHbIX.

5.15.4. Peanusauus pexxuma DRP-VLAN-Based

Konbuo Ha ocHose DRP-VLAN nossonseT nepecblnatb naketbl M3 pasHbix VLAN no
pasHbiM nyTam. Kaxabii nyTb nepecbinkn ana VLAN obpasyer DRP-VLAN-Based. PasinyHbie
Konbua Ha ocHoBe DRP-VLAN moryt umeTb pasHble KOpHW. Kak MOKa3aHO Ha ciaegyowem
PUCYHKe, HacTpoeHb! AB8a Kosbla Ha ocHose DRP-VLAN. Konbuesble KaHanbl DRP-VLAN10/20-
Based: AB-BC-CD-DE-EA. KonbueBble kaHanbl DRP-VLAN30-Based: FB-BC-CD-DE-EF. [ia Ko/bLa
KacatoTtcA 3BeHbeB BC, CD u DE. KommyTatop C n KommyTaTop D MCNOAb3YOT O4HM U TE *Ke NopThbI
B 4BYX KO/MbL,AX, HO MCNOAb3YIOT pasHble Aornyeckne KaHanbol Ha ocHose VLAN.



l

CT=

PyKoBoACTBO Nonb3oBatens

Root{ VLAN1O0. VLAMNZD) Root{ VLAN3Z0)

A F
TwANTD  VLANSD
viARRR VLAN3IO
e

B ’ H‘@F

VLAN1D VLANIC
VLANZD WLANZO
VLANIO VLAN3O

VLANTD
VLANZD

VLANSO

CocmosaHue nopma u HasHavyeHue poseli 018 Kar 0020 Konoya Ha ocHose DRP-VLAN makue e,
KGK U 018 Konbya Ha ocHoee nopma DRP.

5.15.5. Pe3epsuposaHue ISRP

DRP TaK:Ke MmoxeT obecneumBaTb pesepBupoBaHue AByx Koneu DRP, npepoTspalias
obpasoBaHue netesib U 0becneunBas HOPMaabHYHO CBA3b MeXAY KosibLLaMmu. PesepBHbIli NOpT:
YKa3blBaeT MOPT CBA3U Mexay Konbuamu DRP. MOMHO HacTpOUTb HECKONbKO pe3epBHbIX
MOpPTOB, HO OHW AO0/IKHbI HAXOAUTBCA B OAHOM KosbLe. [MepBblii pe3epBHbIN NOPT, KOTOPbLIN
NogKAYaeTCcA, ABMAETCA OCHOBHbIM pPe3epBHbIM MOPTOM, KOTOPbIM HAaXxo4MTCA B COCTOAHMMU
nepecbiikK. Bce ocTanbHble pe3epBHble NOPTbI ABAAKTCA NOAYMHEHHbIMU. OHM HAaxoAATCA B
COCTOAHUM OOKMPOBKU. Kak MOKa3aHO Ha ClefytolemM PUCYHKEe, Ha KaXKAOM KoMMmyTaTope
MOXHO HaCTPOUTb OAMH pPe3epBHbIN NOPT. [NaBHbIA pe3epBHbIA NOPT HAXOAMUTCA B COCTOAHUM
NnepecbisiIKK, a Apyrue pesepBHble NopTbl — B COCTOAHUM 610KMPOBKU. ECnv rnaBHbIN pe3epBHbIi
NOpT WAW ero KaHa/a HeUCnpaseH, ANA MNepecblIKWM AaHHbIX OyaeT BblbpaH NOAYMHEHHbIV
pes3epBHbI NOpPT.

U3meHeHUe cmmamyca KaHaAAa eaudaem Ha cmamyc pe3epsHbiX Mopmos.

5.16. DHP

KaK nokasaHo Ha cnegytowem pucyHke, A, B, C u D cMOHTUPOBAHbI Ha Kosbue. [MpoToKoN
ABOMHOro noakntodeHua ISHP BbinonHAaeT cneayowme GyHKLUNM, €Can OH BKAoYeH Ha A, B, Cun
D:
> A, B, C 1 D moryT obwatbca Apyr ¢ ApYyrom, He BAMAA Ha NPaBu/IbHYIO paboTy yCcTponcTBa
B KOANbLeE.
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> Ecau ceasb mexay A u B HeucnpaBHa, A BCe elle MOXKeT cBA3biBaTbcA ¢ B, C n D
nocpeactsom Yctpoiictso 1 1 YcTpoiicTtso 2.

Mormal-node Normal-node Home-node

DHP =D

Home-port

5.16.1. KoHuent

Peannsauma DHP ocHoBaHa Ha DRP. MexaHu3m Bbibopa u HasHa4veHua poseit B DHP Takoit e,
Kak n B DRP. DHP obecneunBaeT pesepBHOE KONMMPOBAHWE KaHafa NOCPeAcTBOM KOHOUIypaLmm
Home-node, Normal-node, 1 Home-port.
Home-node: yKkasbiBaeT ycTpoincTBa Ha 060Mx KOHUax KaHana DHP u 3aBeplwaeTt naketbl DRP.
Home-port: yka3biBaeT NoOpT, COeAMHAIOWMIA AOMALLHUIA Y3en C BHelWHel ceTbto. Home-port
obecneunsaeTt cneayowme GyHKUUK:
> OTnpaBKa OTBETHbIX NAaKETOB B KOPHEBYIO 30HY MpW Noay4YeHUU naketos Announce u3
KOpHeBOW 30Hbl. KopeHb MAeHTUOULMPYET COCTOAHME KOJbLL@ KaK 3aKpbITOe, eCAN OH
nonyyaer oOTBeTHble nakeTbl. EcnM KopeHb He nonyyaeT OTBETHble MNakeTbl, OH
NAEHTUDULMPYET COCTOAHME KObLLA KaK OTKPbITOE.
> BnokuposaHue naketos ISRP BHewHUX ceTen, U nsonaumsa KaHana ISHP oT BHewwHMx
ceTen.
> OTnpaBKa NaKeToB OYUCTKM BXOAa HA NOAK/OYEHHbIE YCTPOMCTBA BO BHELUHUX CETAX NPU
M3MEHEHMN TONoJIormKn KaHana ISHP. Ob6bIYHbIN y3e/: yKa3biBaeT YCTPOMCTBA B KaHane
DHP, uckntoyan ycTpoicTBa Ha 060Mx KOHLAxX. HopmanbHble y3/bl NepeaatoT OTBETHbIE
naketbl Home-node.

5.16.2. Peanusayun
- A B C D
Moo ) A P! 2 Some-port

#Normal Normal ) Root @ Normale

Home-node Narmalnode Normai-node Home-node

e AMnOUNCE pach e

Response packer

@ ®incking pant
®  romesont

Kak noKasaHo Ha puUCcyHKe, KoHpUrypauum A, B, C n D Ha pucyHke 6 cnegytowme:
> KoHdurypaumsa DRP: C — KopeHb; NopT 2 HaxoauMTcs B cOCTOAHMM 610KMpoBKK; A, Bn D
ABNIAIOTCA HOPMaJIbHbIMU; BCE OCTa/ibHble KO/MbLEBble MOPTbl HAXOAATCA B COCTOAHWUU
nepecbINKu.
> KoHdurypaumsa DHP: A u D — pomauwHue y3abl; nopT 8 u nopt 4 — Home-nopTbl; B C
ABAAIOTCA HOPMAIbHLIMU Y31aMW.
Peanuszauua:
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a. C, Root, nocblnaet nakeTbl Announce Yepes cBOM ABa KOJbLEeBbIX NopTa. JlomallHuin nopT
8 W pgoMallHuMIA nopT 4 3aBepllatoT MOJyYeHHble MakeTbl Announce W OTNPaBAAT
oTBeTHble NakeTbl Ha C. C naeHTMOUUMpPYET COCTOAHME KOMbLA Kak 3akpbiToe. MNopT 2
HaxXoAUTCA B COCTOAHMM BNOKUPOBKU.

b. Korpa kaHan mexay A 1 B 3a610KMpoBaH, TONONOIMA BKAOYAET ABa KaHana: A n B-C-D.

> A nsbupaetca KopHem. NMopT 7 HAXOANUTCA B COCTOAHUM BIOKMPOBKMU.

> B ccbinke B-C-D B BbibpaH B KadecTBe KOpPHA. MopT 6 HaxoAUTCAa B COCTOAHUU
6n10KMpoBKM. C CTaHOBUTCA HOpPManbHbIM. [opT 2 HaxoguTcA B COCTOAHMMU
nepecbisIKK. A MOXKeT cBasbiBaTbes ¢ B, C 1 D yepes ycTpoicTBo 1 1 yCTPOMCTBO
2, KaK NoKa3aHo Ha cneayoLem PUCYHKe.

A B C s}
J AT 7 Semmmts L) 22 3 — A oma-pe
o *RL"O\ . ® Root lllomia\‘; ONormale—
Home-rode Neormal-node Nermal-node Home-node

s ANDOUNCE Pachet
Responss packet
@ Blocking port
®  rHomeport

5.16.3. OnucaHue

KoHourypaumm DRP oTBeuatoT cneayrowmm TpeboBaHUAM:
> Bce KOMMYTaTOpPbl B O4HOM KOJbLie AO/KHbI UMETb OAMHAKOBbIN HOMEpP fOMEHa.

OZHO KONbLO COAEPKMT TO/IbKO OANH KOPEHb, HO MOKET COAEPIKAaTb HECKO/IbKO KOPHEMN
B nnn Hopmanen.

Ha KaXXg4om KommyTaTope MOXHO HAaCTPOUTb TOJIbKO ABa NopTa ANA KoAbLua.

[na aByx coefiMHEHHbIX Ko/el, pe3epBHble NOPTbl MOXKHO HAaCTPOWUTbL TO/IbKO B O4HOM
KoAbLe.

B oaHOM Ko/ibLLe MOXKHO HACTPOUTb HECKOJIbKO pe3epBHbIX NOPTOB.

VYV VY

Ha KOMMYTaTope 414 O4HOTro KOJibLla MOXXHO HAaCTPOUTb TOJ/IbKO OAUH peBepBHbIVI nopT.

5.16.4. KoHdurypauyusa

HacTtpoiTte pexxum DRP, Kak NOKa3aHO Ha c/ieayroLeM PUCyHKe.

DRP Mode Saetting

| Dll’llﬂ B TOET MOLE -

e ISRP Mode
Onuuu: PORT MODE/VLAN MODE
Mo ymonyanuio: PORT MODE
®yHKumsA: HacTpolika pexkuma DRP

Hactpoite KonbLo DRP-Port-Based, Kak NoOKa3aHO Ha cneaytowem pUcyHKe.
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SL/FEL -
S1/FER -
51/FES -

e Redundancy
Ob6s3aTtenbHan HacTpoiika: DRP
e DomainID
Onanason: 1732
®yHKUMA: Kaxpoe KOMbLO MMEET YHWKaNAbHbIN MAeHTUGUKATOp AomMeHa. Ha oaHom
KOMMYTaTOpPe MOXHO HacTpouTb A0 16 Koneu, DRP-Port-Based.
e Domain Name
Onana3soH: 1~31 cumson
®PyHKUMA: HACTPOUTL JOMEHHOE UMS.
e DHP Mode
BapwuaHTbl: Disable/Normal Node/Home Node
Mo ymonyaHuto: Disable
PyHKUMA: BKAOYEHME AN OTKAtodeHne DHP nan HacTpoika pexxnuma DHP
e Home Port
Onumu: Konbuesoit nopT 1/Konbuesoit nopT 2/Konbuesoit nopt 1-2
®dyHKUMA: HacTpouTb Home-port ana Home-node DHP.
e OnwucaHue: Ecnm B KaHane DHP ecTb TONIbKO OAHO yCTPOMCTBO, 06a KO/bLEBbLIX NOPTa
OOMaLLHEero y3na Ao/XHbl ObiTb HACTPOEHbI KaK AOMaLLHWE NOPTbI.
e Role Priority
OnanasoH: 0~255
Mo ymonyaHwuto: 128
®PyHKuMA: HacTpolika npuopuTeTa KOMMyTaTopa.
e CRCThreshold
OnanasoH: 25765535
Mo ymonyaHwuto: 100
®DyHKLMA: HAaCTpouTb Noporosoe 3HayeHue CRC.
OnucaHue: 3TOT napameTp MCNoAb3yeTca npu Bblibope root. CucTemMa noacyuTbiBaEeT
Konmnyectso nosydeHHbix CRC. Ecam konunyectso CRC ogHOro KosbueBoro nopta
npesbllWaeT NOPOroBoe 3Ha4YeHUe, CMCTeMA CYMTaeT, YTo NopT umeet yxygweHue CRC. B
pesynbTate 3HayeHue aerpagaummn CRC ycTtaHaBauBaeTca paBHbiM 1 B BeKTOpe naketa
Announce noprTa.
e Ring Port 1/Ring Port 2
Onumun: BCce NOPTbI KOMMYTATOpPA
®yHKLMA: BbIOEPUTE ABa KOJIbLEBBIX MOPTa.
e Backup Port
Onumun: Bce NOpTbl KOMMYTATOpPA
®yHKumA: HacTpolika pesepBHOro nopTa.

He Hacmpausaliime Konbyesol nopm 8 Kauecmee pe3epsHo2o0 nopma.
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Mocne 3aBeplUeHUs HACTPOMKM CO3AaHHble KonbLa oTobpaxKatoTcs B cnmvcke DRP List, Kak

NOKa3aHO Ha caieayouem pUcyHKe.
DRP List

1-a ROOT S1/FE1.81/FE2 S1/FE3 Ring-Close

Konsuesoli nopm DRP unu pe3sepeHsili nopm Henb3a dobasums 6 epynny trunk group. Mopm
dobasneH 8 trunk group He moxcem 6bImb HACMPOEHA KAk Kosbyesol nopm DRP unu pe3epsHbil
nopm.

Konbyesoli nopm DRP unu pesepeHbili Mopm MOXCHO HACMPOUMb KAK MNOpmM-UCMOYHUK Uau
nopm-nosyyamerns 3epKAAbHO20 omobpaxceHua. [lopm UCMOYHUKG uAu  HA3HAYeHUs
3epKasibHO20 0mMobpaxMceHus Hesb3s HACMPOUMb 8 Kayecmee Kosbyesoz2o rnopma DRP unu
pe3epeHozo nopma.

Kosnbuesoie nopmei mexoy KoabyeasbiMu rpomoKoaamu Ha ocHoge nopmos RSTP, ST-Ring-Port u
DRP-Port sgnaomca 83aUMOUCKAOYAOWUMU, MO ecmb Konbuesol nopm u pesepsHolli nopm
DRP-Port He donxHbl 66Imb HacmpoeHbl Kak nopm RSTP, ST-Ring-Port. Konbyesol nopm nopma
unu pesepsHoili nopm ST-Ring-Port; Mopm RSTP, konesyesoli nopm ST-Ring-Port u pesepeHuoili
nopm ST-Ring-Port He 00axtHbI 6bIMb HACMPOEHbI KAK Konbuesoli nopm DRP-Port unu pe3epeHoili
nopm.

He pekomeHdyemcs, Ymobbl nopmel 8 2pynine u3oaayuu HACMpausasaucs KAk nopmel Koaoya DRP
U pe3epgHbie nopmsl 00HOBPEMEHHO, d rnopmsl Kosasuad DRP u pe3epeHbie nmopmel He Mo2ym
6bimb 00b6asneHbI 8 2pyrny U30AAUUU 00HOBPEMEHHO.

MpocmoTp HacTpoku napameTpos DRP-Port-Based.

WenkHuTe 3anmucb DRP Ha puCyHKe Bbllle, Bbl MOMKETe MPOCMOTPETb M U3MEHMWTb HACTPOMKM
napameTpOB 3anmncK, Kak NOKa3aHo Ha CIeAyIOLWEM PUCYHKE.

DORP Seming

DRF

Mocne 3aBeplIeHUA U3MEHEHMUA HaxKmuTe <Apply>, 4yToObl M3MeHeHWe BCTYNWAO B cuay. Bbl
MoKeTe yaanuTb 3anucb ISRP, Haxkas <Delete>.

MpocmoTp poan n coctofsHMe NopTos KosbLa DRP, Kak noka3aHo Ha cheaytowem pUCyHKe.
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DRP Status

ROOT
FORWARD
BLOCK
BLOCK
Ring-Close
192.168.0.222
08-00-3E-32-53-22

5.17. QoS

Quality of Service (QoS) nossonAeT npeaocTaBaATb AnddepeHUUpPoBaHHbIE YCAYTM Ha
OCHOBE pPa3/IMyHbIX TpeboBaHUI NPU OrPaHUYEHHOMN MPOMYCKHOM CNOCOOHOCTU MOCpPencTBOM
ynpasaeHua TpadpuKom 1 pacnpeseneHusa pecypcos B IP-cetax. QoS nbiTaeTca yA0BAETBOPUTD
nepeaayy pasnyHbIX YCAyr, 4TOObl yMEHbLWWUTL MEPErPy3KY CETU U CBECTU K MMHUMYMY BAUAHUE
neperpyskM Ha YCAyrm € BbICOKMM npuoputeTom. QOS B OCHOBHOM BK/toYaeT B cebsa
NOEHTUOUKALMIO YCNYT, YIPaBAEHME Neperpy3kamm U npeaoTepalleHne neperpysokx.
NoeHTudMKauma cnyxk6bbl: 06beKTbl MAEHTUOUULMPYIOTCA HA OCHOBE OnpeaeseHHbIX NpaBua
cooTBeTCcTBUA. Hanpumep, 06beKTbl MOTYT BbITb TEFAMU NPUOPUTETA, NEPEHOCUMBIMU MAKETAMM,
NPUOPUTETOM, OTOOpPa*kaembiM MOPTAMMU U  BUPTYa/IbHbIMKU  JIOKAZIbHbIMU  CETAMWU, WU
nHbopmaumnen o npuoputeTe, oTobparkaemon natTepkamu. NoeHTuduMKauma ycnyrm ssnsercs
npeasapuTesibHbiM ycnosmem ana QoS. YnpasneHwe neperpyskamu: 310 obasaTesnbHO AnA
peleHns Nnpobaembl KOHKYPEHLUUK 33 pecypcbl. YNpaBaeHWe neperpyskamm KaWnpyeT NakeTbl B
ouepesax u onpenenaeT NOCAef0BaTeIbHOCTb NEPECHIIKM NAKETOB HAa OCHOBE OnNpeae/IeHHOro
aNropuTMa nAaHMPOBaHWUSA, obecneymBas MPUOPUTETHYIO NEPECHINKY AA KAHYEBbIX C/YXKO.
MpepoTBpalleHne neperpysku: YpesmepHaa neperpyska MOMKET NPUBECTU K MOBPEXAEHMUIO
ceTeBblX pecypcoB. [pefoTBpalLeHME NeperpysknM OTC/EXKMBAET WMCMNONb30BAHUE CETEBbIX
pecypcoB. Mpu 06HApYKEHUU yBENMYEHUA Neperpy3kn GpyHKUMA UCNosib3yeT ynperkaarollee
oTbpacbiBaHWe NaKeTOB U HacTpamBaeT 0b6bem Tpaduka Ans pelleHusa Npobaembl neperpysKu.

Kaxkabli MOPT KOMMYTATOpPa MMEET YeTblpe oyepeamn KawmposaHusa, oT 0 go 3 B nopsake
BO3pacCTaHWA npuoputeTa. Bbl MoXeTe HaCTpPOUTb COMOCTaBAEHUE MeXAy NpUopUTETOM WU
oyepeaamn. Korga Kagp AoCTUMraeT nopra, KOMMyTaTop onpegenseT odyepefb ANA Kagpa B
COOTBETCTBMM C MHDOPMALMEN B 3arosioBKe Kagpa. KommyTaTop noanepKuBaeT nNaTb PerKMMOB
COMOCTaBNAEHUA ovepenen ona onpeaesieHMA NpMopuTeTa: HauBbICLIMA NPUOPUTET, HAa OCHOBE
noptos, DIFF, TOS/DIFF 1 802.1p.
> Ecu AN nopTa HaCTPOEeH HaMBbICWIMIA MNPUOPUTET, TO NaAKeTbl A1A Nepecbliku
nomeLLatoTca B ovepeab 3.

> Ecam ONA nopTa HaCTPOEH PEXMM COMOCTABAEHUA oO4vepeselrr Ha OCHOBe MOPTOB,
NoJly4YeHHble NaKeTbl MOMELLAIOTCA B odepeab B COOTBETCTBUM C NPUOPUTETOM NOPTa MO
ymonyaHuto. ConoctaBneHne mexay npuopuTteToM MO YMOAYAHUIO U oyepedamu
COOTBETCTBYET CONOCTaBNeHMIO mexay npmoputetom 802.1p 1 odyepegamm.

> 3nauenue DIFF 3asucut ot DSCP B nakertax, Torga Kak sHadeHune TOS/DIFF 3asucuT oT
TOS/DSCP B nakeTax. Bbl moKeTe HacTPOMTb COMOCTaBJEHUE MEXKAY NPUOPUTETOM U
oyepegamun. — Korga naket nomeyeH, 3HadyeHune 802.1p 3asucut oT npuoputeta 802.1Q
B nNakeT. Korga nakeT He nomeyeH, 3HavyeHne 802.1p 3aBMCUT OT NpuopuTeTa NopTta no
YMOAYaHMIO. Bbl moXKeTe HAcTpOUTb conocTasiaeHue mexay npuoputetom 802.1p m
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5.17.1.

oyepegamu. Mpu nepecbinKke AaHHbIX NOPT UCMONb3YET PEXUM MIAHUPOBAHMA ANA
NAAHUPOBAHMA OAHHbIX YeTblpex ouvepeselt M MPOMYCKHOM CMOCOBHOCTU KarKaoW
oyepegu. KommyTaTop noanep:KuBaeT ABa pexuma NAaHWMPOBAHUA: B3BELUEHHbIN
umMKanyeckuin anroputm (WRR), pexkum Hg-BbiTecHeHUs 1 pexxkum STRICT.

B pexxnme WRR NOTOKM AaHHbIX NNaHUPYOTCA Ha OCHOBe Ko3addmumeHTa Beca. Ouepeam
Mo/ly4atoT CBOK MPOMYCKHYO CNOCOBHOCTb MCx0AA M3 cooTHoweHua ux Beca. WRR
OTAAET NPUOPUTET OYepesaM C BbICOKMM COOTHOLWEHMeM Beca. bosiblue NponycKHoM
CNOCcObHOCTM BblaensAeTca ovepeaam c 6oaee BbICOKMM KoadpduunmeHTom Beca.

B pexxnme Hg-preempt npMopmuTeTHO NEPECHINAIOTCA BbICOKOMPUOPUTETHbIE NAaKeTbl. OH
B OCHOBHOM WCMO/Ib3yeTcA A4 MNepeaadn 4YyBCTBMTE/IbHbIX CUrHanoB. Ecam Kagp
nocTynaeT B o4yepedb C BbICOKMM TMNPUOPUTETOM, KOMMYTATOp MpeKpaliaeT
nAaHMpoOBaHMe odyepeaei C HU3KMM NPUOPUTETOM M HauMHaeT o6pabaTbiBaTb AaHHblE
oyepeam C BbICOKMM npuopuTeTom. Korga ouyepesb C BbICOKMM MPUOPUTETOM He
COAEPKUT AaHHbIX, KOMMYTAaTOP HauyMHaeT 0bpabaTbiBaTb AaHHble U3 oyepeaun ¢ 6onee
HU3KMM NPUOPUTETOM.

B pexunme STRICT npepnoututenbHee nepecbliialoTcA BbICOKONPUOPUTETHbIE NAKETbI.
OH B OCHOBHOM MCMO/b3yeTca ANA nepegayvyn YyBCTBUTENbHbIX cUrHanos. Ecan Kagp
noctynaetr B oO4Yepeab C BbICOKMM MPUOPUTETOM, KOMMYTATOp npeKpaliaeT
NJaHUPOBaHMeE ovepeaein C HUSKUM NPUOPUTETOM M HauMHaeT 0b6pabaTbiBaTb AaHHbIE
oyepeam C BbICOKMM npuoputeTom. Korga odepenb C BbICOKMM MPUOPUTETOM He
COAEPKUT AAaHHbIX, KOMMYTAaTOP HaunHaeT 0bpabaTbiBaTb AaHHbIE U3 oYyepeam ¢ bonee
HU3KUM NPUOPUTETOM.

KoHdurypuposaHue

HactpoiTte pexxum QoS, Kak NOKa3aHO Ha CleayroLlWeM PUCYHKE.

PEEE e DSCP Prioriy
802.1P Priority

Qos Mode

BapuaHTbl: Disable/WRR/STRICT

Mo ymonyanuio: STRICT

®yHKUMA: HacTpolika perknuma NnaHnMpoBaHuMA NopTa.

HactpoinTte KoapduMUMeHT Beca oyepeam, Kak NOKa3aHo Ha C/1eyoLeM PUCYHKe.

Whaight of Priority Quemms

{3-HIGHEST, 2-SECHIGH, 1-SECLOW, 0-LOWEST}

OwnanasoH: {1~55, 1~55, 1~55, 1~55}

Mo ymonyaHwuio: {8, 4, 2, 1}

dyHKUMA: HacTpouTb KoaddULUMEHT Beca ouepeau, cobatogan cneayrowme npasuna: Bec
oyepean 3 > 2 x Bec ouepeamn 2, Bec ouepeam 2 2 2 x Bec ovepeam 1, Bec ouepean 1> 2
x Bec ouepegmn O
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HacTpoiTte pexum conoctaB/ieHUs npuopuTtetoB noptoB QOS, Kak MOKasaHO Ha c/eayrouem
pUCyHKe.

Setthe Port Prieoty

=
L

e e

e Set the Port Priority
Onumu: Port-Based/DIFF/802.1P Priority
Mo ymonyaHwuto: 802.1P Priority.
®yHKuMA: HacTpolika pexxMma oTobparkeHMA npuopuTeTa NOPTOB.
OnucaHue: [na Kaxaoro nopta MOXKHO BblbpaTb TONbKO OAWMH pPeXMM oTobparKeHus
npuopuTeTa.

HactpoiiTe oTob6paxeHne NpropuTeTHON oYepeam Ha ocHoBe noptos/802.1p.

OTobpaxeHne oyepeam B peXMMe Ha OCHOBE MOPTOB COMacyeTcs C oTobpaxkeHnem
oyepeau B pexkume npuoputeta 802.1p. Ecnm Bbl XOTUTE HACTPOUTL NHOOOM U3 ABYX PEKUMOB,
3agaiiTe napameTpbl B Tabauue conoctaBneHua npuoputetoB 802.1p, Kak MNOKa3aHO Ha
cnepyrouem pucyHke. Haxkmute <802.1p Priority>, oTobpasntca cneaytowan cTpaHmua.

802.1P Priority 0~-7

il = —=laol o
2= | |22

T
L
£«

4
[

Queve: 0-LOWEST, 1-5ECLOW, 2--SECHIGH, 3--HIGHEST

e 802.1P Priority
MNoptdonuno: {Mpuoputet, Ouepeab}
OunanasoH: {0~7, 0~3}
Mo ymonuvanuto: npmoputetbl 0 n 1 conoctasnaoTca ¢ ovepeqbto 0; npmoputeTol 2 1 3
CONOCTaBANATCA C odepeabio 1.
MprnoputeTbl 4 N 5 cONOCTaBAAIOTCA C odepeabto 2; NpuopuTeTbl 6 U 7 CONOCTaBAAKOTCA C
oyepeabto 3.
®PyHKUMA: HACTPOIKa conocTaBaeHmna mexay npuoputetom 802.1p 1 ovepesbto.

HacTpoliTe conocTaBneHune oyepesm npuoputetos DSCP.

LLlenkHnte <DSCP Priority >, 4Tobbl HACTPOUTb COMOCTaB/IEHNE O4Yepeau NMPUOPUTETOB
DSCP, KaK NoKa3aHO Ha cieaytoLem PUCYHKE.
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Cusend2 Ol OWEST, 1..SECLOW, 2.SECHIGH, 3-HIGHEST

e  DSCP Priority
Moptdonno: {DSCP, Qos Queue}
OunanasoH: {0~63, 0~3}
Mo ymonyaHuto: npmnoputet ot 0 o 63 conocrasnseTca ¢ odepeabto 0.
®yHKumA: HacTpolika conoctaBneHna mexay npmopmutetom DSCP v oyepeabto.

1.1. MAC Address Aging Time

MopTbl KOMMyTaTOpa MOryT aBTOMATUYECKM 3anomMuHaTb agpeca. KommyTtatop
nobasnset ncxogHble agpeca (MAC-agpec UCTOYHMKA, HOMEP NOPTa KOMMYTaTopPa) NOTYYEHHbIX
KagpoB B Tabnuuy agpecoB. Bpems ycTapeBaHMA HayMHaeTca C MOMeHTa aobasneHun
AnHammyeckoro MAC-agpeca B Tabanuy MAC-agpecoB. Ecav HM oAnH NOPT He NnoJsiyYaeT Kagp ¢
MAC-agpecom B Te4YeHWe BPEMEHW YyCTapeBaHWA, B OAMH-ABa pa3a NPEBbIWAIOLWETO BpPeEMA
yCcTapeBaHua, KOMMyTaTop yaansdeT 3anncb o MAC-agpece 13 Tabanubl aapecosB AMHAMNYECKOM
nepecblikn. Ctatuyeckas Tabanua MAC-agpecoB He BKAHOYAET NOHATUE BPEMEHM YCTapeBaHMS.

Hactpoutb MAC address aging time MOKHO, KaK NOKa3aHO Ha C/leAyloLLeM PUCYHKE.

R o osocooseo

e MACAging Time
OnanasoH: 1573600 cekyHa,
Mo ymonyaHuto: 300 cekyHA,
OnucaHue: Bbl MoXKeTe HaCTPOUTb BPEMS CTapeHMA MO Mepe HeobXo4MMOCTH.

5.18. LLDP

MpoToKoNn O6HApyXeHWA KaHanbHOro ypoBHA (LLDP) npegocTaBnser cTaHAapTHbIW
MexaHM3M 0O6HapyXKeHMA KaHaNbHOTo ypoBHA. OH MHKancyampyeT nHpopmaLmio o6 ycTpoicTae,
TaKyl0 KaK BO3MOXHOCTU, agpec ynpaBaeHus, NaeHTUGUKaToOp yCcTpoincTBa U naeHTMdMKaTop
nHTepdelica, B 6J0K AaHHbIX MPOTOKONA OOHapy)KeHMAa KaHanbHoro yposHA (LLDPDU) u
obbasnser LLDPDU cBoMm HenocpeaCTBEHHO MOAKAHOYEHHbIM cocegam. lMonyuus LLDPDU,
coceam COXpaHAT 3Ty MHbopMauuio B MIB ana 3anpoca 1 NpoOBEPKM COCTOAHKUA KaHana NMS.
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BkAtounTe npoToKon LLDP, KaK NOKa3aHOo Ha cieaylolLemM PUCYHKe.

il

e LLDP
Onuuu: Enable/Disable
Mo ymonyaHuio: Enable
OYHKUMA: BKAOYNTL/OTKAOUNTL NPOTOKOA LLDP.
Ob6bscHeHue: Ecnn LLDP BKatouyeH, KommyTaTop Byget oTnpasasTb coobuieHua LLDP
CBOMM COCEAHMM YCTPOICTBaM, B TO Ke BpemsaA nosiydas u obpabaTbiBas coobLieHUn
LLDP oT cocegHux yctponcts. Ecan LLDP oTKAOYEH, KOMMYTATOP HE OTNPABASET U He
obpabatbiBaeT coobweHus LLDP.

MpocmoTpuTe MHGopmauuto o coegnHeHnn LLDP, Kak NOKa3aHo Ha ceaytowem PUCYHKe.

LLOP Information

1M 0n 1982.168.0.100 00:00:eeee02:05

B nHdpopmaumm LLDP Bbl MOXKeTe NPOCMOTPETb MHPOPMALLMIO O COCEAHMX YCTPOMCTBAX, BKIOYAA
HOMep NopTa coceaHero yCTPoMCTBa, MOAK/IIOYEHHOTO K JIOKaNbHOMY KoMmMmyTaTopy, IP-agpec m
MAC-agpec coceHero ycTpomcTBa.

5.19. SNTP

Simple Network Time Protocol (SNTP) CUHXPOHM3UpPYeT Bpems Mexay CepBepomMm W
K/IMEHTOM C MOMOLLbIO 3aNPOCOB U OTBETOB. KaK KAMEHT KOMMYTaTop CUHXPOHU3UPYET Bpemsa C
cepBepomM NO nakeTam cepsepa. B sTom cnyyae MOXKHO HaCTPOUTb MakcMmMym 4yeTbipe SNTP-
cepBepa, HO TOJIbKO OAMH M3 HUX MOXKET ObiTb aKTMBEH OAHOBPEMEHHO. KomMyTaTop TaKKe
MOMKeT CNyxutb cepsepom SNTP ana obecneyeHUa CUHXPOHM3AUUN BPEMEHWU ANA K/IUEHTOB.
KnneHt SNTP oTnpaBnseT 3anpoc Ha KaxAblil cepBep OAMH 33 APYTMM Yepe3 OAHOaApecHYHo
paccbliky. CepBep, OTBETUBLUMIA MEPBbIM, HaxOAWUTCA B aKTUBHOM COCTOAHWM. OcTanbHble
cepBepbl HAXOAATCA B HEAKTUBHOM COCTOAHUMN.

Ona BkaoueHna SNTP BbibepuTe cepBep M 3ajaiiTe COOTBETCTBYIOWME NapameTpbl, Kak
MOKa3aHOo Ha CcaeayloLLeM PUCYHKe.

e |

192, 168. 0. 23
16 (16-162845ec)

e SNTP Client State

Onuuun: Enable/Disable

Mo ymonyaHuto: Disable

®yHKUMA: BKNtounTb/BbikatounTts SNTP.
e ServerlIP
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®dopmart: A.B.C.D.
OyHKumA: YctaHosute IP-agpec cepsepa SNTP. KAMEHT CUHXPOHU3UpPYET Bpems C
CcepBepoM Ha OCHOBE MaKeToB, OTNPaBAAEMbIX CEPBEPOM.
e Interval Time
Onana3soH: 16~16284c
PyHKUMA: HacTpolika MHTepBana OTMPaBKM 3aMpoCOB Ha CUHXPOHM3aumto oT SNTP-
KAMEeHTa Ha cepsep.
e timezone
BapuaHnTbl: 0, +1, +2, +3, +4, 45, +6, +7, 48, 49, +10, +11, +12, +13, -1,-2,-3, -4, -5, -6, -
7,-8,-9,-10,-11, -12
Mo ymonyaHwuto: 0
PyHKUMA: BbIBOP MECTHOIO YacOBOTO MoACa.

BblibepuTe pexnm CUHXPOHU3ALMUM MEXKAY K/IMEHTOM M CEPBEPOM, KaK NOKa3aHO Ha c/ieayowem
pUCYHKe.

2014.08.08 10:38:31
2014.08.08 10:38:45

iy | AN |

e Server Time
PyHKUMA: oTOOpParKeHMe nocsieaHero BpeMeHM YCTPOMCTBA, NOSYY4EHHOTO C cepBepa.
e Device Time
PyHKUMA: 0OTOOParKeHMe MeCTHOro BPEMEHU YCTPOMCTBA.
e update
Onumu: automatism/manual
Mo ymonyaHuto: automatism
DyHKUMA: BbIOEPUTE PEKUM CUHXPOHM3ALUMN BPEMEHN MEXAY YCTPOWCTBOM M
cepBepom.

MpocmoTpeTb KoHUrypauno SNTP MoXKHO, KaK MOKa3aHO Ha cieAytoLLem PUCYHKe. Bbl moxkeTe
yCTaHOBUTb ¢naxkoK cepBepa SNTP 1 HaxaTtb <Delete>, ytobbl yaanuTsb ero.

192.168.0.23 active +2
Oz |182.168.0.84| repose +3 20

e Server State
Onumu: active/repose
OnucaHue: AKTMBHbIN cepBep npepocTasaser Bpema SNTP  pgna  KaveHTa.
OpHOBpPEMEHHO B aKTUBHOM COCTOAHUM MOXKET HaXOAUTbCA TONIbKO OAMH CepBep.
e Synchronization
Y106bI CUHXPOHU3NPOBATL BPEMSA BPYUHYIO, HaXMuTe < Synch>.

HacTpoliTe KommyTaTop B KayecTee cepBepa SNTP, Kak NOKa3aHO Ha C/eayloLeM PUCYHKeE.

Enahle

102168 0.2
20140808 10:47:47
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e SNTP State
Onuuu: Enable/Disable
Mo ymonyaHuto: Disable
PyHKUMA: BKAKOUYUTE UM OTKAOUNTE PYHKLMIO cepBepa SNTP.
e timezone
BapuaHTbl: 0, +1, +2, +3, +4, +5, +6, +7, +8, 49, +10, +11, +12, +13, -1, -2, - 3, -4, -5, -6, -
7,-8,-9,-10, -11, -12
Mo ymonyaHuto: +8
®PyHKUMA: BbIBOP MECTHOIO YacoBOro NosAca.

5.20. Port Isolate

Y106bI peann3oBaTb M30ALUIO MAKETOB Ha YpoOBHE 2, Bbl MOXKeTe A06aBUTb MOPTLI B
pa3sHble VLAN. OgHaKo 3TOT MeToZ NpMBEAEeT K NyCcTON TpaTe orpaHuMyeHHbIx pecypcos VLAN.
Ncnonb3ya GyHKLUMUIO M301ALUK NOPTOB, Bbl MOXKETE M30/IMPOBaTb MOPTbI B O4HOMN U TOW e VLAN
Apyr ot apyra. Monb3oBaTento HyXHO To/bKO A06aBUTb MOPT B rpynny msonauuu, u bypet
peann3oBaHa M30/1ALMA OAHHbIX HA YpOBHEe 2 cpeAn MOPTOB TPynMnbl M30AALMU, MOCKObKY
nopTbl B rpynne M3onaunmn He ByayT nepecbinatb NaKeTbl Ha Apyrue NopTbl FPynnbl U30AALMN.

®PyHKUMA U301ALMM NOPTOB MpPenoCcTaBAAeT MONb30BaTeNAM bonee 6HesonacHoe M rnbkoe
CeTeBOe pelleHue.

BkatouunTe nsonaumio NnoOpPTOB, MOXXHO KaK MNOKa3aHO HAa PUCYHKe

S1FE1 ]

S1FE2
S1/FE3
S1/FE4
S1/FES
S1IFEG

S
S1FET
[~

<

. ot lsoateEnatle

S1/FES
SUFET

o|o|jojo|o|olE &

e Isolate Enable
Onuwuu: Enable/Disable
Mo ymonyaHuto: Disable
®YHKLMA: BKAIOUYNUTL NAK OTKAKOUYUTL M30AALMIO NOPTa.

5.21. ABapuitHaA CUrHanusauyma

KommyTaTopbl 3TOM cepun noaaepKMBatoT cieaytolme TUMbl aBapuAHbIX CUTHANOB:
> ABapuiiHbIA CUrHAN MOLWHOCTU: ecnn GYHKLMA BKAKOYEHA, TO aBapuiiHbIA curHan byaer
CreHepupoBaH A4/1A O4HOI0 UCTOYHMKA NUTaHMA. BXOA,.
> ABapuiiHbIA CUrHaN TemnepaTypbl: ecin GyHKUMA BK/IOYEHA, TO aBapUMHbIA CUrHan

byneT creHepupoBaH, Korga Temnepatypa 6yaeT paBHa WM HUXKE HUXKHEro npeaena
WM paBHa WK Bbile BEPXHEro npeaena.
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> ABapuiHbIA curHan KoHdankta IP/MAC: ecnn dyHKUMA BKAKOYEHa, TO AnAa KOHOAKUKT
IP/MAC.

> ABapWitHbIN CUrHan nopTa: ecam GyHKLWA BKAKOYEHA, TO AR NOPTa, HAXOAALLErocs B
COCTOAHUM OTCYTCTBUA CBA3K, ByAeT CreHepupoBaH aBapUiMHbIA CUTHaN.

> ABapwiiHblit CUTHaN KONbLEBOM Tomonorum: Ecam dyHKUMA BKAKOYEHA, TO npw
Pa30MKHYTOM 3BOHKe byaeT creHepupoBaH CUrHA TPEBOTHU.

YCTaHOBUTL napamMmeTpbl TPEBOTU, KaK MNOKa3aHO Ha cheayrwmnx pucyHKax.

IP, MAC Conflict

IP. MAC Conflict 00 {180~600sec )

Power Alarm

Power Alarm

Temperature Alarm

Temperature ) =
o THigh * [¥][80 |~ TLow

vl |

Port Alarm
[S1FET = |s1FE2 = S1FES = S1FEA 0l
j_.suFEs | S1FES| O . [suFE? El S1/FES a|
{sZ/FE O S2FE2 O S2FE3 O S2FEL O
|S2FES i) |SZFES il | S2FET O S2FEB O
|53FET L S3FE2| | S3FE3 O S3FE4 Cl
SFEs| O |syFEs [ |seFEr| [ |s3FEs| O
|84/GX1 | S4/GK2 Ll S4/GX3 4| S4/GX4 M
DT-RING Alarm
1
2
DRP Alarm
1 ¥
?

e IP, MAC Conflict

Onuuu: select/deselect

Mo ymonyaHuio: select

DYHKUMA: BKIIOYEHNE WM OTKIIOYEHME OnoBeLleHUsA 0 KoHbankTe IP/MAC.
e Alarm Time

OnanasoH: 180~600 ¢

Mo ymonyaHuto: 300 ¢

®yHKUMA: HACTPOIKA UHTEPBana obHapy>keHna KoHpankTos IP/MAC.
e Power Alarm

Onuwmu: select/deselect

Mo ymonyaHuio: select

PyHKUMA: BKAIOYUTL AN OTKAOYUTD CUTHANM3ALUIO NMUTAHKUA.
e Temperature Alarm (Alarm Enable, T-High~T-Low)

IwnanasoHn: {Enable/Disable, +150°C~-55°C}
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Mo ymonuaHuio: { Disable, +80°C~-30°C}

DyHKUMA: BKAOYEHME WAM  BbIKNOYEHME aBAPWMMHOIO CUrHaNa TemnepaTtypbl U
HaCTPOIKa BEPXHETO U HUMKHETO NPeaesnos.

Port Alarm

Onumu: select/deselect

Mo ymonyaHuto: deselect

DYHKLUMA: BKAOYUTD MU BbIKAOYUTL TPEBOTY MOPTA.

ST-RING/DRP Alarm

Onumu: select/deselect

Mo ymonyaHuto: deselect

DyHKUMA: BKAIOYEHNE UAN BbIKAOYEeHUe dyHKuMK Tpesorn ST-Ring/DRP.

Mocne BKAOYEHUS GYHKLMM TPEBOTU MHGOPMALLMA O TPEBOTE BbINAAMUT Caeayowmnm obpasom:

Basic Vision
powier VWARN
temperature NOME
IP Alarm Mormal
MAC Alarm Mormal
Port Alarm

S1FE1 Link Up  |3S1/FE2 Link Up  |S1/FE3| Link Down |S1/FE4 -
S1FES - S1/FEE - S1FEY - S1/FESB -
S2IFE1 - S2/FE2 - S2/FE3 - S2/FE4 -
S2/FES - S2/FEG - S2/IFEY - S2/FEB -
SIFE1 - S3/FEZ2 - S3FE3 - S3FE4 -
S3IFES - S3/FER - S3FET - S3FEB -
S4/GK - S4/GK2 - S4/GK3 - S4GK4 -
DT-RING Alarm
2 Ring Open
Ring Close
DRP Alarm

‘

MNormal

2 Alarm

Power

Onumun: Normal/WARN

OnucaHue: Mocne BKAOYEHMA aBapPUINHOIO CMrHaNa NUTaHWA AN ABYX BXOA0B NMUTaHWA
oTobpakaeTca «HopmanbHbIM», a Aaa OAHOrO BXOAAa NUTaHWA OToBparkaercs
«MPEOYNPEXIEHME.

temperature

Onuun: NONE/HIGH/LOW

OnucaHue: Korga TemnepaTypa nepekaloyatens paBHa WMAW MPEBbllaeT BEPXHWUi
npeaen, otobpaskaetca HIGH; Koraa TemnepaTtypa nepek/toyatena paBHa UM HUKe
HWXKHero npeaena, otobpaskaerca LOW; B npoTuBHOM ciyyae otobpaxkaetca O6bIuHbIiA.
IP/MAC AlarmTpesora

Onumun: Normal/Alarm
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OnucaHue: Mpu BO3HNKHOBEHMM KOHOAMKTa IP/MAC oTobpaskaeTcs curHan Tpesoru; B
NPOTUBHOM cayyae oTobparkaetcst OBbIYHbIN.

e Port Alarm
Onumu: Link Up/Link Down
Onucanue: Mocne BKAOYEHMA TpPeBOrn noprta otobpaxkaetca Link Up ana npaBuabHO
nogKknatoueHHoro nopta. Link Down oTobparkaeTca ana nopra, OTKAOYEHHOTO MAM
HenpaBUAbHO NOAK/OUYEHHOTO.

e ST-RING/DRP Alarm
Onuuu: IST-Ring: Ring Open/Ring Close
BapuaHTbl DRP: Normal/Alarm
OnucaHue: MNocne BKAOYEHUA YyBEAOMIEHUA KObLLEBOW ToNonorusa otobpaxaerca Ring
Open/Alarm, a Ring Close/Normal gs1a 3aMKHYTOro 3BOHKa.

5.22. Port Traffic Alarm

C nomoulbio GYHKUMM OnoBelleHUs o TpaduKe MNOPTOB KOMMYTAaTOp reHepupyet
onoBelleHne, eciv CKopPoCTb TpaduKa nopTa MpeBbilaeT yKasaHHbIA NOPOr WaM BO3HUKaeT
owmnbKa CRC.

HacTpoliTe aBapuitHbIl curHan TpadurKa NopTa, Kak NOKasaHo Ha CeAyoWEeM PUCYHKeE.

S1/FEIL -
Input Rate  w
enable L4

100 [tps  ~

e Port
Onuuu: BCce NOPTbl KOMMYyTaTOpa
®PyHKUMA: Boibepute NopTbl A1 ONOBELLEHMA O AOPOKHOM ABUNKEHUMN.
e Alarm Type
MapameTpsbl: Input Rate/Output Rate/CRC Error
®yHKLMA: HacTpolika TMNa curHana Tpesorm Tpaduka nopra.
e Alarm Status
Onuuu: enable/disable
Mo ymonyaHuto: disable
®PyHKUMA: BKAKOYEHME NN BbIK/OYEHME TUMA TPEBOTHU.
Mopor Tpesorn AuanasoH: 1 ~ 1000000000 6mt/c uam 1 ~ 1000000 k6UT/c PyHKUMA:
HACTPOMKA NOPOroBOro 3HaYeHMA TpPeBoru Tpaduka nopTa.

MpocmoTpeTb MHPopMaLUo 06 aBapuUMHOM curHane TpaduKa NopTa, Kak NMoKasaHo Ha
cnefyolWwem pUCyHKe.
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5.23.

- o Al Sty

narmal

KoHdurypauua n 3anpoc GMRP

5.23.1. GARP

Generic Attribute Registration Protocol (GARP) ucnonb3yerca ana pacnpocTpaHeHus,

pernctpaumm u oTmeHbl onpegeneHHon mHpopmaumm (VLAN, MHoroaapecHbiit agpec)
mexay KommyTaTopamu B ogHo cetu. NMpunoxkenna GARP sBrkatouatoT GVRP u GMRP.
Mpn wncnonbsoBaHun GARP wuHbopmaums o KoHdurypaumm uyneHa GARP 6yapet
PacnpoCTPaHATLCA MO BCEM KOMMYyTALMOHHON ceTu. YneH GARP MHCTPYKTUpPYeT apyrux
yneHoB GARP 3apeructpmpoBaTb WMAM OTMEHWUTb CBOK COBCTBEHHYD WMHpOpMaLMio O
KoHbUrypaumm nocpesCcTsom coobuieHnn o} npucoeamHeHUn/OTKAYEHUN
COOTBETCTBEHHO. YYACTHUK TaKXKe perucTtpupyetr WAM OTMeHAeT WHpopmauuio o
KOHPUrypaumm Apyrnx y4acTHMKOB Ha OCHOBe coobuieHMi O mpucoeanHeHun/sbixoae,
OTMPAB/IEHHbIX APYTMMU YHACTHUKAMM.

GARP BK/AO4aeT Tpu TMna coobuieHnn: «MpucoeanHUTbea», «BbIATU» U «BbIATU BCE»
(Join, Leave n LeaveAll).

> Korpa obbekT npunoxkeHnss GARP xoyeT 3aperMcTpupoBaTb CBOK COOCTBEHHYIO
MHPOPMALMIO Ha APYrMX KOMMyTaTopax, OOBEKT oTnpasaser coobuieHue o
npucoeanHeHmun. CoobLeHma o npucoegmMHEHUN fenatca Ha ABa Tvna: JoinEmpty
n Joinin. CoobuieHune Joinln oTnpasaseTcs gna 06bABAEHMA 3aperncTpMpoOBaHHOIO
atpmbyTa, a coobuieHue JoinEmpty oTnpaBnseTcs AnA 0b6bABAEHMA elle He
3aperncTpupoBaHHOro aTpmnbyTa.

> Korpa o6bekT npunoxeHus GARP xouyeT aHHY/MpOBaTb CBOK COOCTBEHHYIO
MHPOPMALMIO O APYrMX KOMMYTAaTOpax, 06bEKT oTNpasaseT coobweHune Leave.

> Mocne 3anycka obbekTa GARP oH 3anyckaeT Taiimep LeaveAll. Koraa tanmep
ncrekaet, 06bEKT oTnpasaseT coobuieHne LeaveAll.

Tarimepbl GARP BkatoyatoT Hold timer, Join timer, Leave timer, n LeaveAll timer.

Hold Timer (Taiimep yaep:kaHusA): NpU NOAYYEHUN PErUCTPaLMOHHOIO COObLLEeHNA
06bekT GARP He cpa3sy oTnpasnseT cooblueHne o NpUcoeanHEeHNN, a 3anycKaeT Tanmep
yaepxaHua. Korga Talimep MUcTeKkaeT, 06beKT OoTnpaBaseT BCe PerucTpaumoHHble
cooblieHna, MOoNyYeHHble B TeyeHue npeALlecTByoWero nepuoaa, B OOHOM
CoobleHNN O NPUCOEANHEHUN, COKPaALLasa OTNPaBKy MaKeToB A/1A MOBbILEHUS
cTabunbHOCTU CeTu.

Join Timer (Talimep npucoeanHeHus): 4Tobbl rapaHTUPOBATb MOJlyYeHUEe COobLEHN
NpUcoeguMHEHUA [PYrIMMU OBBEKTaMM NPUOMKEHUs, OOBEKT npunoxeHua GARP
3anycKaeT Tanmep NpucoeamMHEHNA NOCAe OTNPABKM cOObLWeHnA npucoegmHeHma. Ecau
coobueHne 0 NPUCOEAMHEHUMN HE MONYYEHO A0 UCTEYEHMA TakMepa NPUCOeAMHEHUS,
06bEKT CHOBaA OTMNPaBAAET coobleHne o npucoegmHeHnu. MNpu nonyyeHmn coobuieHus
Joinln go ncrteyeHuns Talimepa 06BEKT HE OTNPaBAAET BTOpoe cooblieHue Join.
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Leave Timer (Talimep Bbixoga): Korga obbekT npunoxeHua GARP Xo4yeT OTMEHUTb
UHpopmaunio 06 aTpubyTe, 06BEKT oOTNpasBnaeT coobuieHne «Bbixoa». OOBEKT,
NnoslyumMBlUMIA  cOoObLLEHMe, 3anyckaeT Talmep Bbixoga. Ecam  coobuieHve o
NPUCOEAUHEHUN HE MOJIYYEHO OO0 WCTEYEHMA Talimepa, TO OOBLEKT, MONAYyYMBLUWIA
cooblueHne, oTMeHsieT HGopmauuto 06 aTpunbyTe.

LeaveAll Timer (Taimep Bbixoga BcemM): Korga o6bekT npunoxeHns GARP 3anyckaercs,
OH 3anyckaeT TaWimep LeaveAll. Korga Talimep ucTekaeT, 0b6beKT oTnpasaseT
coobueHune LeaveAll, ytobbl gpyrve o6veKTbl NpuaoxkeHua GARP nepepermctpmposanm
BCe aTpMbyTbl. 3aTem 0O6bEKT CHOBa 3anycKkaeT Talimep LeaveAll gna HoBoro umkna.

5.23.2. GMRP

GARP Multicast Registration Protocol (GMRP) — 3To npoTOKoA perucrpauuu
MHOroaApecHoOM pPaccbiKM, OCHOBaHHbIM Ha GARP. OH ucnonb3yetca ANA NoAaepiKKu
pPerncTpaumoHHo WHGOPMAUMM  MHOFOaZPECcHOM pPaccblIKM  KommyTaTopoB. Bce
KOMMYTaTopbl € noaaep*kkoi GMRP moryT nonyyatb MHOpMAUMIO O perncrpauunu
MHOrOagpecHol paccblIKM  OT  APYrMX KOMMYTaTOpPOB, AWHAMWYECKM OBHOBAATb
MHGOPMALMIO O PErUCTPaALLUMN JIOKANbHON MHOFOaZPEcHOM PacCblIKM U PacnpoCTPaHATbL
MHbOPMAUMIO O pPerucTpauMyM JIOKalibHOM MHOroafipecHOM PacCblIKM Ha  Apyrue
KOMMYTaTOpbl. OTOT MexaHu3m obmeHa MHPopmauumenn obecnevymBaeT COr1laCoOBaHHOCTb
MHOroagpecHon nHbopmauumn, NoAAEPKNUBAEMOM BCEMM KOMMYTATOPaMM C NOALEPIKKOM
GMRP B ceTn.

EcnM KOMMYTaToOp MM TEPMUHAA XOYEeT MPUCOEAMHUTBCA K rpynne MHOroagpecHolM
PacCbI/IKN UK BbIMTK M3 HEe, TO NOPT ¢ noaaep*kkon GMRP nepegaeT MHPpopmMaLMio Ha Bce
nopTbl B TOM e VLAN.

OnucaHue

Agent port (MopT areHTa): ykasbiBaeT NOPT, Ha KOTOPOM BK/toYeHbl GMRP 1 ¢yHKLMA
areHTa.

Propagation port (MopT pacnpocTpaHeHuA): yKa3blBAaeT NOPT, Ha KOTOPOM BKJIHOUEH TONbKO
GMRP, HO He OYHKUMA areHTa.

OvHamuyeckn  un3yvyeHHaa  MHoroagpecHaa 3anmcb GMRP  ©u 3anucb  areHTa
nepeHanpaBAAOTCA NMOPTOM PACAPOCTPAHEHUA HA MOPTbl PACNPOCTPAHEHUA YCTPOMCTB
60/1e€ HU3KOro YPOBHSA.

Bce Tamepbl GMRP B opgHOW CceTM L[0MXHbl NOAAEP*KMBATbL COMNAaCOBAHHOCTb BO
nsbekaHue B3aMMHbIX TOMeX. TaliMepbl AO/KHbI COOTBETCTBOBATb C/IeAYHOLLMM NpPaBUAaM:
Hold timer<Join timer, 2*Join timer<Leave timer, n Leave timer<LeaveAll timer.

Bkatounte rnobanbHbi NpoTokon GMRP MOXHO, KaK NOKa3aHo Ha c/ieayolem pUCyHKe.

Protocol Configure
GUMRF State Enable
LeaveAll Timer 10000 ms

Ipply

e GMRP State
Onuuu: Enable/Disable
Mo ymonyaHuto: Disable
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DyHKUMA: BKAOUMTL AN OTKAOUUTL rnobanbHyto GyHKUMo GMRP. ®yHKUmMo n IGMP
Snooping Henb3A UCNoNb30BaTb O4HOBPEMEHHO.

LeaveAll Timer

OnanasoH: 100 mc~327600 mc

Mo ymonyanumio: 10000 mc

®yHKLMA: YCTaHOBUTE UHTEPBAN A/1A OTNPaBKKU coobleHnin LeaveAll. 3HaueHne AONKHO
6b1Tb KpaTHO 100.

Onucanue: Ecnm Talimepsbl LeaveAll Ha pasHbIX yCTPOMCTBaxX UCTEKAOT OAHOBPEMEHHO,
HECKONbKO cooblueHunit LeaveAll byayT oTnpasaeHbl O4HOBPEMEHHO, YTO NpUBEAET K
YBE/IMYEHUIO KOMIMYECTBA HEHYXHbIX MakeToB. YTobbl npenoTtBpatuTh 3Ty npobaemy,
daKTUYeckMit Talim-ayT Talimepa LeaveAll npeactasnset coboi cnyyaliHoe 3HaYeHue
MeXKAY YKa3aHHbIM 3HAa4YeHMEeM U 3HayeHWeMm, YMHOMKeHHbIM Ha 1,5 yKasaHHoro
3HaYeHus.

Hactpontb ¢yHKUMio GMPR Ha Ka)KAomM MOpPTY MOXKHO, KaK MOKa3aHo Ha
cnefyolem pUCyHKe.

Port Configure

v Enable ~ 100 ms 500 ms

%| | [Disable o | [100 ms | 60D e

%| | [Disanls = | 100 me | 1800 me | 3000 |me |

Vv ms ms ms

b2 ms ms M

Bt - ms ms s

i ms ms ms

GMRP Enable

Onuuu: Enable/Disable

Mo ymonyaHuto: Disable

DYHKLMA: BKAOYEHME UMY BbIKAOYeHME PyHKLMK GMRP Ha nopTy.

Agent Enable

Onuuu: Enable/Disable

Mo ymonyaHuto: Disable

®DYHKLMA: BKAOYEHME UM BbIKAOYEHME PyHKLMKM areHTa GMRP Ha nopTy.

Hold Timer

OnanasoH: 100 mc~327600 mc

Mo ymonyaHuto: 100 mc OnucaHue: 3TO 3HaYeHWe AOKHO b6biTb KpaTHO 100. Jlyywe
YCTaHOBUTb TaliMepbl YAEPKAHMA HA BCEX MOPTax ¢ nogaep»kkon GMRP Ha ofHO v TO e
Bpems.

Join Timer

AnanasoH: 100 mc~327600 mc

Mo ymonyaHuto: 500 mc

OnucaHue: 3TO 3Ha4YeHWe [OMKHO 6biTb KpaTHO 100. Jlydwe ycTaHOBUTb Talimepbl
npucoeanHeHMa Ha Bcex NopTax ¢ noaaepkkoin GMRP Ha ogHO U To Ke Bpems.

Leave Timer

AnanasoH: 100 mc~327600 mc

Mo ymonyaHuto: 3000 mc
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OnucaHue: I3TO 3HayYeHWe A0MKHO bbiTb KpaTHO 100. Jlyywe ycTaHOBUTL Tailimepbl
BbIXOZa Ha BCex NopTax ¢ noaaep:xkoit GMRP Ha 04HO 1 TO Ke Bpems.

[o6aBuTb 3anucb areHTa GMRP MOXXHO, Kak MOKa3aHO Ha cneayowem PUCYHKe.

GMRP Agent Set

010000000001
1 (1-4003)

PortList

tion port cannot be set

S1/FEL

AC

®opmat: HHHHHHHHHHHH (H — wecTHaauaTeprMyHoe Yncao.)

®yHKuMA: Hactpoiika MAC-agpeca rpynnbl MHOFOaApPecHoM paccbiikn. Maaawuin 6mut
nepsoro 6aiTa paseH 1.

VLAN ID

Onumu: Bce co3gaHHble Homepa VLAN

dyHKuMA: HacTpoitTe naeHtTndmkatop VLAN gna 3anucu areHta GMRP.

OnucaHue: 3anucb areHTa GMRP moKeT 6biTb nepeHanpasBfiieHa TONbKO M3 nopTa
pacnpocTtpaHeHusa c maeHtudukatopom VLAN, coBmagawowmm c ngeHTndukatopom
VLAN aT0#1 3anucu.

Member Port List

BbibepuTe NOPT y4aCTHUKA A1A 3anucK areHTa. MopT MOXKHO BbIGPATb TO/ILKO M3 NOPTOB
c noaaep:kKoi areHta GMRP.

Source Port List

BapwuaHTbI: Bce NopTbl ¢ NogaepKon areHta GMRP

MpocmoTpeTb, U3MEHUTb WAN ypanuTb 3anucb areHTa GMRP MOXHO, Kak
NMOKa3aHO Ha cieayloLwWwem pUCYHKe.
GMRP Agent List

D1 01-00-00-00-00-01 1 S1FE1
Q2 01-00-00-00-00-02 2 S1FE1

3anucb areHTa GMRP coctont ns MAC-agpeca, ngeHtndurkatopa VLAN 1 nopTa
y4YacTHUKa. YTobbl yAanuTb 3anucb, BbibepuTe 3anncb U Haxmute <Delete>. YTobbI
M3MEHUTb 3aMunch, BbibepuTe 3anmch U HaxkmuTe <Modify>.

MpocMmoTpuTe Yy4acTHMKOB MHOTOAZPECHOW PACCbIIKM 3TOM 3aMMCUM areHTa Ha
NOAK/IIOYEHHOM COCEAHEM YCTPOMCTBE, KaK MOKA3aHO Ha C/ieayIoLLLEeM PUCYHKE.
[onKHbl 6bITb cCOBNOAEHBI CAeaytowme YCA0BUA.
» GMRP BK/OYEH Ha B3aMMOCBA3aHHbIX YCTPOACTBAX.
» [Ba nopta, coeguHAlolME YCTPOWCTBA, AO0MXHbI BbiTb propagation ports, a
naeHtTnoukatop VLAN nopTa pacnpocTpaHeHMA Ha NOKaJbHOM YCTPOMCTBE
OO/KEeH COBMaAaTh C UAEHTUPUKATOPOM B 3aNMCK areHTa.
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GIMRP Dynamic Multicast List
nder  MulicastMAC  VLANID  MemberPor

£1-00-00-00-00-01 1 SOFE1

e GMRP Dynamic Multicast List
NopTtdonmo: {uHaekc, MAC-agpec MHOroagpecHom paccbliiku, naeHtueukatop VLAN,
Y/IEHCKMI NOpT}
dDyHKUMA: NPOCMOTP 3anumcein AMHaMUYeCcKol MHOroaZpecHom paccbinkm GMRP.

5.24. RMON

OcHoBaHHbI Ha apxutektype SNMP, Remote Network Monitoring (RMON) nossonset
YCTPOWCTBAM YNpPaB/JEHUA CETbHO OCYLLECTBAATL YNPEXAAOWMNIA MOHUTOPUHT U yrNpaBaeHne
ynpasnaembimm yctpoiicteBamu. Cetb RMON o06bl4HO BKAtOYAeT B ceba CTaHUMIO ynpaBaeHua
ceTbto M areHTbl. NMS ynpasaseT areHTaMu, a areHTbl MOryT cobmpaTb CTAaTUCTUKY MO Pa3INYHbBIM
TMNam TpadurKa Ha 3TUX NopTax.

RMON B ocHOoBHOM obecneymBaeT CTaTUCTUKY U QYHKUMKU cUrHanmsaummn. C nomoLbto
bYHKUMM CTaTUCTUKKM AreHTbl MOTYT NEPUOANYECKM COBMPATb CTAaTUCTUKY NO PA3/IMYHBIM TUNAM
TpaduKa Ha 3TUX MOPTax, HaNpMmep, NO KOJNYECTBY NAKeTOB, MOYYEHHbIX U3 ONpeaesieHHOro
CErMEeHTa CeTU 3a onpesesieHHbINn nepunos,. PyHKUUA TPEBOMM 3aKNH04AETCA B TOM, YTO areHThbl
MOTYT OTCNEeXMBaTb 3HAaYEHMA YKa3aHHbIX NepemeHHbIx MIB. Korga sHavyeHune gocturaeT nopora
TpPeBOrM (Hanpumep, KOJMYECTBO MAKETOB AOCTUraeT 3afaHHOrO 3HAYeHWs), areHT MOMKeT
aBTOMATMYECKM 3anucbiBaTb cobblTUA Tpesoru B KypHan RMON mam otnpasnatb coobueHune
Trap Ha ynpaBasatoLLee yCTPOMCTBO.

RMON (RFC2819) onpepenser Heckonbko rpynn RMON. YcrtpoiictBa cepun
NnoanepKMBAOT TPynmny CTaTUCTUKKU, FPYNny UCTOPWUW, Fpynny cobblTUiA M Tpynny CUrHaioB
Tpesoru B obuwenoctynHon MIB. Kaxkaana rpynna noanep»kusaet go 32 3anuce.

» Statistics group
C nomoLbto rpynnbl CTaTUCTUKKN cucTema cobmpaeT CTaTUCTUKY MO BCeM TUMam TpaduKa
Ha NMopTax M COXPaHAET CTAaTUCTUKY B Tabauue ctatuctukm Ethernet ana panbHeliwero
3anpoca ynpasBAslOWMM ycTpoicTBoM. CTaTUCTMKa BKAKOYAEeT B ceba KOAMYECTBO
CeTeBblX KO/MNM3WUI, NakeToB C owmnbkamu CRC, nakeToB meHbluero uan 6onbluiero
pa3smepa, LMPOKOBELLATE/IbHbIX M MHOFOAAPECHbIX MAKETOB, NOJYYEHHbIX 6akTOB U
NoJly4eHHbIX NaKeToB. ocie ycnewHoro co3gaHmaA 3anncu CTaTUCTUKM Ha YKa3aHHOM
NOpTY FrPynna CTaTUCTUKM NOACYMTbIBAET KOJIMYECTBO NAKETOB Ha MOPTY, M CTAaTUCTUKA
npeAacTasnseT coboli NOCTOAHHO HaKan/MBaeMOe 3HaYeHue.

> History group
History group TpebyeT, 4Tobbl cMcTeMa nepuoamyeckm otbupana sce Buapl Tpaduka Ha
nopTax U coxpaHsana 3Ha4YeHUs BbIOOPKM B TabiMLe 3anncein UCTOpUKM ANA AasibHenLero
3anpoca YyCTpOWCTBOM ynpasaeHua. pynna MCTOpUM MOACHUTBIBAET CTAaTUCTUYECKUE
3HaYeHMA BCeX BUA0B AAHHbIX B UHTEPBasie BbIOOPKU.

> Event group
lpynna cobblTMi mucnonb3yeTca AAs onpeaeneHns MHAEKCOB cOobbITMI U MeToa0B
06paboTkn cobbiTnit. CobbiTvA, onpeaenieHHble B rpynne cobbiTUM, UCNONb3YHOTCA B
anemeHTe  KOHoUrypaumm  rpynnbl  Tpesor. CobbiTMe  3anyckaeTca, Korga
KOHTPOIMPYEMOE YCTPOMCTBO COOTBETCTBYET YC/I0BUIO TPEBOTH.
CobbITUA paccmaTpmBatoTCA CaeayoWwmMmm cnocobamm:
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Log: pernctpupyeT cobbiTve M CBA3AHHYO C HUM MHOpMauMto B Tabauue XKypHana
CObbITUN.

Trap: oTnpaBnaet coobuieHme Trap B NMS 1 nHdopmumpyetr NMS o cobbiTmu.

Log-Trap: peructpupyet cobbiTne 1 otnpasnaset coobueHne Trap B8 NMS.

None: yka3blBaeT Ha OTCYTCTBUE AENACTBUN.

Alarm group

YnpaBneHve aBapuMHbIMM curHanamm RMON MOMKeT OTciexuMBaTb YKasaHHble
nepemeHHble aBapuMHbIX CUrHanoB. [locne TOro, Kak 3anucu CUrHaNOB TPEBOTU
onpeaeneHbl, CUCTEMA MOJYYUT 3HAYEHUA KOHTPOJIMPYEMBIX NMEPEMEHHbIX CUTHANO0B
TPEeBOrM 3a onpeAeneHHbIn Nnepmoa,. Koraa s3HaueHne nepemeHHom Tpesorn 6onblue nam
paBHO BepxHemMy npegeny, UHULMUPYETCA HapacTatolee cobbiTve Tpesorn. Koraa
3HaYeHMe TPEBOXHOM MNepeMeHHON MeHblle WAM PaBHO HUWXKHEMY npeaeny,
3anycKkaeTcA Magatowee TpeBOXHOe CcobbiTMe. ABapuiiHble  CcUrHanabl  6yayT
0bpabaTbiBaTbCSA B COOTBETCTBMM C onpeaesieHnem cobbitus.

HaCTpOﬁTe Ta6nmu,y CTaTUCTUKHN, KaK NMOKa3aHO Ha cieayrouem pUcyHKe.

Set Statistics Information

Index

AnanasoH: 1765535

dyHKUMA: HacTpolika Homepa 3anMcy CTaTUCTUKN.

Owner

OnanasoH: 1732 cumsona

®PyHKUMA: HacTpoiKa UMEeHM 3anncK CTaTUCTUKN.

Data source

®dyHKUMA: BbibepuTe NopT, CTaTUCTUKA KOTOPOro A0/KHA bbiTb cobpaHa.

Hactpoutb Ta6nv1u,y NUCTOPUN MOXKHO, KaK NOKa3aHO Ha cieayroulem pUCcyHKe.

=]
2

S1/GR1 -
1
20

fpply

Index

AnanasoH: 1765535

®PyHKuMA: HacTpolika HoMepa 3anncu NCTopun.

Data Source

®PyHKUMA: Boibepute NopT, MHGOPMaLLMA KOTOPOTO A0KHA BbITb 3anpoLueHa.
Owner

[OunanasoH: 1732 cumona PyHKUMA: HacTpoika MMeHM 3anmcK uctopmm.
Sampling Number

[OunanasoH: 1765535 OyHKUMA: HAaCTPOUTb Bpemsa BbIBOPKM NopTa.
Sampling Space

AunanasoH: 173600 c dyHKumMA: HacTpoiKka nepuoaa BbI6OpKM nopra.

HacTtpoiTte Tabanuy cobbiTUiM, Kak NOKa3aHO Ha CaeayowemM pUCcyHKe.
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e Index
OnanasoH: 1765535
dyHKUMA: HacTpoiKa NnopaaKoBOro Homepa 3anucu cobbliTus.
e Owner
Onana3oH: 1~32 cumBona
PyHKUMA: HacTpolika MeHu 3anncu cobbiTus.
e Event type
Tun cobbitna Bapuantbl: NONE/LOG/Snmp-Trap/Log and Trap
Mo ymonyaHuto: NONE
PyHKUMA: HacTpouTb TUN cObbITUA AN15 aBaPUIAHbBIX CUTHANOB, TO eCTb PeXUM 06paboTKM
aBAPUIMHBIX CUTHANOB.
e Event Description
dnanasoH: 17127 cumeonos
PyHKUMA: OnuwmnTe cobbiThe.
e Event Community
[OuanasoH: 17127 cumBonoB DYHKLMA: HACTPOUTb UMS coobLliecTBa A5 OTNPaBKU
COObITUA NIOBYLLKMW. 3HaUYEHME AOIKHO ObITb TAKUM e, Kak B SNMP.

HacTpoiiTe TabauLy aBapuiiHbIX CUTHANO0B, Kak NOKAa3aHO Ha CNeayoWwmnX PUCYHKaX.

[
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e Index
[OwnanasoH: 1765535
®dyHKuUMA: HacTpoika Homepa 3anucu TPeBoru.
e OID
YKasbiBaeT OID Tekywero y3na MIB.
e Owner
JOunanasoH: 1732 cumBona
®yHKUMA: HacTpoKa MeHU 3anncu TpeBoru.
e Data Source
®PyHKLUMA: BoibepuTe NopT, MHGOPMaLMA O KOTOPOM A0/KHA OTCAEKMBATLCA.
e Sampling Type
Onuwuu: Absolute/Delta
Mo ymonyaHuio: Absolute
®yHKumA: Absolute yKasbiBaeT Ha BblOOPKY Ha OCHOBE abCO/IIOTHOTO 3HaYeHus.
3HayeHne nepeMeHHOM M3BNEKAETCA HANPAMYHO, KOrga NpUbanNKaeTca KoHel, nepmnoaa
BblIOOpKW. [enbTa ykasbiBaeT BbIOOPKY Ha OCHOBE W3MEHEHWA 3HauyeHUA. 3HayeHue
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5.25.

M3MEHEeHMA MepemMeHHOW B nepuoae BbIOOPKM M3B/IEKaeTca, Korga npubaukaertca
KOHeL, nepuosa.

Alarm Type

Onumu: RisingAlarm/FallingAlarm/RisOrFallAlarm

Mo ymonyaHuto: RisingAlarm

®yHKLMA: Boibepute TMN TPEBOIM, BKAKOYAA TPEBOTY MO HapacTaloLlemMy ppoHTy, Tpesory
no 3agHemMy GPOHTY, a TaK}Ke TPEBOTY NO HapacTatowemy U 3agaHemy QPOHTY.

Sampling Space

OnanasoH: 1765535

®yHKLMA: HacTpolika nepmoaa BblIGOPKU. 3HaUEeHUE AOMKHO COBMAAAThb CO 3HAYEHMEM B
Tabaunue nctopun.

Rising Threshold

Onana3oH: 0~65535

®yHKuMA: HacTpolika mnopora HapacTaHuA ¢poHTa. Korpa 3HavyeHWe BbIOOPKM
NpPeBbILLAEeT NOPOroBOe 3HaYeHWe, a TUM CUrHaNa TPeBOTN ycTaHoBNEH Ha RisingAlarm
nnn RisOrFallAlarm, reHepupyeTca cuMrHan TpPeBOrM WM 3anyckaeTca MHAEKC cobbiTmA
HapacTaHus.

Falling Threshold

AnanasoH: 065535

®dyHKumA: Hactpoika nopora 3agHero ¢poHTa. Korga 3HauyeHue BbIBOPKU HUKe
MOPOroBOro 3Ha4yeHWsA, a TUM CUrHana TpeBorn yctaHoBneH Ha FallingAlarm waun
RisOrFallAlarm, reHepupyeTca cMrHaa TPEBOMM M 3aMnyCKaeTca MHAEKC COObITUS NageHus.
Rising Event Index

OnanasoH: 0~65535

®yHKLMA: HacTpoiTe MHAEKC HapacTatoLero cobbiTuA, T. e. peXXnum 06paboTku curHanos
TPEeBOrM HapacTatowero ¢ppoHTa.

Falling Event Index

®dyHKUMA: CKOHOUTYpUpPYMTEe MHAEKC Majatowero cobbiTa, T. €. penm obpaboTkm
aBapuIiHbIX CUTHaN0B 3aaHero GpoHTa.

Log Query

®yHKUMA KypHana 3anucbiBaeT uHGOpMauuMilo o paboTe KommyTatopa, nomoras

aAMMHUCTPATOPY 4WTaTb M YNpPaBAATb MaKeTamMM KypHana, a TakKe O6HapyKuBaTb
HEeMCNPaBHOCTM. 3aMyCK KypPHana OXBaTbIBAET:

>

ABapUIAHBIA CUTHAN MUTAHMA, aBaPUMHbLIN CUTHA/ TeMnepaTypbl, aBapUMHbIA CUTHaN
KoHoAnKTa IP/MAC, aBapuiHbIi CUrHan mnopTa, asapuiHbIn curHan IST-Ring wu
aBapUMHbIN curHan Tpadurka nopTa

Broadcast storm

MporpammHbIit nepesanyck CUCTEMbI

KypHan BbinoAHEeHUs coaepKuT He 6onee 1024 3anuceir. Korga HacTpoeHo 6onee 1024

3am4ce17|, HOBbIl€ 3anNnCK nepe3anncbliBatloT CTapble 3annucu.

BKNOYNUTL QYHKLMIO KYpPHaNa MOMKHO, KaK NMOKa3aHo Ha CAeayloLLeM PUCYHKe.
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Enable |

e Enable Runlog
Onuuu: Enable/Disable
Mo ymonyaHuio: Enable
PyHKUMA: BKAOYEHME WAN OTKAOYEHUWE GYHKUMM KypHana pabotbl. Ecan dyHKuma
BK/IlOYeHa, MHbopmauus o paboTe byaeT 3anucaHa.

HacTpouTb 3arpysKy TEKYLLEro KypHasa MOXKHO, KaK NMOKa3aHO Ha CneayloLemM PUCYHKe.

Runtog Uploaded

192.168.0, 23

log.txt

e FTP Server IP Address

dopmar: A.B.C.D.

dyHKUMA: YcTaHosuTe IP-agpec FTP-cepsepa.
e FTP File Name

AnanasoH: 1~20 cumBo08B

®dyHKUMA: YcTaHoBUTE MMA daiina KypHasaa, COXPaHEHHOro Ha cepBepe.
e FTP User Name

OnanasoH: 1~20 cumsonos

dyHKUMA: YcTaHOBUTE UMA Nosib3oBaTena FTP.
e FTP Password

Onana3oH: 1720 cMmBo0B

®yHKUMA: YcTaHOBUTE Naponb FTP.

MpOCMOTPETH XKYPHaA BbINOJHEHUA MOXKHO, KaK MOKa3aHO Ha CAeAyloLemM PUCYHKe.

e Performance log
Moptdonuno: {Index, LogType, Time, Description}
®yHKuMA: NoKasaTb TeKyLWw 1A pabounii xKypHan.

5.26. Unicast Address Configuration and Query

Mpu nepecblike NakeTa KOMMYTaTOP ULLET NOPT NepecblkM B Tabanue MAC-agpecos Ha
ocHose MAC-agpeca nony4vyatena nakera.
MAC-agapec MOXKeT BbITb, KaK CTAaTUYECKUM, TaK U AUHAMUYECKUM.

Cratuyecknit MAC-agpec HactpoeH. OHM MMEKT HauMBbICWWA NpuopuTeT (He
nepeonpeaenatoTca AuHamudeckmumum MAC-aapecamn) n AeNCTBYHOT NOCTOAHHO.
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OnHamuyeckne MAC-agpeca y3HalOTCA KOMMYTAaTOPOM MpPU MepecbliKe A3aHHbIX WY
OENCTBUTE/IbHbI TO/IbKO B TeYeHMe onpeaeneHHoro nepuoga BpemeHW. KommyTaTop
nepuvogmMyeckn obHosaAeT ceoto Tabanuy MAC-agpecos. Mpu NonydyeHMM Kaapa AaHHbIX AnA
nepecblIKK KOMMYTATOP y3HaeT ncxogHblit MAC-aapec Kagpa, yCTaHaB/IMBAET COMNOCTaB/IEHME C
NPUHMMAIOLLMM MOPTOM M 3anpalimBaeT NopT nepecbiiku B Tabanue MAC-agpecoB Ha OCHoBe
MAC-agpeca nosyyatensa Kagpa. Ecam coBnageHve HanaeHoO, KOMMYTATOP NepecbliaeT ppenm
OaHHbIX C cooTBeTcTBytoWero noprta. Ecam coBnageHuin He HalMaeHO, KOMMYTAToOp nepeaaet
Ka[p B CBOEM LUMPOKOBELLATE/IbHOM AOMEHE.

KommyTatop noaaepmBaeT Ao 256 cTaTUYecKuMx 04HOaZAPeCHbIX 3anucei.

[ob6asuTb 3anmck cTatdeckoro MAC-aapeca MOXHO, KaK NMOKa3aHOo Ha CleayloLemM pUCyHKe.

- Set FOB Umicast

ecdel2345678

e MAC
®opmat: HHHHHHHHHHHH (H — wecTHaguaTepryHoe Yncno.)
dyHKUMA: Hactpolika ogHoaapecHoro MAC-agpeca. Maagwuii 6uT B nepsom bHainte
paseH 0.
e VLANID
MapameTpbl: BCce co3gaHHble ngeHTudmKatTopol VLAN.
e Member Port
Onumun: Bce NOpTbl KOMMYTATOPA
®dyHKUMA: BblbepUTE NOPT ANA NEPEecblIKM MNakeTos, NpeaHasHayeHHblx aas MAC-
agpeca. MopT A0MKEH HaxoaMTbcA B yKaszaHHOM VLAN.

MpocMOTpeTb CMMCOK CTaTUYECKUX OAHOAAPECHbIX aZlpeCOB MOXKHO, KaK MOKAa3aHO Ha
CneayoLWwem PUCYHKe.
=

FDB Unicast Mac List

ecide12:34:56:7 | 2 S1IFE2
O | oootototoror [ 1 | S1FE1

N B

BbibepuTe 3anucb. Bbl MoOXKeTe yaanuTb AN U3MEHMUTb 3aMuUCh.

MpocmoTpeTb AMHAMMUYECKMI CMIMCOK OAHOAAPECHBIX afPECOB MOYXHO, KaK NMOKa3aHo Ha
cneayowem pUCyHKe.
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= Dynamic Unicast Mac List

5.27. DHCP

C NOCTOAHHbIM pacWMpeHMemM MaclTaba CeTM U POCTOM C/IOXKHOCTU CeTU, B YCOBUAX
YacToro nepemelLeHns KOMMbIOTEPOB (TaKMX Kak HOYTOYKM uam bGecnpoBofHas CeTb) U
KO/IMYecTBa KOMMbIOTEPOB, Mpesbiwalowmx Bsblgendemole |P-agpeca, npotokon BOOTP,
cneunanbHo NpesHasHAYeHHbIN 1A CTAaTUYECKOro XOCTa. KoHGUrypauma ctaHoBuTcA Bce bonee
HecnocobHoM yaoBAeTBOPUTL PpaKkTuyeckne noTpebHocTn. aa BbiCTPOro AoCTyna v Bbixoda U3
CEeTU U ynyyweHua KosdodULMeHTa UCNOoNb30BaHUA pecypcoB IP-agpecoB Ham HeobxoaMmo
pa3paboTaTb aBTOMaTUYECKUIN MexaHM3M Ha ocHoBe BOOTP gna Ha3HaveHus IP-agpecos. DHCP
(npoToKon aMHamu4yeckoin KoHdUrypauum xocTa) 6bln BBEAEH ANA PELLEHUA 3TUX Npobaem.

DHCP wucnonb3yeT mogenb CBA3M KAMeHT-cepBep. KnueHT oTnpasnseT 3anpoc
KOHOUIypaLMmM Ha cepBep, a 3aTeM CepBep OTBEYAET Ha MapameTpbl KOHPUrypauum, Takne Kak
IP-agpec, KANeHTy, AOCTUraA AUHAMUYECKON KOHOUrypaumm IP-agpecos. CTpyKTypa TMNUYHOTO
npunoxeHna DHCP nokasaHa Ha pUCYHKe HUXKe.

=0

DHCP client DHCP client
DHCP server

——
Py

DHCP client DHCP client

DHCP nogaeprkmBaeT ABa TMNA MexaHM3MoB pacnpegeneHua IP-agpecos.

CTaTuyeckoe  pacnpefenieHue: CceTeBOM  aAMMHWUCTPATOP  CTAaTUYECKM  NpPUBA3bIBAET
duKcmpoBaHHble IP-aapeca K HECKONbKMM KOHKPETHbIM KAMEHTaM, Takum Kak WWW-cepsep, n
oTnpasafer ceasbiBatowme IP-agpeca kaneHtam no DHCP. 3ToT mexaHusm pacnpepeneHus
cogeput npueAsKy IP-agpeca nopta n npueaAsky MAC-agpeca.

OnHamunueckoe pacnpepeneHmne: DHCP-cepsep anHamunyeckn Bblgenset |P-agpec
KANEHTY. ITOT MEXaHU3M BblAENEHNA MOMKET BblAE/INTb KANEHTY NOCTOAHHbIN IP-agpec nau IP-
aapec c orpaHMYEHHbIM CPOKOM apeHabl. Korga cpok apeHapbl UCTEKAET, KANMEeHTY HeobxoamMmo
MOBTOPHO NpuUMeHuTb IP-agpec. CeTeBOM aAMWHUCTPATOP MOXET BblbpaTb MexaHu3m
pacnpegeneHna DHCP gna Kaxaoro KaneHTa.
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DHCP-cepsep — noctaswmK ycayr DHCP. OH ucnonb3yetr DHCP-coobuieHuma ana cBasu C
DHCP-knneHTOM, 4TOObLI BbIAENUTb KAMEHTY, noaxopAwmin IP-agpec n npu HeobxoanMmocTu
Ha3HauWTb eMy gpyrue cetesble MapameTpbl. B cneaytowmx cnydasax DHCP-cepsep 06bl4HO
ucnonb3yetca Ans sblaeneHus IP-agpecos.

> Bonblwoit macwTtab cet. PaBoyas Harpyska py4HOM HacTPOMKM BENMKA, U TPYAHO

yNpaBaaTb BCEM CETbIO.

> KO/M4YeCTBO XOCTOB NPEBbILIAET KOMMYECTBO Ha3Ha4YaemblX IP-afpecos, U OH He MONKET

BblAeNUTb QUKCUPOBaHHbIW IP-aapec Kaxkaomy XocTy.

> JI1Lb HECKO/IbKMM XOCTaM B CETU HYHbI GUKCUPOBaHHbIe IP-agpeca.

DHCP-cepBep BbibMpaeT IP-agpec M3 nyna agpecoB M BblAeNAET ero BMecCTe C ApYyrMmu
napameTpamu KnmeHTy. [locnenoBaTenbHOCTb pacnpeaeneHus IP-agpecos cheaytowas:

» IP-agpec, cTaTMYecKu cBs3aHHblM ¢ MAC-agpecom KAuWeHTa WAM UAEHTUPUKATOPOM
nopTa, NOAKNOYAIOLLErOCA K cCepBepy.
IP-agpec, 3anmcaHHbIn Ha DHCP-cepBepe, KoTopblit Korga-nmbo 6bia BblAENEH KANEHTY.
IP-agpec, yKa3aHHbI B COOBLLEHMM 3aNpoca, OTNPABJAEHHOM OT KJANEHTA.
MepBbi Bblaensembli IP-agpec, HallgeHHbIM B Ny/e aapecos.
Ecnn HeT goctynHoro IP-agpeca, nposepbTe IP-aapec, CpoK apeHabl KOTOPOro UCTeKkaeT
N KOTOPbIN MMen KOHPAUKTbI Mo nopaaky. Ecnv HaaeHo, BblgenuTe IP-agpec. Ecam Her,
TO HeT npouecca.

YV VY

Bkntounte DHCP-cepBep MOKHO, KaK MOKAa3aHO Ha PUCYHKe.

DHCP server status O Enable  AllVians: [ v @) Disable|

e DHCP server status

Onuwuu: Enable/Disable

Mo ymonyaHuto: Disable

dyHKUMA: BbibepUTe TeKywmin KommyTtaTop ana DHCP-cepsepa, uTobbl Bblaenntb |IP-
agpec KANeHTy nnun Het. Ecnm npu BkAtoYeHUM BblOpaH naeHTudpumkatop VLAN, DHCP-
cepBep BblaenseT IP-agpec ToNbKo KANEHTY, oTnpasastowemy 3anpoc B aToi VLAN. Ecaun
BblbpaHbl Bce VLAN, DHCP-cepsep Bbiaensaetr IP-agpeca Bcem KAWEHTaMm,
OTNPABAAOLLMM 3aMpoc.

Ob6bscHeHue: Mpu Bblibope umaeHTUdMKaTopa VLAN MOXKHO BblGpaTb TONBKO OAMH
naeHtndurkatop VLAN.

BbibepuTe pexkum DHCP-cepBepa, Kak NOKa3aHO Ha PUCYHKE.

| DHCP server mode O common-Mode (@ Port-Mode

e DHCP server mode
Onuun: Common-Mode/Port-Mode
Mo ymonyaHuio: Port-Mode
ObbAcHeHMe: OOWMIN peknm BKAOYAET AMHAMMYecKoe BblaeneHue IP-agpeca u
npuBA3Ky ctatuyeckoro MAC-agpeca. Pexxmum nopTa 03Ha4vaeT Kenaemyto HacTponKy IP
nopTa.

Port-Mode KoHburypaumn

Mpu BbiGope Port-mode B pexxume DHCP-cepBepa HasHaubTe MopTam cTaTuyeckue IP-
agpeca NpmMBA3KMK, KaK MOKa3aHO Ha PUCYHKe.
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S1FE1|
S1FE2

S1/FE3| [192.168.0.6
S1/FE4|

StFES| |

S1/FES|

S1FET|

S1/FES

S2/FE1

enaembl IP-agpec nopTa — 3TO cTaTUYECKaA HAcTpoiiKa IP-agpeca Ha nopT. Koraa nopt
nosiydaeT cooblieHne 3anpoca OT KAWeHTa, IP-agpec, cBA3aHHbIN C NopToM, byaeT BblaeneH
KANEHTY. ITOT pexum BblaeneHuna IP-aapecos UMeeT HauBbICLLMIA NPUOPUTET, @ NepUOS, apeHbl
coctasnseT 1000 gHelt 23 yaca 59 MUHyT.

Koroa gns HasHayeHus |P-agpecoB BbibpaH peXMm nopTa, HeobXoAMMO HACTPOUTb
DHCP-cepBep, KaK NOKa3aHO Ha pUCYHKe.

255, 256, 256, 0
monite: ] @ Darsit  Hoursl@ Minutes

1 Dasl@ Hours(0 Minutes

e DHCP server IP-pool name
OnanasoH: 1715 cumsonos
dyHKUMA: HacTpouTb MMmA nyna IP-agpecos.
e The domain name for the IP-Pool
AnanasoH: 1760 cumson0B
@DYHKLUMA: HACTPOUTL OMEHHOoe nmA nyna IP-agpecos.
e The subnet mask of the network-address
Macka noaceTv npeacrasaseT coboi Yncao anmHoi 32 6uta, cocrosiee n3 cTpokn 1 u
cTpokn 0. «1» coOTBETCTBYET MOAAM HOMepa CETU M NOAAM HOMepa noacetu, a «0»
COOTBETCTBYET N0JIAM HOMepa XocTa. O6bIMHO OH HacTpoeH Ha 255.255.255.0.

Port-Mode KoHdurypauus

Korga pexum DHCP-cepBepa ycraHoBneH Ha Common-Mode, OH coaepuT NpuBA3KY
ctaTnyeckoro MAC-agpeca 1 guHammn4yecKkoe BbiaeneHune IP-agpeca. MNpu cTaTUYeckom NnpuBssKke
MAC-agpeca cuctema npeanovtutenbHo Bblaensaet IP-agpec, npusAsaHHbIM K MAC-agpecy; B
NPOTUBHOM C/ly4ae AMHamMUYecKu Bblaenante IP-agpeca B nyne agpecos. KoHoburypaums
npuBA3KK cTaTuveckoro MAC-agpeca MokasaHa Ha puc. 166 u puc. 167; KoHourypauma
AVWHamuyecKkoro pacnpeaeneHus IP-aapecos NnoKkasaHa Ha pUCYHKe.
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= Static Binding Between IP and MAC

|W’ 102. 165.0. 36 \
i WAC address  |0D-1e-cd-02-01-03 |

el

Cratnyeckaa npwusaska MAC-agpeca npegHasHavyeHa pgna npueaskm MAC-agpeca
KnneHTa K IP-agpecy. Korga cepsep nony4vaeT coobuieHune c 3anpocom IP-agpeca, NCXO4HbIM
MAC-aapecom KOTOPOro ABAAETCA YCTaHOB/EHHbIN 3aeck MAC-agpec, IP-agpec, cBA3aHHbIN C
atum MAC-agpecom, byaeT BbiaeneH KaneHTy. [InsA Takoro pexknma pacnpegenenus IP-agpecos
TpebyeTca KOHOUrypaLmaA cepBepa, Kak MOKa3aHO Ha PUCYHKe.

Mocne HacTpolKku cnmncok «Crtatmdeckana npussska mexagy IP mu MAC» nokasbiBaeT
CTAaTUYECKU HACTPOEeHHble oTHOWweHnA npueaskn MAC-agpecos u IP-agpecos. OTmeTbTe none
NHAaeKca, 4ToObl yAaaUTb COOTBETCTBYHOLLYHO 3aNMCb NPUBA3KM.

The list of Static Binding Between [P and MAC

Index | IP Address MAC Address
g 192 168.0.25 02-00-A4-BB-CC-05
|| 192.166.0.36 00-1E-CD-02-01-03

Delete |

ans: [#] Viandd ) Disable

DHCP semve Enable
DOHCP server mode | :.’:':- mmen-Mode CiPot-Mode
OHCP zarver IP-pood nama [ pool
The domain name for the IP-Poal | damain
The staring IF address of the IP-Poal B 152. 168. 0. 100
The Eﬂ-!ll‘-n_:-IF' addrass of the .P-P-:\_tl \ T iQ?. 168. 0. 200
Tne subnet mask of e netvork-agdress | 255. 255, 255. 0
The defauft lease ime of the IP address | Infinite: [ ﬂ .-I:".a_.-s-l Hn.,--a”u S
The maamum lease time of the IF address 1 paysl  HoursD  Minutes

P 4ddress 1]
The routers an he IP-Pacls subnat
P address 2

onE1
The dns-server for the IP-Pool's subnet i
INSZ

e DHCP server IP-pool name
AnanasoH: 1-15 cumeonos
DyHKUMA: HaCTPOUTbL MMA Nyna IP-agpecos

e The domain name for the IP-Pool
OnanasoH: 1-60 cumsonos
®PyHKLUMA: HACTPOUTbL AOMeEHHOe nma nyna IP-agpecos

e The starting IP address of the IP-Pool/The ending IP address of the IP-Pool
®opmar: A.B.C.D (HayanbHbIl IP-agpec n KoHeuYHbIl IP-agpec foMKHbI ObITb B OAHOM
cermeHTe).

e The subnet mask of the network-address
MacKa noaceTv npeacraBaseT coboi Yncno anmHoi 32 6uta, cocrosiee U3 CTpokn 1 m
cTpokn 0. «1» cOOTBETCTBYET MOAAM HOMepa CETU M NOAAM HOMepa noacetu, a «0»
COOTBETCTBYET MONAM HOMepa XocTa. Ob6bl4HO OH HacTpoeH Ha 255.255.255.0. Mpwu
ONHAaMMWYECKOM pacnpeseneHnn aapecos He0bXoaMMO YCTaHOBUTb AManasoH nyna IP-
apecos., a AMana3oH a4pecoB onpeaenseTca Mackon noaceTu.

e The default lease time of the IP address
OnanasoH: 0 gHen 0 yacos 1 mmnHyTa — 1000 aHelt 23 yaca 59 MnHyT/6ecKkoHeUYHo
Mo ymonyaHuto: 0 gHel 1 yac O MUHYT
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PyKoBoACTBO Nonb3oBatens

ObbAcHeHMe: Ecan coobuieHne ¢ 3anpocom IP-agpeca, oTnpaB/ieHHOE KANMEHTOM, He
COAEPXUT AEeNCTBUTENbHOTO BPEMEHW apeHAbl, CPOK apeHAabl IP-agpeca, KoOTopbii
cepBep BblAeNAeT KANEHTY, ABNAETCA 3HaYEHMEM MO YMONYAHUIO.

The maximum lease time of the IP address

[OvnanasoHn: 0 gHelt 0 Yyacos 1 mmHyTa — 1000 gHei 23 yaca 59 MUHYT

Mo ymonyaHuto: 1 geHb 0 yacos O MUHYT

ObbacHeHMe: Koraa KNMeHT oTnpasaseT Ha cepBep cooblueHume ¢ 3anpocom IP-aapeca,
Bpemsa apeHAbl COOBLEHNA HE MOXKET NPEBbLIWATL MAaKCUManbHOe Bpemsa apeHabl IP-
agpeca. Ana pasHbix nynosB agpecos cepsep DHCP moxeT ycTaHOBUTb pasHoe Bpems
apeHAabl agpeca, HO agpeca B ogHOM nyne agpecos DHCP nmetoT oanHakosoe Bpems
apeHabl.

The routers on the IP-Pool's subnet

Ob6bAcHeHMe: Korga DHCP-KNMEeHT nocelaeT XOCT, HAXOAAWMNACA B APYTOM CErMeHTe,
JaHHble AO0/IKHbI nepecblnatbca 4vepes wntosbl. Korga DHCP-cepsep Bbligenset |IP-
ajpeca KIneHTam, OH MOXeT O4HOBPeMeHHO YKasblBaTb agpeca wnto3a. MNyn agpecos
DHCP mo»KeT HaCTpOUTb MaKCMMyM ABa ajpeca LWto3a.

The dns-server for the IP-Pool's subnet

Mpwn noceuiteHMM ceTeBOro y3na Yyepe3 JOMEHHOE UMA AOMEHHOE UMA AO0/KHO bbiTh
npeobpasoBaHo B IP-agpec, KoTtopbin peanunsyerca DNS. Ytobbl DHCP-kaneHT mor
noceLiaTb CETEBOM XOCT Yepe3 AOMeHHOe nms, korga DHCP-cepsep Bbiaendet IP-agpeca
KNIMEHTaM, OH MOKET O4HOBPEMEHHO YKa3biBaTb IP-aapeca cepBepoB AOMEHHbIX UMEH.
Myn apgpecos DHCP morKeT HAacTpouTb MakcMmym aBa agpeca DNS.



